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— | STUDY DESIGN

[@_, STUDY OBIJECTIVES

S— The implementation of an ex-post survey on the perception of the right to and enforcement of personal data protection in the

Republic of Moldova.

o STUDY METHODOLOGY
(o]

< Computer assisted telephone interviews (CATI).

N .l TARGET GROUP
2 & | Population aged 18-59, residents of mun. Chisinau.

GEOGRAPHY

Mun. Chisinau.

SAMPLE SIZE

1’025 completed interviews with representatives of target group.

PERIOD OF DATA COLLECTION
November- December 2019.
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Profile
of the respondents
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4 Profile of the respondents

Male I 5 0%

Gender Female I 507
18-29 years NG 3%

Age 30-39 years N 3%

40-49 years I 0%

50-59 years HIIIIENEGEGEGEGEGNE 2/ %

Low level 1 7%
Education Medium level I 27%
High level NG 6%

Occupation Economically active I /5 %%
Economically inactive I 5%

Account on Does not hold I 9%
social networks Hold I © 1%

Low level NN £ 5%
Medium level IIIINIININIGEGEGEGEGEGENEEEEEEEEEEEE 30%
High level I 16%

Socio-economic
level

Base: 1025
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Information on the protection of personal data
Opinions and Perceptions
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= Opinion regarding respect for the rights and freedoms in the Republic of Moldova

W Very well H Well 0 Bad [0 Very bad ONA
Right to free movement 18% 66% 11% BA 2%
Right to property [PV 58% 25% 6% | 7%
Right to assembly 30% 6% | 8%
Right to intimate, family and private life 32% 9% (4%
Right to have access to your personal data iV 49% 33% 6% | 7%
Right to information 41% 12% 3%
Right to public hearing of the trial 47% 9% 14%
Right to health 48% 24% 1%
Q. Please tell me how well the following human rights and freedoms are respected in Moldova?
Base: 1025
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H Level of information of the population regarding personal data protection

Perception of information BEing informEd abOUt the proceSSing
level of personal data by institutions
Well informed 20% Yes
41%
Rather informed 34%
Rather uninformed 29%
Not at all informed - 16% No
57%
; NA
NA | 0% 39%
Q. How aware you are of the protection of your personal data? Q. Do public institutions and private companies inform you about the
processing of your personal data?
Base: 1025 Base: 1025
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1 Sources of information about personal data protection issues

internet | 55%
Mass media (TV / radio / printed media) [N 30%
Colleagues [ 15%
Friends, acquaintances, neighbors [N 13%
Close relatives [ 6%
Local / central authorities [ 5%
At the market, on the street, at the church [l 3%

Other | 12%

| don’t have a source 9%

NA 2%

Q. From which sources of information do you get the most information about your personal data?

Base: 1025
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] Situations of personal data use

You received SMS on your phone with offers, or promotions

You were called by commercial companies offering some goods, or services

Your passport is copied by the bank each time you make a transaction

You received marketing messages via post from commercial organizations

You received marketing messages via E-MAIL from commercial organizations

Personal information was requested from you without any explanation

Excessive personal information from companies or public sector organizations has been requested from you
Your social network account has been broken and your personal information has been spread
Another person knows details about your health without telling you about it

The information, pictures, videos you appear in are posted in the internet without your consent
Someone communicated information about your financial situation (salary, income, etc.)
Someone communicated information about the trial in with you were involved

Your personal ID was used by someone to get the credit or mortgage

None of the above

Q. Tell me if you have ever been at least one of the following situations?

N 33%
N 66%

N 57%
I 52%
N 52%
B 16%

B 12%

B 10%

B 7%

B 7%

B 7%

B 3%

2%

| 4%

Base: 1025
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1 Accessibility & barriers to information on personal data protection

B Toaverygreatextent M Toalargeextent [OToasmallextent ONotatall ©ONA

Information about the protection of my personal

data is useful to me 62% 28% 4%|3%B%

Lack of legal services at work makes it impossible to

(o) (0) (o)
access information on personal data protection 15% 16% 11%

There are administrative barriers to obtain

0, o) (0]
information on the protection of personal data 17% 13% 12%

Bureaucracy of civil servants makes information on

0, 0, [0)
personal data protection inaccessible 15% 19% 11%

There are some linguistic barriers to understand

o) o) 70,
information on personal data protection 16% 29% T7°

Information on the protection of personal data is

difficult to find 17% 25% 21% 32% 5%

Q. To what extent do you agree with the following statements regarding information about personal data?

Base: 1025
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Level of knowledge, attitudes and practices
regarding personal data and its protection
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] What is considered as personal data

Identification number | 91%
Digital fingerprint [, 39%
Living address [, 82%
Email address, phone number [N 79%
Income N 71%
Health data [N 67%
Date of birth, age NN 66%
Name or surname [ 59%
Parent’s names NG 55%
Workplace [N 53%
Occupation [N 48%
Orientation (political, religious, sexual) NG 48%

Ethnicity NN 36%
Others B 2%

| don’t know | 1%

Q. What do you think are your personal data?
Base: 1025
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1 Familiarity with personal data protection rights

W Very well B Well O Bad O Not at all OO NA

Right to privacy regarding family and private life, i.e.
no one without your permission is allowed to 34%
interfere and disturb you

5%

|4
o

Right to opposition, i.e. right to request not to
Eh0.0PP i i 13% 19% 14% 19
process/use your personal data

The right of intervention, i.e. right to request to
correct, update, edit, block, delete, or destroy your 15%
personal data

18% 17% 1%

The Right to Access, i.e. right to find out if privacy
data has been collected and used by some
institutions or not

19% 27% 29

Q. To what extent do you know that you have the following rights implemented?

Base: 1025
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Presentation of information
regarding personal data
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8 Necessity of personal data presentation

M Sure, yes B Probably, yes O Probably, no O Certainly, no OO NA

In the hospital when the person should be hospitalized

At the police when the person is detained 66% 27% ‘}#° BN

At the bank or other financial institution 44% 46% 7% Bo

At the entrance to the business center Ny 35% 27% 29% 4%

Online shopping 8% 28% 29% 28% 7%

Registration on social networking ¥ 29% 28% 38% 2%

At the pharmacy 27% 58% O"%

Exchange rate 24% 63% 1%

During the interview on the street 0-% 18% 75% 2%
At the shop O ARl 85% (0)7

Q. In which cases (when and where) do you think it is necessary to present your personal data?

Base: 1025
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1 Opinions on presentation of personal data in different situations

W Totally agree W Agree O Disagree O Not at all OO NA

Providing personal information is an increasingly

. 34% 39% 13% 11% 3%
important aspect today

Government (state institutions) demand more and more

. . 17% 23% 21% 4%
personal information

Feel that you need to provide personal information when

o) [o) 0] o) o)
you access the Internet (social networks, transactions) LA Sk e e 4

Providing personal information is not a major issue for
P o . 11% 27% 27% 33% 2%
In order to benefit from certain services / products it is .
. . . 9% 27% 27% 35% 2%
necessary to provide personal information
If you are involved in a trial, you agree that the court
Yo . yotl a8 . 11% | 16% 16% 53% 5%
decision you are seeking to be published and accessible...

Q. Please tell me if you agree or disagree with the following statements?

Base: 1025
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1 Importance of the confidentiality of personal data

B Very important M Quite important 0O Not quite important O Not important atall [ONA

Your bank account or payment card details

Your personal ID

Your financial history

Medical card (details of your health)

Details of the trail in which you were involved

The number of medical insurance policy 37% 44% 14% 4%"%
Your phone number 30% 46% 23% ]39;6
Vehicle registration number 18% 40% 33% 6% 3%

CV details 21% 32% 42% 4%1°

o

Q. In your opinion, how important would it be to protect these types of data?

Base: 1025
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1 Level of protection of personal data by institutions

B Very protected M Somewhat protected [OSlightly protected 0O Not at all protected [ NA

Banks and financial institutions
Notaries, lawyers and bailiffs
Police

Prosecution

Courts of law

Service intelligence

Customs service

Insurance companies
Government and state institutions
Medical institutions
Non-governmental institutions
Education institutions
Telecommunication operators

Marketing companies

14% 41%

17%

15% 39%

13% 40%

12%

5% 43%

13% 33%

5% 39%

9%

B% 37%

5% 32%

% 22%

Q. How protected are these institutions from leaking personal data?

24% 7% 5%
24% 6% | 7%
25% | 12% | 8% |
38% 21% 10% 14%
24% 11% | 10%
27% 8% | 12%
39% 26% 9% 14%
30% | 9% | 13% |
31% 11% 13%
38% 11% | 7%
33% 31% | 8% | 19% |
39% 17% 4%
40% | 17% 6%
43% 20% 13%
Base: 1025

ASK Moldova Market Research Agency | Personal data protection study | Report | Moldova | 2019 | www.ask-moldova.eu |

18


http://www.ask-moldova.eu/

] Awareness with authority, responsible with the personal data protection

Awareness about
responsible authority

Sources of information

v [ 15%

S > News websites [N 14%

l15% 50 % '

e

| don’t know 48%

| know well

I’'ve heard something

NA ]2%

Q. Do you know that there is a supervisory authority that protect the
citizens of the Republic of Moldova from illegal use and the disclosure
or dissemination of personal data?

Base: 1025

Social networks [N 14%
Newspapers [N 10%
Radio [ 4%
CNPDCP Advertising programs - 4%
CNPDCP website [ 4%
CNPDCP Publications [l 3%

Other sources 15%
NA | 0%

Q. From what sources of information have you heard, seen or read about the
supervisory authority responsible for the Protection of Personal Data?
Base: 1025
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Practices on
breach of confidentiality of personal data and
applicable protection measures personal data
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1 lllegal usage of personal data

Email address, phone number |GGG 32%
Name and surname [ 15%
Data of birth, age I 9%
Place of residence address [ 9%
Occupation [ 8%
Workplace I 7%
Health data [ 6%
Identification number [ 5%
Income I 4%
Parent’s names [l 4%
Ethnicity [l 2%
Orientation (political, religious, sexual) M 2%
Digital fingerprint | 1%

Nothing of mentioned above 1 59%

Q. Please tell me if any of your personal data have ever been used illegally?
Base: 1025
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1 Practices used / would use to protect personal data

Complaints in writing or by email addressed to concerned institution _ 16%

Informing the media - 6%

Participating in protests / public meetings I 1%

Other institution - 6%

| did not and will not do anything 9%

NA ]z%

Q. Which of the following practices have you used, or will use to protect your personal data?
Base: 1025
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1 Institution would address to protect personal data

Police | 53%
National Center for Personal Data Protection (CNPDCE) |G 338%
Lawyer [ 17%
Prosecution NG 13%
Ministry of Justice |l 5%
Information and security service (ISS) - 4%
National Anticorruption Center (NAC) - 3%
Media [l 3%
City hall [l 2%

Non-governmental organizations (NGO) | 1%

| did not and will not appeal to anyone 8%

NA | |1%

Q. Please tell me where you called or would you call if your data protection rights are violated?
Base: 1025
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1 The consequences of inadequate protection of personal data

Decrease the public confidence in institutions [ NN 76%
Increasing the uncertainty of citizens [ NN 73%
Decrease the confidence of the population in commercial institutions || N1 68%
Degradation of human rights and freedoms in Republic of Moldova [N 68%
Decrease the confidence of Moldavian partners in public institutions || NN 65%
Decrease the confidence of Moldavian partners in commercial institutions | 64%
The inability of justice to be fair and equitable [ NN 61%
Worse image of the country [ 56%
Decrease the effectiveness in state institutions [ NG 50%
Stagnation of the Republic of Moldova’s development [ 40%
Incorrect management of public founds || NN 39%
Decrease the country’s economical level [ N GENNEGEEEEE 36%
It will hinder the country’s European integration [ NG 35%
Others | 2%
Nothing | 0%
| don’tknow | | 3%

Q. What, in your opinion, may be the consequences of inadequate protection of personal data?
Base: 1025

“ ASK Moldova Market Research Agency | Personal data protection study | Report | Moldova | 2019 | www.ask-moldova.eu | 24



http://www.ask-moldova.eu/

1 Necessity of being informed about personal data protection

Central and local public
administration

Yes
86%

No
10%

Q. How do you think the representatives of the central and local public
administration need knowledge about personal data protection?

Base: 1025

Respondent, personally

Yes
88%

No
11%

NA
1%

Q. You personally need more knowledge about personal data
protection?

Base: 1025
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THANK YOU FOR YOUR TIME
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ASK Moldova
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