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NO. 
ord Category 2017 2018 Dynamics

(percentage increase)

1. Requests/complaints 554 637 ↑15%

2. Processed documents inbox/outbox 6692 8361 ↑25%

3. Initiated controls 367 326 ↓9%

4. Contraventions cases 84 191 ↑227%

5. Minutes on contravention drawn up 52 92 ↑77%

6. Court proceedings on the administrative 
litigation and on contravention proceedings

357 426 ↑19%

7. Decisions on suspension / cessation of data 
processing operations and destruction / 
erasure of data processed illegally.

19 47 ↑247%

8. Examined notifications 1142 1388 ↑22%

9. Registered controllers 500 639 ↑28%

10. Registered personal data filing systems 843 938 ↑11%

11. Decisions to refuse registration / authoriza-
tion

203 451 ↑222%

12. Requests for cross-border transmission, 
including notifications submitted to the 
«one-stop-shop»

52 81 ↑56%

13. Normative acts approved 75 87 ↑12%

14. Consultation for legal entities on the notifi-
cation procedure 

700 1144 ↑63%

GENERAL PRESENTATION IN FIGURES OF THE YEAR 2018  
IN COMPARISON TO THE YEAR 2017
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1. Examination of correspondence

Acording to Article 20 of the Law on personal data protection, the National Center for Per-
sonal Data Protection of the Republic of Moldova (the Center) informs the public authorities 
about the situation regarding the protection of the rights of the personal data subjects, answers 
their inquiries and requests and cooperates with public authorities, the mass media, public  
associations and similar institutions from abroad.

Starting from these attributions, we mention that during the year 2018, the Center examined 
8361 documents, of which 4817 documents were from legal entities of public and private 
law, including requests from natural persons, as well as received by the official e– mail of the 
Center. Subsequently, during the reporting period, the Center’s employees were prepared and 
dispatched 3113 requests/ inquiries and 431 internal documents.

Comparative statistics of the Center’s correspondence documents 2014-2018

Year Total  
correspondence

Inbox  
documents

Outbox  
documents Complains Internal  

documents

2014 4361 1738 1836 302 485

2015 5408 2425 2098 420 465

2016 5654 2811 2055 410 374

2017 6692 3605 2455 554 316

2018 8361 4180 3113 637 431

The simple analysis of the information above reflects the increase in the number of correspon-
dence documents examined by the Center during 2018 compared to the figures of the same 
chapter for the previous reporting periods. On the one hand, this fact undoubtedly demon-
strates the raising of the level of the society knowledge regarding the importance of the field 
of personal data protection and, on the other hand, determines the steady and substantial in-
crease of the employees’ workload.

Information in dynamics on the correspondence of the Center, for the years 2014-2018

Reference period Total correspondence Dynamics

2014 – 2015 4361 – 5408 24%

2015 – 2016 5408 – 5654 5%

2016 – 2017 5654 – 6692 18%

2017 – 2018 6692 – 8361 25%

Dynamics between the years 
2014 – 2018 4361 – 8361 92%

CHAPTER I

EXAMINATION OF REQUESTS ADDRESSED  
TO THE CENTER
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In particular, it is worth mentioning that, in addition to the essential increase in the number of 
appeals submitted to the Center, there is a substantial increase in the complexity of the topics 
addressed in those requests, the study and clarification of which involves much more resources 
and time.

In this context, it has been emphasized a large number of requests received from the state 
structures of the Republic of Moldova: the Parliament, the Presidency and the Government, the 
ministries and structures under their subordination, the autonomous public authorities, the lo-
cal public administration authorities and the specialized public administration (services, offices, 
centers, etc.).

A considerable weight represent the documents received from the ministries as: Ministry of 
Internal Affairs / the General Police Inspectorate, the Ministry of Health, Labor and Social Pro-
tection, the Ministry of Economy and Infrastructure, the Ministry of Justice, as well as the Courts 
of Law, the State Chancellery, the Public Services Agency and economic agents acting in the 
field of finance, banking, medical, tourism, commercial, service providers, etc. – entities directly 
involved in the processing of personal data.

With reference to the issues addressed in the requests submitted for examination to the Cen-
ter, it is worth mentioning that a number of 1120 referrals were related to the request of the 
controllers on the opinion of the National Authority in charge of the control of personal data 
processing on the legality of the processing of personal data, in particular the disclosure by 
transmission of personal data held by third parties. 1201 requests were notifications and docu-
ments submitted by the personal data controllers in order to comply with the activity related to 
the processing of personal data according to the provisions of Article 23 and Article 28 of the 
Law on personal data protection, 173 requests were submitted in order to request the authori-
zation of the cross-border transmission of personal data.

In 526 cases, the requests aimed to clarify certain procedures that needed to be undertaken 
in order to register as a personal data controller and to determine the controller or processor 
status of different entities depending on the established scope and personal data processing 
operations, legal conditions and terms of the personal data processing; in 113 cases was re-
quested the opinion on normative and legislative acts under the perspective of ensuring the 
protection of the right to intimate, family and private life of natural persons, when processing 
personal data.

At the same time, in 397 cases, the personal data controllers requested the Center’s opinion, in 
order to increase the security and confidentiality of personal data processing, to implement new 
personal data filing system and / or to develop the existing systems.

Another 650 requests involved the correspondence with the Courts; requests from public and 
private entities for organizing seminars, roundtables, trainings on personal data protection 
principles; personal data reports on security incidents, etc.

Taking into account the specifics of the issues raised / approached in the context of the  
correspondence examined, the consultations / instructions provided by the Center concerned 
such aspects as:

– the controller’s and processor’s obligations and rights , as stipulated by the Law on personal 
data protection.

– information on the Center’s notification procedures, according to the Article 23 of the Law on 
personal data protection and the Regulation of the evidence Register of the personal data 
controllers, approved by the Government Decision no. 296 of the 15th of May 2012, and the 
procedures related to the registration of controllers and of the managed personal data filing 
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systems;

– the necessity to ensure the confidentiality and security of personal data, in accordance with 
the Article 29 and the Article 30 of the Law on personal data protection and with the Re-
quirements for the assurance of personal data security at their processing within the infor-
mation systems of personal data, approved by the Government Decision no. 1123 of the 14th 
of December 2010;

– minimizing the number of personal data categories and processing personal data to the 
strictly necessary ones, in order to achieve a well-defined, explicit and legitimate purpose 
and legal basis;

– the necessity to obtain the personal data subject’s consent in order to process personal data 
concerning him/she, if there are no legal provisions that expressly regulate the processing 
operations;

– establish a short retention timeframe of processed personal data, according to the Article 4 
and the Article 11 of the Law on personal data protection etc.

2. Examination of personal data subject’s complaints

Due to the fact that the Center is entrusted with unique powers at national level to verify the 
conformity of the personal data processing and the correct application of framework legislation 
in compliance with the Art. 27 of the Law no. 133 of 08 July 2011 on personal data protection, 
the data subject, claiming the inappropriate processing of personal data concerning him / her, 
may submit a complaint to the Center.

During the referring period, the Center examined 637 complaints received from natural per-
sons – subjects of personal data. In this context, it should be noted that with the raising of the  
citizens information degree because of the multiple mediatization campaigns achieved during 
the year 2018, the number of appeals submitted for examination to the Center increased. Com-
pared to the previous year (554 complaints registered in 2017), during the reporting year the 
Center experienced a steady and persistent growth of 15%.

From the total number of complaints registered in 2018, 245 cases were examined in a com-
plex way, regarding the control over the lawfulness of the processing of personal data.

We note that the analysis of complaints received proliferates new segments of interest such 
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General situation regarding complaints examined in 2018

as: data processing in the mass -media field, data processing in the medical field, processing of 
personal data of minors, and the specificity of complaints and petitions denotes the fact that 
personal data subjects apply in their everyday life the rights inherent to the protection of per-
sonal data.

From the specifics of the complaints addressed, the Center emphasized the following guide-
lines of the mentioned topics:

• Processing of personal data in the medical field: 16 cases;

• Processing of personal data through video / audio surveillance systems: 125 cases;

• Processing of personal data by unregistered controllers: 8 cases;

• Processing of personal data in the electronic communications sector: 13 cases;
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• Processing of personal data of minors: 13 cases;

• Processing of personal data by the method of publication of judgments without  
depersonalization: 9 cases;

• Processing of personal data in the financial-banking sector, insurance companies: 13 cases;

• Processing of personal data in the on-line environment and the media: 63 cases;

• Processing of personal data in the public sector: 55 cases;

• Processing of personal data in the absence of the consent of the personal data subject, as 
well as in the absence of any other legal basis: 113 cases;

• Disclosure of personal data and other violations admitted by controllers: 17 cases;

• Enforcement of personal data subjects’ rights (access, information, intervention, opposition): 
192 appeals.

With regard to the categories of personal data targeted in the complaints, it has been reported 
cases of processing of genetic data, data capable of revealing the state of health, data on sexual 
life or sexual orientation, data gathered in carrying out surveys opinion, which points to the fact 
that the field of data protection has a special valency for civil society.

It is worth mentioning that during the referring period, complaints also bear the seal of the 
new international principles set by the European regulatory framework, such as Regulation (EU) 
2016/679 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data.

At the same time, as in previous years, there is evidence of a number of complaints that could 
not be withheld for the purpose of carrying out investigations by the Center. Given the failure 
of the petitioners to comply with the pre-trial procedure, the failure to present the evidence 
in support of the issues the complainant or the representative of the person concerned, the 
notification of facts in relation to which the Center does not have the legal competence, the 
impossibility of accurately identifying the person / entity claimed, etc.
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Based on the provisions of Art. 19 of the Law on personal data protection, the Center is entrust-
ed with exclusive competence to control the conformity of personal data processing with the 
requirements of the law mentioned.

Thus, the control of the lawfulness of the processing of personal data may be initiated:

– on the basis of the complaint of the data subject,

– complaints / self-notification,

– request of cross-border transmission of personal data,

Referring to the control itself, it is worth mentioning that during the reference period 326 con-
trol materials were initiated and examined, of which:

– 245 based on the complaints of personal data subject,

– 81 based on the cross-border transmission of personal dat transfers authorization requests.

Comparative data of the control activity undertaken by the Center from 2016 to 2018

Period

Number of controls  
initiated based on  

complaints / notification, 
requests for cross-border 

transfer 

Acts issued as a reaction to controls 

decisions on 
suspension of 
personal data 

processing 

decisions on 
cessation of 

personal data 
processing 

decisions on de-
struction / erasure 
of data processed 

in the breach of law

Cases of contra-
ventions found-

ed/ minutes 
issued

Year 
2016 247 18 11 2 66/33

Year 
2017 367 10 3 6 84/52

Year 
2018 326 16 4 27 191/92

The comparative analysis in relation to the previous year’s statistics reveals that during the 
year 2018 it was an insignificant decrease in the number of controls initiated on the basis of 
the complaints submitted by the personal data subjects. This is due to the fact that the data 
subjects achieve their rights established by Art. 12-18 of the Law on personal data protection, 
including the right to access the personal data, directly to the personal data controllers. This 
shows both the raising of the level of knowledge of data subjects’ rights and the way to achieve 
them, as well as increases the awareness of all the personal data protection actors involved.

Thus, rigorous controls on the compliance of personal data processing operations were initiat-
ed in concrete situations after the data subject depleted the access paths or if the personal data 
controller refused, unfounded, to comply with the legal provisions.

CHAPTER II

ACTIVITY OF CONTROL
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At the same time, there is a substantial increase in the number of controls initiated on the basis 
of requests for authorization for the cross-border transmission of personal data, 81 requests 
being submitted in 2018 compared to 52 in 2017.

It is relevant to mention, the year-on-year tendency of increasing the complexity of the issues 
addressed in the complaints and the number of parties involved in the case, thus generating 
a variety of control actions to be taken in order to verify the lawfulness of the data processing 
which become more voluminous year by year, and their complexity is mostly equivalent to the 
actions taken by the bodies in charge of examining criminal cases. Thus, in most of the control 
procedures examined, the Center takes actions similar to the law enforcement agencies, except 
for the operative investigative activity.

Similarly to the previous reporting period, in 2018 controls on the lawfulness of the processing 
of personal data were carried out, in most cases ex officio being applied the written procedure 
for obtaining the necessary information for the examination of alleged unlawful actions and 
the settlement of the cases notified. This is due to the increase of the workload year by year.

Analyzing the controls achieved by the Center as a whole, initiated both on the basis of  
complaints of data subjects and notifications and finalized with the finding of a violation of 
the legal provisions in the field of personal data protection, depending on the consequences  
resulting from the admitted violations and the seriousness of the violations found, the following 
coercive measures were ordered:

– suspension of personal data processing operations– 16 cases,

– destruction of personal data processed in breach the legal provisions – 27 cases,

– cessation of personal data processing operations – 4 cases.

Complementary to the control activity carried out as an ascertaning body, according to the 
facts stated in Articles 741 – 74³ of the Contravention Code regarding the violation of the legal  
provisions in the field of personal data protection, 92 minutes were drawn up regarding the  
offense during 2018, 191 contraventional facts being established, the contravention cases  
being sent for examination in the Court, according to the provisions of the Contravention Code.
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• Activity related to the authorization of cross-border transfer operations of personal data

The Center pays particular attention to the cross-border flow of personal data of individuals 
and contributes to the improvement of the quality of the cross-border transmission of personal 
data between the public authorities of the Republic of Moldova and the public authorities of 
other states.

Equally, the Center monitors the cross-border exchange of information containing personal 
data between private entities, associations and businesses.

In this context, it is important to reiterate the provisions of Art. 32 of the Law on personal data 
protection, whereby the legislator expressly stated that the cross-border transfer of personal 
data which are object to processing or to be processed after transmission can only take place 
with the authorization of the Center.

In this respect, in 2018, the Center authorized the cross-border transfer of personal data only in 
cases of suitably documented requests made by the actors involved, focusing on respecting the 
principles of personal data protection and the rights of data subjects concerned, as well as on 
proof of ensuring the optimal level of protection of the data transmitted and / or collected for 
the purpose of further processing outside the Republic of Moldova.

The demarches and notifications examined by the Center aiming at the cross-border transfer of 
personal data were related to public and private entities from countries such as: Italy, Ireland, 
Poland, Romania, Latvia, China, Kazakhstan, Sweden, France, Russian Federation, Ukraine, Turkey, 
Islamic Republic of Afghanistan, etc.

Compared to 2017, the Center notes a slight increase in the number of requests received, the 
subject of which is the cross-border transfer of personal data. Thus, in 2018 the Center received 
81 requests concerning the cross-border transfer of personal data, of which 62 based on the 
demarches from various public entities of the Republic of Moldova, and 19 were notifications 
submitted at the Center’s “one-stop-shop” by personal data controllers.

From the 62 demarches, in 9 cases the cross-border transfer of personal data was authorized, in 
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40 cases the requests for authorization of the cross-border transfer were refused and 13 cases 
were solved by a written answer, since the authorization of the Center was not necessary, accor-
ding to the provisions of Article 32 par. (7) of the Law on personal data protection.

From the total number of 19 notifications submitted to the Center’s “one-stop-shop” requesting 
the authorization of the cross-border transfer of personal data, 8 were authorized and 11 had a 
negative result, and obviously decisions to refuse authorization.

As mentioned above, the majority of requests to authorize the cross -border transfer of personal 
data submitted by official requests resulted in the refusal to authorize such operations, based 
on various reasons, such as: non-compliance with the basic conditions of the request and / or 
lack of authenticated copies of the documents confirming the circumstances and legal instru-
ments on which the request for legal assistance is based.

Concerning the non-compliance with the basic conditions of the requests that justify the 
cross-border transfer of personal data, we notice non-conforming aspects such as: the lack of 
consent of the data subject concerned; invalid consent for certain operations indicated in the 
request; the lack of a determined, explicit and legitimate purpose, and the excessive nature of 
the personal data required in relation to the declared purpose; the unjustifiably large number 
of targeted subjects which the controller intended to process in the context of cross-border 
transfers of personal data outside the territory of the Republic of Moldova.

Similarly, with regard to refusals to authorize the cross-border transfer of personal data based 
on a notification submitted to the Center’s “one-stop-shop”, in most cases there was a lack of 
legal grounds justifying the cross-border transfer of personal data or lack of controller’s instruc-
tions designed to processor to act on its behalf.

• Presenting the specific cases of 2018

Under the Art. 20 par. (1), q) of the Law on personal data protection, the Center highlights in 
the Annual Activity Report the main conclusions resulting from the settlement of complaints of 
data subjects and the self-notification of the authority.
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The presence of certain categories of cases in the activity report can be a useful source in 
the interpretation of the substantive rules of the legislation in the field of personal data pro-
tection and aims at preventing the violation of personal data protection rules. This can be a 
guide for personal data subjects and controllers to capitalize and respect the rights that the 
first ones enjoy.

• Processing of personal data through video surveillance

Multiple infringements, as in previous years, have been found regarding the violation of the 
principles of personal data protection during the processing through video surveillance sys-
tems. The large frequency is due to the increasing degree of accessibility, including pecuniary, 
of the devices that make up these systems.

The Center has found infringement principles of personal data protection, both for natural 
persons and legal entities, whether public or private. In some cases, complaints about illegal 
video surveillance have been submitted to the subdivisions of the General Police Inspectorate. 
In some cases, the Center ordered suspending or even terminating of personal data processing 
operations through video surveillance systems, dismantling the devices that make up such 
systems.

Of the legal norms most frequently concerned by processing personal data using video survei-
llance, we highlight:

– Article 4 (1) of the Law on personal data protection. Often the processing of personal data 
through video surveillance systems has had an excessive character in relation to the declared 
purpose of processing, being under surveillance; for example: public space, neighbors’ owner-
ship or common access path.

Article 5 (1) of the Law on personal data protection which stipulates that the personal data shall 
be processed with the consent of personal data subject or under an exception provided exhaus-
tively in paragraph (5) of the same article. In some cases, data controllers have omitted or avoi-
ded to obtain the consent of the personal data subjects.

– Article 12 of the Law on personal data protection which dispose regarding the subject’s right to 
be informed about the processing of its personal data. A minimal means of information is also 
the display of distinctive signs about video surveillance. It is important to remember that, by the 
Decision of the Center no. 581 of September 10, 2015, the standard information form regarding 
video surveillance (pictogram) within the recording systems managed by the personal data 
controllers was approved.

– Articles 23, 29 and 30 of the Law on personal data protection, which state the obligation to no-
tify the Center on personal data recording systems they manage, to register as a personal data 
controller, to ensure the confidentiality of personal data and the security measures of their pro-
cessing. In some cases the Center has found violation of Art. 29 of the law when the video was 
disseminated to the online unrestricted public access.

At the same time, in some cases there was no infringement of Art. 29 of the same legislative act, 
when the video sequences were transmitted to authorities that are competent in preventing, 
detecting, investigating or prosecuting offenses or contraventions, in compliance with Article 4 
of the aforementioned law and the procedural norms provided by the Contravention Code and 
the Criminal Procedure Code.
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Case presentation no. 1

The Center received complaints of data subjects, requesting the examination of the lawfulness 
of the processing of personal data by an economic agent through video surveillance cameras 
mounted inside and outside the central office building that captured video and audio record-
ings of employees as well as other people. Based on these records, some employees were sub-
jects of disciplinary sanctions.

The company justified the presentation of the video and audio evidence recorded via the video 
surveillance camera installed in the premises of the enterprise for the internal investigation, 
initiated following a conflict between the complainants and another employee of the enter-
prise.

The Center noted that audio recording made by the employer via surveillance cameras is forbid-
den, and any audio recording without the express consent of the person concerned and without 
the authorization of the Center constitutes an excessive and disproportionate measure of the 
employer in relation to the aim pursued.

The Center noted that the necessity for video surveillance of objects of high interest to the 
entity may be determined by the risks to which it may be exposed. These principles are also 
applicable to video surveillance of the employees of the entity, but employees audio recording 
can not be a necessary measure of opportunity to the entity, being excessive and thus contrary 
to Articel 4, c) of the Law on personal data protection.

In this case, it was ascertained the infringement by the economic agent of the provisions of 
Articles 4, 5, 12, 23, 28, 30, 34 of the Law on personal data protection.

Case presentation no. 2

The Center examined the complaint of a data subject concerning the alleged illegal data pro-
cessing by the means of video surveillance in a reading room of a public entity that would have 
captured images of the petitioner, employees and / or visitors. The petitioner in the content of 
the notification, also noted the placement of the aforementioned device on the air conditioner 
in the indicated room, and there was no notification regarding the surveillance.

At the same time, the complainant alleged that the administration of the concerned entity uses 
the above-mentioned surveillance means as a source to impose sanctions on the employees 
and beneficiaries of the services provided by the entity concerned.

The entity’s administration argued that the installation of video surveillance was necessary 
because some service recipients did not comply with the entity’s internal rules damaged the 
integrity of documents and escaped payment services.

The Center found that the employer, although having a legitimate interest, did not take the 
necessary measures to comply with the law, in particular to protect the rights of data subjects. 
In addition, the location of the video surveillance means indicates a high degree of opacity, 
lack of transparency in the processing of personal data through the video surveillance system 
managed by the entity concerned.

In the present case, the control autority referred to the case-law of the European Court of Hu-
man Rights, which, in the case López Ribalda and Others v. Spain, points out that the performing 
of the video surveillance by the employer for a long period, did not comply with the relevant 
legislation and, in particular, the obligation to provide prior, explicit, precise and unambiguous 
information to those concerned about the existence and particular characteristics of a system 
that collects personal data.
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The employer’s rights could be safeguarded, at least to a certain degree, by other means, in 
particular by prior information of the applicants.

In that case, the entity found infringement of the provisions of Articles 4, 5, 12, 23 and 30 of the 
Law on personal data protection.

• Processing of personal data of minors

The processing of personal data of minors requires special carefulness from the data controller, 
given the vulnerability of the subjects and the risks to which they are exposed in the case of 
non-conforming processing. In some cases, the Center has drawn attention to the fact that the 
processing of data directly aimed at parents may have consequences for their children.

In this respect, the Working Group established on the basis of „Article 29” of Directive 95/46 
(replaced by the European Data Protection Board on 25 May 2018 on the basis of articles 69 
and 94 of the General Data Protection Regulation no. 679 / 2016) in its notice no. 2/2009 on the 
protection of personal data of children, adopted on 11 February 2009, underlines in this context 
that the most important legal principle is the best interests of the child.

The argument of this principle is that a person who has not yet reached physical and psycho-
logical maturity needs more protection than other people. The goal is to improve the conditions 
for the child with the aim of strengthening the child’s right to develop his / her personality. This 
principle must be respected by all decision makers, whether public or private.

It is also applied to parents and other legal representatives of children, either when their inter-
ests are in conflict or when the child is represented. Normally, the child’s representatives should 
apply this principle, but when there is a conflict between the interests of the children and their 
legal representatives, the decision should be taken by the courts or, where appropriate, the DPA. 
In the same context, as a human being, the child has a right to private life.

Case presentation no. 3

The General Prosecutor’s Office informed the Center about the processing of a minor’s data in a 
video made by a reporter and placed on a news portal and on various social networks.

The material presented the case of kidnapping and sexual assault of the minor and the re-
porter did not fully cover the face of her minor and its mother, so as in some images their face 
was visible, which could have serious emotional consequences on the minor as well as on the 
whole family. In addition, this post has been taken over by other media sources and distributed 
on various social networks, which facilitates the identification of the minor and its family by a 
large circle of people.

The Ombudsman for Children’s Rights protection and the Press Council criticized the material 
published and reiterated the „special deontological obligations regarding the media coverage 
of cases targeting children with special care as well as the obligation to pursue the best inter-
ests of the child in all cases. The presence or consent of parents or guardians can not justify a 
journalistic approach that violates the rights of children who are victims of abuse”.

Following the examination of the case, in connection with the Law on the personal data pro-
tection, the Law on freedom of expression, the Law on the rights of the child and the Law on 
the protection of children against the negative influence of information, the Center found that 
disclosure and dissemination without any restrictions on the news portal of personal data, such 
as: surname, image, voice, sex, place of birth, family situation, address (domicile / residence), tar-
geting the minor, was not strictly necessary to achieve the purpose, eventually stated (“in order 



www.datepersonale.md76

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA
 A

C
TI

V
IT

Y 
O

F 
C

O
N

TR
O

L

II
to contribute to the settlement of the case according to the law, because the victim’s situation was 
serious and the proper reaction of the law enforcement authorities did not follow, which justifies the 
suspicion that the case of the rape is attempted to be covered”), which could be reached by means 
that do not involve the direct use / disclosure of these data.

Thus, it was clear that the processing of these personal data was disproportionate to the even-
tual intention that the reporter of the news portal might have.

In conclusion, in the reference case the Center found infringement of Article 4 par. (1), a), b) and 
c), Article 5 par. (3), Article 29 and Art. 30 par. (1) of the Law on personal data protection.

Case presentation no. 4

The Center was informed about the situation of minors in a negative situation whose identity 
became identifiable as a result of the mass-media broadcasting of video sequences and exces-
sive personal data targeting them.

The role of mass-media institutions in achieving the preventive element of anti-social deeds is 
an indisputable one, and the situation of children must be kept in reserve, in order to provide 
the child with an adequate growing up process that could be deeply disturbed or deviated from 
the dissemination of this life situation.

Therefore, in the process of media coverage of cases involving sexual violence, the principle 
of data minimization will be respected, situation in which certain personal data such as: home 
address, data on parents and relatives, educational institution where the alleged victims study, 
their financial status, will be omitted in the context of the media message.

Subsequently, the Center found that in the reports broadcasted on the television channels was 
revealed a situation with negative connotations, although the images of minors were blurred, 
the excessive volume of information containing personal data led to the easy identification of 
minors.

In conclusion, in this case the Center has established that the legitimate interest of the public 
to find out such a big volume of personal data does not meet the necessity or the proportional-
ity and it cannot compete with the assurance of the supremacy of the best interests of the child, 
by violating the professional requirements of the journalist and the principles of personal data 
protection, provided by Law on personal data protection.

In addition, the TV channels involved were appealed and the authorities in the social assistance 
system in charge of child protection were alerted in order to disseminate only relevant data as 
a source for the media.

• Processing of consumersʼ personal data

Civil relationships often involve the processing of certain categories of personal data. A special 
situation is the relationship between the consumer and the trader, due to the specificity of 
these relations, especially in the light of the provisions of the Civil Code and the Law on con-
sumer protection.

Case presentation no. 5

In fact, the Center has received a complaint alleging inappropriate processing of personal data 
that concerns a data subject by a commercial company.
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The petitioner has purchased construction materials. Subsequently, he found that the purchased 
product did not suit him as color and requested its replacement according to Article 19 of the 
Law on consumer protection no. 105-XV of March 13, 2003, but replacement would not have 
been possible due to lack of similar product of another color, so he would have requested the 
return of the value of the asset.

The seller handed to the petitioner an application form to be completed by him. At the same time, 
the complainant stated that, having needed the money in cash, he had to complete the applica-
tion and indicate personal data such as: surname, first name, identity card series and personal 
number, date of issue of the identity card, identity card issuing body, residence, contact phone.

The commercial company argued that the information (including Identification Number of Per-
son – INP) requested from the buyer was necessary in order to fill in the documents in a correct 
way according to the legislation. The payment provision referring to the Government Decision 
no. 764 of November 25, 1992 on approving the Norms for conducting financial operations in 
the national economy of the Republic of Moldova.

In this regard, the Center pointed out that the processing of the state identification number 
(INP) of a natural person, fingerprints or other personal data having a general applicability 
identification function can be done in the following conditions:

a) the subject of personal data has given its consent;

In legal and factual outlining of the case, it cannot be considered a form of expression of free, 
express and unconditional willingness of the subject to process its personal data targeting him 
/ her. The registration of INP in the application by data subject itself is conditioned by the fact 
that this record depends on whether or not the money will be returned.

The processing of the state identification number / INP can be considered based on the consent 
of the data subject only if the INP in the application does not require the return of the money. 
Moreover, a consent to an express, free and unconditional personal data procesing also involved 
the possibility of withdrawing it with the same ease with which it was granted.

b) processing is expressly provided by law.

The Center, analyzing the Government Decision mentioned, found that in point 14 it is stipulat-
ed that in the case of issuing money to a person by a payment order, it is necessary to register 
only: the name and number of the document „the card of the recipient” also when and by whom 
the document was issued and to retain the receiver’s receipt. Thus, there is a gap between those 
declared by the company and the provisions of the act cited, since these provisions do not in-
dicate the need to register INP, telephone number or address when making the payment order 
for the return of the asset. Moreover, according to point 9 of the Regulation on the application 
of cash machines and controls for the cash settlement, approved by the Government Decision 
no. 474 of April 28, 1998, the payer should present, the cash receipt (the equivalent of) given 
to the respective economic operation when examining his complaint and at the request of the 
inspection bodies in the course of the checks carried out by them.

Thus, the Center found the processing of personal data in this case as contrary to the provisions 
of Art. 4 par. (1) a) and c) and 9 of the Law on personal data protection.

• Processing of personal data on health condition

According to Art. 3 of the Law on the protection of personal data, the data on the health are 
considered special categories of personal data. Having in view the sensitivity of these data, risks 
may arise in their processing, including the risk of discrimination. The legislator guaranteed the 
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observance of individual rights and freedoms by regulating special legal measures both in the 
Law on personal data protection and in the Law on the rights and freedoms of the patient.

Case presentation no. 6

The Center examined the complaint of a personal data subject complaining on the processing 
of the special category of data (personal data on the state of health) by a law institution of the 
Republic of Moldova in the examination of the complaint of the personal data subject.

As regards the legitimacy of the purpose, the Center emphasized that the personal data control-
ler should take into account that the purpose behind the processing of personal data needs to 
be anchored in the legislative framework, to be legal and consistent with principles of human 
rights protection. In the same case, attention was drawn to the principle of the non-excessive 
nature of the processing of the special category of personal data, the Center specifying that the 
purpose of examining a complaint cannot be conditioned by the petitioner’s state of health.

On the examination of the given case, the Center issued a decision ascertaining the infringe-
ment of the provisions of Art. 4, 6, 7 and 29 of the Law on personal data protection ordering at 
the same time the destruction of the information constituting special category of personal data, 
processed with the defiance of the principles of personal data protection.

• Processing of personal data and the freedom of speech
Case presentation no. 7

The Center examined the complaint of a personal data subject having as subject the binomial 
of the right to freedom of expression and information and the right to inviolability of private 
life, both fundamental and relative rights.

The subject complained of the processing of personal data by using and publishing his personal 
data in a journalistic investigation conducted by a media representative and published in the 
contents of a newspaper.

Within the examination of the case, the Center identified from the preamble of the journalistic 
investigation that its purpose was to carry out a journalistic research in relation to the biogra-
phy and incomes of the public persons in the municipality concerned. The purpose of processing 
the subject’s data in the journalistic investigation consisted in bringing to the attention of the 
public a subject, which, by its substance, is framed in the right to freedom of expression and 
information, therefore, in Article 10 of the Law on personal data protection. The Center pointed 
out that the provisions of Article 10 of the Law on personal data protection provides for the 
exception from Articles 5, 6 and 8 of the same law, and not from Article 4 of the Law on per-
sonal data protection. Therefore, it was noted that even in the processing of personal data for 
journalistic purposes, the processing is to be carried out in the light of Article 4 of the Law on 
personal data protection.

As a result, it was established that in this case the processing of personal data for journalistic 
purposes was performed in compliance with Article 4 of the Law on personal data protection. 
By this being disposed the lack in violating the Law on the personal data protection and em-
phasizing the need to reconcile the right to free expression and protection of personal data.

• Processing of personal data in the Automated Information System
Criminological and Forensics Information Register (AIS/CFIR)

The national and international legal framework sets out specific rules for the protection of hu-
man rights and fundamental freedoms against possible risks in the processing of personal data 



ANNUAL ACTIVITY REPORT FOR 2018

www.datepersonale.md 79

 A
C

TI
V

IT
Y 

O
F 

C
O

N
TR

O
L

II
on criminal convictions. The qualification of these data as belonging to the special category of 
personal data is generated by the potential harm, including the probability of discrimination to 
wich the person might be exposed after its data on conviction have been processed by breaking 
the law.

Case presentation no. 8

The Center was notified by a petitioner on an alleged non-conforming processing of personal 
data, targeting him and stored in the AIS/CFIR, managed by the Ministry of Internal Affairs of the 
Republic of Moldova (MAI). It was manifested by the introduction of erroneous data in the filing 
systems recording forensic and criminological information, as well as information regarding the 
existence / absence of criminal antecedents.

The petitioner has been denied the request applaynig for the passport by the Identity Docu-
ments Department of the State Enterprise Information Resources Center “Registru” (now the 
Public Services Agency). The ground for the refusal to provide the requested service was the 
information provided by the specialized subdivision of the MIA, according to which the data 
subject had previously been arrested.

After examining the case, it was found that the petitioner has not been arrested by the consti-
tutional authorities of the Republic of Moldova, but this information came from the so-called 
unconstitutional authorities on the left bank of the Dniester.

The Center has determined that the processing of the special categories of personal data con-
cerning it, stored in the CFIR in the above-mentioned circumstances, indicates the violation of 
the provisions of Article 4 par. (1) a), b), c), d) and Article 8 par. (1) of the Law on personal data 
protection.

Furthermore, the Center pointed out that inaccuracies in the management of the AIS/CFIR cause 
a limitation in the exercise of the rights and freedoms of citizens, in particular this limitation 
is sometimes manifested by inaccuracies in the issue of criminal records or judicial certificates 
and, implicitly, in the possible damages resulting therefrom.

• Processing of personal data stored in the State Register of Population

As in previous years, the Center has examined a large number of complaints in which the peti-
tioners complained of accessing their personal data stored in the State Register of Population 
by breaking the law, including in the section information regarding the state border crossing.

Case presentation no. 9

The Center examined a case in which the petitioner claimed that the neighbour of his daugh-
ter, who was abroad (represented by her mother by proxy) addressed to the Territorial Police 
Inspectorate a request asking to check the location of his neighbor (the daughter of the peti-
tioner) or to be informed if she is really gone abroad.

According to the same request, the neighbor submitted an application to the police in order 
to obtain the necessary information to turn the living space in to commercial space, arguing 
the request by the fact that all neighboring residents agreed to change the destination of the 
dwelling, and from the neighbor in question was not possible to obtain the agreement, as the 
tenants invoke that the owner of the flat is out of the country.

The Territorial Police Inspectorate informed the neighbor that, as a result of the check, it was 
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established that at the moment the apartment of the neighbor (the daughter of the petitioner) 
is rented by another person, who informed that the owner of the apartment is abroad.

In the same reply, the Territorial Police Inspectorate informed that after accessing the infor-
mation through SIC „Access-Web” it was set the date when the neighbor (the daughter of the 
petitioner) left the country.

In relation to these, the Center established that accessing and disclosing to a third party (neigh-
bor) the personal data of the neighbor (daughter of the petitioner) was made out of the legal 
basis, which is contrary to Art. 4 a) and b), c) of the Law on personal data protection at the same 
time being ascertained the violation of the provisions of Art. 5 and Art. 29 of the law cited in 
the aspect of personal data on the crossing of the state border by the neighbor (daughter of the 
petitioner), admitted by the MAI employees.

The Center pointed out that the MAI employees did not have legal coverage for accessing per-
sonal data through the SIC „Access-Web” of the neighbor (daughter of the petitioner), in respect 
of which it was not started a criminal / contraventional case, a search file or not being carried 
out other procedural actions provided by law.

At the same time, the disclosure of personal data, in this case regarding the crossing of the state 
border by a person, endanger the private property of the citizen who is abroad and who could 
be the subject of criminal offenses.

The Center pointed out that the way in which this information is obtained threatens the security 
of legal relations. Moreover, through such a method of obtaining information from the police 
body, by accessing an automated information system, in similar situations, anyone could benefit 
from a permit to change the destination of a dwelling, in case the owner is abroad.

Thus, the Center ascertained the infringement of the provisions of Art. 4 par. (1) a), b), c), Art. 5 
and Art. 29 of the Law on personal data protection regarding the processing of personal data 
concerning the neighbour (daughter of the petitioner) on the aspect of border crossing by the 
employees of MAI, manifested by accessing the relevant information, in this case the section of 
the State Registry of Population, through the SIC „Access-Web” application and their disclosure 
to a third party (neighbor).

Case presentation no. 10

A data subject complained to the Center on the processing of its personal data stored in the 
State Registry of Population (SRP) through the „Web Access” application by employees of a law 
enforcement body.

From the analysis of the materials gathered during the verification of the processing of person-
al data, it was clear that the data subject had no procedural quality, but previously it entered 
into some contractual relations for the provision of legal assistance with an entity, the latter 
escaping from contact with representatives of the law enforcement body.

Thus, the authorized user of the law enforcement authority accessed the petitioner’s personal 
data, printed his personal data sheet from the SRP and annexed it to the case materials, moti-
vating the need to establish a contact with the representative of the mentioned entity – lawyer, 
as the contact details contained in the materials of the case were not legible.

Although the petitioner’s personal data stored in the SRP were accessed, the citation action that 
was invoked as a reason for the access operation was not completed.

The Center has ascertained, as in other similar cases, that both the printing of the petitioner’s 
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personal record that contains a large amount of personal data, but also of his relatives – irrele-
vant to the case managed by the law enforcement body, and the attachment of that document 
to the case-file is an excessive measure in relation to the aim pursued. It would have been suf-
ficient to update the personal data which was not readable and it was not absolutely necessary 
to print and attach the petitioner’s personal record.

Moreover, it is worth mentioning that the attachment of the personal record to the case mate-
rials has an excessive nature, including the fact that access to these materials may have a large 
number of persons who would not essentially need to know these personal data.

So, in this case, the Center found infringement of the provisions of Art. 4 par. (1) c) of the Law 
on personal data protection, which stipulates that data subject to processing must be appropri-
ate, relevant and not excessive in relation to the purpose for which they are collected and / or 
further processed.
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• Registration of controllers and personal data filing systems
During 2018, according to the provisions of Art. 23 and 28 of the Law on personal data protec-
tion, the employees of the Center examined 1388 notifications in order to register controllers 
and automatic and/or manual personal data filing systems in the Register of evidence of per-
sonal data controllers. As a result, Therefore, during this period were registered 639 controllers 
and 938 personal data filing systems.
In examining the authorization and registration notifications brought to the Center, 833 prior 
checks were performed.

Within the process of verifying the content of the submitted notifications were examinned, in 
particular, the following aspects concerning the processing of personal data :

• verification of the conditions in which the processing of the personal data of the persons 
concerned is carried out, drawing attention to the processing cases provided in Art. 24 par. 
(2) of the Law on personal data protection;

• verification of the way of obtaining the express and unambiguous consent of the data sub-
jects regarding the processing and transfer abroad of personal data;

• verification of the conditions under which data processing is performed by the means of 
video surveillance;

• verification of the conformity of the organizational and technical measures necessary for the 
protection of personal data with the provisions of the requirements regarding the security of 
the personal data in their processing within the personal data information systems;

• verification of the processing of personal data in direct marketing activities;

• clarification of the conditions in which personal data processing of the employees is carried 
out in the process of recording the access to the premises of the personal data controllers, etc.

The information on the registration of controllers and data filing systems in which personal 
data are processed in the Register of evidence of personal data controllers in 2018 compared 
to 2017 is shown in the following table:

The situation regarding the registration of controllers/ personal data filing systems  
in the Register of evidence of the personal data controllers

Period  
of reference

Number of regis-
tered controllers 

Number of registered databas-
es and information systems in 
which personal data are stored 

and processed

Number of re-
fusal decisions 

of requests  
for registration

Number of decisions  
to refuse applications for 
registration, challenged 

in administrative  
litigation orders

2016 386 761 89 1

2017 500 843 203 0

2018 639 938 451 1

CHAPTER III

THE SURVEILLANCE ACTIVITY OF PERSONAL DATA 
PROCESSING



ANNUAL ACTIVITY REPORT FOR 2018

www.datepersonale.md 83

TH
E 

SU
RV

EI
LL

A
N

C
E 

A
C

TI
V

IT
Y 

O
F 

P
ER

SO
N

A
L 

D
A

TA
 P

RO
C

ES
SI

N
G

III
This information shows the increase in the number of registered personal data controllers and 
the recording systems notified by them compared to the previous year. The largest share in the 
number of controllers registered in 2018, as in 2017, have liberal professions, such as notaries, 
lawyers, which demonstrates the awareness of the controllers concerning the need to comply 
with the legal provisions in the field of personal data protection and the risks arising from the 
processing of personal data, including their special categories.

Moreover, compared to previous years, when ascertaining the notification of certain data fil-
ing systems by controllers, such as: control of the access in the premises, video surveillance, 
human resources, bookkeeping, etc., systems that certainly contain personal data and had to 
be notified to the Center, but which did not determine the processing of personal data carried 
out in order to achieve the tasks assigned to the public / private entities concerned, the year 
2018 was marked by the fact that the notifications submitted for examination included also the  
automated databases and / held to carry out the core activity of the controllers.

Despite the increase in the number of registered personal data controllers, it is still to mention 
the inadequate compliance of the central and local public authorities with the provisions of Art. 
23 of the Law on personal data protection, and here it is largely highlighted the notification 
of the recording systems established for internal needs, such as: the control of access to the 
premises, video surveillance, human resources / employees’ records, etc., systems that does not 
specifically address and the core activities of these personal data controllers.

Thus, a large part of the recording systems of national importance that record a huge amount 
of personal data, including special categories of data, remain outside the verification in terms 
of the conformity with the personal data protection principles, such as: the State Automated 
Information System „Elections”, the SIA „Primary Health Care”, the Human Resource Evidence 
Information System in the Health System, the SIA „Transplant”, the Information System of the 
State Tax Service, the Integrated Customs Information System, Management in Education Infor-
mation System, Visa Management Information System, etc.

These issues were mentioned by the representatives of the Center in several working and train-
ing sessions organized with the representatives of the central and local public authorities. At 
the same time, the fact that the public entities did not register as personal data controllers or 
the systems managed by them was also observed by the Court of Accounts of the Republic of 
Moldova, for instance in the Decision no. 60 of 21 November 2017 on the Report of audit per-
formance entitled „Which are the progresses and impediments / risks in the implementation of 
the Government Project e-Transformare?”.

In order to comply with the personal data processing of the personal data controllers and / or 
persons authorized by them, as well as with the legal provisions related to the notification of the 
recording systems and the registration as controller in the Register of evidence of personal data 
controllers during 2018, the Center’s employees responsible for the registration of data controllers, 
besides other measures to raise awareness and promote the need to carry out this legal duty 
performed by the Center, offered 1147 consultations and instructions at the Center’s headquarters.

Within the consultations on the registration / notification in the Register of evidence of per-
sonal data controllers, the Center has further guided the personal data controllers, in particular 
regarding the compliance with the provisions of the Law on personal data protection It was 
recommended to collect from the data subjects only those data that are strictly necessary to 
achieve a well-defined, explicit and legitimate purpose, to obtain the express consent of the 
data subject, if there are no legal provisions regulating the processing concerned, to inform the 
subject about his rights what is guaranteed by that law, and which is the concrete way they can 
be exercised (which must be appropriate to the means of data processing).
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Some of the consultations provided by the responsible subdivision of the Center concerned the 
use of video surveillance in various situations, such as:

1. surveillance of employees at work. In such cases it has been explained that the implemen-
tation of a surveillance video system for employees may affect their rights, so that, besides 
the provisions of the Law on personal data protection, must also be respected the provisions 
of Chapter VI (Personal data protection of the employee) of the Labor Code of the Republic of 
Moldova. In this respect, prior to the implementation of such a recording system, a thorough 
justification (the fulfillment of explicit legal obligations or the existence of a legitimate interest 
in the implementation of this measure) is required, with an analysis of the impact on the right 
to privacy of the subjects concerned, respecting the rights of employees.

Besides the aforementioned obligations, the processing of personal data of the employees by 
video surveillance can be done on the basis of their express and free consent, respecting the 
rights of the employed persons, especially their prior information.

It is worth mentioning that, taking into account the noted aspects, following the analysis  
according to the provisions of Art. 4 of the Law on personal data protection and the information 
captured by video cameras installed inside the data controllers’ premises, in some cases the 
Center has suggested / requested the re-installation of the video surveillance cameras and / or 
the changing of the capture angle or the flashing of sensitive areas.

2. Video surveillance by individuals. Individuals have requested the Center’s opinion on the pro-
cessing of personal data by the means of video surveillance for the purpose of personal propri-
ety security. They were informed that according to the provisions of Art. 2 par. (4) of the Law on 
personal data protection, the scope of this law does not extend to the processing of personal 
data undertaken by controllers solely for personal or family needs, if this does not violate the 
rights of personal data subjects. However, if the individual uses a video surveillance system that 
also captures images from the public space, the latter, in the capacity of personal data controller, 
is subject to all the obligations laid down by the law, including the notification, in the light of 
Article 23 of the mentioned law, of that personal data recording system.

• Reports on security incidents

Pursuant to point 90 of the Requirements for ensuring the security of personal data in their pro-
cessing within the personal data information systems, approved by the Government Decision 
no. 1123 of December 14, 2010, annually, by January 31, the personal data controllers submit 
to the Center the general report on the security incidents of the personal information systems.

In this respect, it is worth mentioning the increase in the number of information regarding 
the security incidents reports submitted by the personal data controllers in the year 2018 for 
the reference year 2017, compared to the previous reporting periods, information detailed in 
dynamics in the table below:

Reporting period The period for which is reported The number of reports

 Year 2015 For the year 2014 32

Year 2016 For the year 2015 367

Year 2017 For the year 2016 532

Year 2018 For the year 2017 612



ANNUAL ACTIVITY REPORT FOR 2018

www.datepersonale.md 85

TH
E 

A
C

TI
V

IT
Y 

O
F 

RE
P

RE
SE

N
TA

TI
O

N
 IN

 J
U

D
IC

IA
L 

IN
ST

A
N

C
ES

IV

a) In the administrative contentious orders:

During 2018, the Center’s interests were represented in 76 cases before administrative litiga-
tion instances, of which:

• 69 as a defendant;

• 2 as an accessory intervener;

• 5 as a public authority concluding conclusions

In this situation, there is a significant increase in actions challenging the acts of the National 
supervisory Authority that reached in 2018 to 69, in comparison to the year 2017 when 28 
claims were filed against the Center, an increase of 246%.

In relation to which, the representatives of the Center ensured the participation in 214 court 
hearings, drawing up 92 procedural acts necessary for the most efficient examination of the 
cases.

At the same time, we note that in 5 trials, the Center was called as a public authority that makes 
conclusions according to the provisions of Art. 74 par. (1) of Civil Procedure Code.

In this context, we inform that the Center’s opinions on compliance with the principles of per-
sonal data protection have been requested by the Information and Security Service, the General 
Police Inspectorate, the Ministry of Health, Labor and Social Protection, the General Inspec-
torate of the Border Police, public association „Lawyers for human rights”.

We also mention that during the year 2018, from the total number of files, it was finished the 
examination of 16 court cases where the decisions of the courts remained final and irrevocable, 
of which:

• 14 judgments / court decisions were issued in favor of the Center;

• 2 cases were failure for the Center.

Thus, we find that 99% of the actions taken by the Center were considered legal and founded 
by the courts.

We note that in 90% cases the object of the action is the cancellation of the decisions issued 
following the investigations carried out by the Center regarding the finding / lack of violations 
of the principles of protection of personal data, 9% represent the cancellation of the decisions 
regarding the refusal to register in the Registry of evidence of personal data controllers, 1% 
represents the alleged violation of the right of access to information.

CHAPTER IV

THE ACTIVITY OF REPRESENTATION 
IN JUDICIAL INSTANCES
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Comparative dynamics of the number of cases and court proceedings  

in administrative litigation 2016-2018

b) In the order of the contravention procedure:

As an ascertaining body in relation to the facts stated in Art. 741 – 74³ of the Contravention Code for 
the violation of the legal provisions in the field of personal data protection, during the year 2018, 
92 minutes on offenses were drawn up, 191 contraventional facts being established and sent for 
examination to the competent court, according to the provisions of the Contravention Code.

The number of contraventions cases and the minutes drawn up for the period 2015 – 2018

Year Contravention facts found Minutes drawn up

2015 43 24

2016 66 33

2017 84 52

2018 191 92

Developing the subject specified above, according to the contraventions found during the  
reference period, it is demonstrated that the most frequent violations committed in the  
processing of personal data were manifested by:

– personal data processing without notification / authorization of the control body in the field 
of personal data processing, as well as the processing of personal data by an unregistered 
controller – 65 facts,

– failure to comply with the requirements for ensuring the security of personal data at their 
processing within the personal data information systems – 53 facts,

– infrigment of the personal data storage and usage rules – 42 facts,

– violation of the personal data subject’s rights – 17 facts,

– refusal to provide the information or documents requested by the Center in exercising its 
control duties, the presentation of inappropriate or incomplete information, as well as the 
failure to present the requested information and documents – 10 facts,
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– failure to comply with the Center’s decision on the re-establishment of the personal data 

subject rights, including the suspension or cessation of the processing of personal data – 4 
facts, etc.

From the total of 92 minutes on contraventions sent to the Court during the reference period, in 
34 instances the court ruled in favor of the Center, and the court acknowledged the guilt of the 
persons in respect of whom minutes on contravention were filed, being establised sanctions in 
the form of a fine and 52 procedures are pending.

Dynamics of contravention facts and minutes on offenses for 2015-2018

Period of reference Contravention facts found Minutes drawn up

2015 – 2016 43 – 66 ↑53% 24 – 33 ↑38%

2016 – 2017 66 – 84 ↑27% 33 – 52 ↑58%

2017 – 2018 84 – 191 ↑227% 52 – 92 ↑77%

In the context of the above mentioned, during the reference period, the Center’s employees 
participated in 212 court hearings on the contravention cases under examination, both in the 
court of the first instance and in the Court of Appeal.
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Under the provisions of Art. 32 par. (2) of the Law no. 100/2017 on the normative acts, the draft 
normative acts that are in the competence of the National Center for Personal Data Protection, 
are submitted for approval.

As a result, during the year 2018, 87 draft national / international normative acts on the pro-
tection of the rights and freedoms of natural persons with regard to the processing of personal 
data were addressed to the Center, from which:

– 13 draft version of international treaties;

– 27 draft normative acts of the Parliament;

– 47 draft normative acts of the Government and other authorities.

Percentage of opinions issued by the Center during 2018

Subsequently, even if there is an increase (by about 12%) in the number of opinions drawn up 
compared to previous years, the complexity of some of the submitted documents in the field of 
personal data protection is considerable.

Therefore, in view of the diversity of the issues regulated by the normative acts submitted for 
approval, in most cases it was considered that it is necessary to complete and revise the respec-
tive texts, being submitted the appropriate objections and proposals, taking into account the 
necessity of the compliance with the legal provisions regarding the personal data protection.

As a result, recommendations for the most draft normative acts analized were made. It was  
recommended their review and harmonization with the legal provisions on personal data protec-
tion, including by taking into account the application of the new General Data Protection Regulation.

Below we present, for example, some of the most relevant drafts of normative acts approved:

√ Draft law on the Concept of State Automated Information System “Elections”, where it was 

CHAPTER V

APPROVAL OF NORMATIVE ACTS
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proposed to complete Chapter II of the Annex to Law no. 101 of May 15, 2008 on the Concept 
of State Automated Information System “Elections” with regulations conforming to the legis-
lation on the protection of personal data;

√ Draft law on amendmending and supplementing of certain legislative acts (Law on access 
to information, Law on freedom of expression, Law on personal data protection), to which 
several objections and proposals were made regarding the processing of personal data in the 
context of the realization of the right to freedom of expression and access to information;

√ Draft law on approval of the Information Security Strategy of the Republic of Moldova for the 
years 2018-2023 and the Action Plan for its implementation, the Center proposed to include 
in this plan some activities aimed at ensuring the security of personal data;

√ Draft Government Decision on the approval of the Regulation on the organization and func-
tioning of the National Council on Dispute Resolution in the field of state control, to which 
has been offered several proposals for the inclusion of sufficient guarantees to ensure the 
conformity of the personal data processing operations;

√ Draft amendment of the Order on the approval of the Regulation on the completion and use 
of the Automated Information System “Criminal Tracking: E-File” where it was proposed to 
establish the categories of personal data subjects whose data will be processed in the sys-
tem, as well as setting deadlines for preserving the stored information;

√ Draft Government Decision on the approval of the Regulation on the maintenance of the 
State Register established by the Automatic Computerized System of the National Unique 
Service for Emergency Calls 112, where the Center, besides the general proposals, intervened 
with recommendations, specifying the way of access to the information system designed to 
information providers, the procedure for providing information, their rights and obligations 
in relation to the processing of personal data;

√ Draft Government Decision on the Interoperability Platform (MConnect) on respecting the 
rights of data subject, guaranteed by the law on personal data protection. It was proposed to 
complete the draft with rules stipulating the obligation of the controller to achieve the right of 
the data subject, when accessing data through the interoperability platform, as well as clearly 
delineating the attributions of the Center and the eGovernment Agency in the part concerning 
the authorization of the connection to the interoperability platform of the participants;

√ Draft Government Decision on the approval of the Regulation on the way of maintaining the 
Register of Permissive Acts (SIA GEAP), it was considered appropriate to include proposals to 
enhance the confidentiality and security of personal data processed within the Management 
Information System and the issuing of permissive acts;

√ Draft Protocol introducing amendments to the Cooperation Agreement between the member 
states of the Common wealth of Independent States on combating illegal traffic in drugs, 
psychotropic substances and other substances, given that possible transfers pose increased 
risks to the rights of the data subjects concerned. It was proposed to further review this ini-
tiative, in particular as regards the obligation to keep the audit records as well as the full 
respect of the rights of personal data subjects;

√ Draft agreement between the Government of the Republic of Moldova and the Govern-
ment of Japan on mutual administrative assistance in the customs field, where the Center  
intervened with the proposal to establish safeguards regarding the observance of the rights 
of the data subjects to be informed, the right of access to data, the right of intervention on 
personal data;

√ Draft agreement on political partnership and trade between the Republic of Moldova and the 
United Kingdom of Great Britain and Northern Ireland, where it was proposed to supplement 
the draft agreement with additional provisions that increase and guarantee the rights of the 
data subject by the authority that has processed personal data.
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During 2018, the main activity of the Center in the area of lawmaking consisted in finalizing the 
draft law on the personal data protection, the draft law on the National Center for Personal Data 
Protection, the draft law on the regime of video devices and the draft law for amending and sup-
plementing the Law no. 20-XVI of 03 February 2009 on the prevention and combating cybercrime.

In view of the increased interest of the society in the aforementioned projects, several meetings 
were held with the representatives of the state and private institutions concerned, in order to 
present the changes in the law that interfere with their field of activity. Thus, working meet-
ings were held with representatives of the Prosecutor’s Office, the Ministry of Internal Affairs, 
the Department of Penitentiary Institutions, the National Probation Inspectorate, the National 
Anticorruption Center, the Intelligence and Security Service, the Ministry of Justice, as well as 
the representatives of the private organizations: American Chamber of Commerce in Moldova, 
European Business Association (EBA), National Association of ICT Companies, etc., in order to 
inform various actors about the evolution of the draft laws, as well as the applicability of GDPR 
2016/679 to local institutions / companies in the Republic Moldova.

Thus, the Center continued to work on the development of draft laws aimed at harmonizing 
the national legislation in the field of data protection with the European Union’s legal frame-
work, namely Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC and Directive (EU) 
2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and on the free movement of such data, and repealing Council 
Framework Decision 2008/977/JHA.

This priority was supported by the EU Twinning Project “Capacity Building of the National Cen-
ter for Personal Data Protection of the Republic of Moldova”, ensuring a permanent contribution 
through analysis and proposals of European experts.

Thus, on 30 November 2018 the draft law on the personal data protection and the draft Law 
on the National Center for Personal Data Protection were voted in the first reading by the 
Parliament of the Republic of Moldova. Also, the draft Law on the regime of video devices and 
the draft law for amending and supplementing the Law no. 20-XVI of 03 February 2009 on the 
prevention and combating cybercrime have been transmitted to the Ministry of Justice for pro-
motion and submission to the Government.

1. The draft law on the personal data protection and the draft law on the National Center for 
Personal Data Protection

It is worth mentioning that the current version of Law no. 133/2011 on the protection of per-
sonal data transposes Directive 95/46/EC of the European Parliament and of the Council of 

CHAPTER VI

ELABORATION OF THE DRAFT NORMATIVE ACTS
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24 October 1995 on the protection of individuals with regard to the processing of personal 
data and on the free movement of such data, which according to studies at the European Com-
mission, similar and Council Framework Decision 2008/977/JHA of 27 November 2008 on the 
protection of personal data processed in the framework of police and judicial cooperation in 
criminal matters, have proven to be overcome in time and no longer correspond to recent de-
velopments in the field of personal data collection methods and existing risks.

In connection with what, in 2016, the European Parliament and the Council adopted the legis-
lative reform package on the personal data protection, published in the Official Journal of the 
European Union on 4 May 2016 with effect from May 25, 2018, which integrates:

1. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the 
free movement of such data, and repealing Directive 95/46/EC;

2. Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data by compe-
tent authorities for the purposes of the prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, and on the free movement of such 
data, and repealing Council Framework Decision 2008/977/JHA;

3. Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on 
the use of passenger name record (PNR) data for the prevention, detection, investigation and 
prosecution of terrorist offences and serious crime.

Thus, it was attested that the legislation of the Republic of Moldova was no longer in connection 
with the European Union legislation and there was registered a major deficiency of regulations 
on the personal data protection, which would provide a secure protection for individuals with 
regard to the processing of personal data and respect for the right to inviolability of private life. 
This motivated the development of new draft laws.

The key element in this respect is that through the elaboration of these two draft laws, the field 
of personal data protection is fully in line with, and resonates with the European Community 
law provisions on the personal data protection. This action is stipulated in the National Action 
Plan for the implementation of the Association Agreement Republic of Moldova – European 
Union and derives from the commitments assumed by the Republic of Moldova.

Draft laws aim to create a balance between:

– On the one hand, ensuring the rights of the data subject, general data protection principles, 
general confidence in the activity of the controller.

– On the other hand, the controller’s responsibility to ensure the conformity of the data pro-
cessing and to take measures to provide the data subject with any information related to the 
processing of the personal data concerned.

Innovatory and important is that draft laws emphasize and provide more secure protection and 
control to the data subject – natural persons in the processing of their personal data.

Therefore, in order to strengthen citizens’ rights in relation to the processing of their personal 
data, the existing rights have been developed and extended a new range of data subject’s rights, 
including the right to data portability, the right to delete data (“right to be forgotten”), the right 
to rectify the data, etc. As a result, the data subject becomes more informed, more endowed with 
legal levers to have effective control over its personal data.

Not least, given the gaps / deficiencies of Law no. 133/2011, the complexity and the burden of 
the Requirements for ensuring the security of personal data in their processing within the per-
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sonal data information systems, approved by the Government Decision no.1123 of 14 December 
2010, are often or in large part difficult to be carried out in practice by controllers.

Respectively, the draft law provides a much clearer way of processing personal data, realization 
and implementation of security requirements, giving controllers a greater margin to decide 
and ensure their security, according to new trends and challenges, with all the necessary legal 
instruments.

In the light of those reflected, it is also worth mentioning the reform of the institution of “con-
sent” which unlike the current legislation is valid only if it is expressed in written or electronic 
form, according to the requirements of the electronic document, when the project has a very 
large dimension. Thus, consent should be given by an unequivocal action, which is a freely ex-
pressed, specific, knowing and clear expression of the data subject’s consent to the processing 
of his or her personal data.

At the same time, the draft contains provisions regarding the obligation of the controller to:

√ Implement appropriate technical and organizational measures to ensure and be able to 
demonstrate that the processing is carried out in accordance with the requirements of this 
law and / or other regulatory acts in the field of personal data protection;

√ Ensure the protection of personal data from the moment of conception and by default;

√ Ensure the evidence of the processing activities;

√ Implement appropriate technical and organizational measures to ensure a level of security 
appropriate to this risk;

√ Designate the Data Protection Officer;

√ Demonstrate that the data subject has given its consent to the processing of its data and 
take appropriate measures to provide the data subject with any information in connection 
with the processing of personal data that it concerns and providing free information, etc.

Another new element provided by the draft law is the codes of conduct, certification and man-
datory corporate rules.

In this context, as a result of the new regulations, the mandatory registration component was 
modified as a personal data controller. Thus, this draft law provides to exclude the obligation 
legal entities of private or public law that process personal data, to register to the Center as 
a personal data controller. Taking into account the necessity to simplify internal procedures, 
operators will independently establish security measures of personal data and how to process 
them based on law.

Another key element is the regulation of international cooperation on personal data protection, 
which now has proven to generate enormous costs for data controllers. According to the project, 
the transfer of data to the European Union states will become a free, unimpeded, matter that 
will contribute in a direct way to the intensification of economic relations with the European 
bloc and to the major improvement of the image of the Republic of Moldova for foreign in-
vestments in general. Thus, the draft regulates cross-border transfers to a Member State of the 
European Economic Area that will not require an authorization from the Center. The same will 
apply when the European Commission has decided, on the basis of an appropriate decision, that 
a third country, territory or one or more sectors specified in that third country or an international 
organization ensures an adequate level of personal data protection.

It is here to specify that law enforcement agencies will also have the possibility to make data 
transfers in the field of judicial cooperation in criminal matters and police cooperation, by the 
method of requesting personal data directly from the primary source in the foreign state.
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The last changes will simplify law enforcement agencies the mechanism of cooperation and the 
exchange of personal data in order to be able to carry out its tasks or perform the tasks they 
are invested with.

In the same context, we emphasize that in the context of investigation activities and compli-
ance processing of personal data in the police sector and the implementation of Directive (EU) 
2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and on the free movement of such data, and repealing Council 
Framework Decision 2008/977/JHA, the draft law, comes with an entire chapter dedicated to 
the processing of personal data by law enforcement agencies, namely Chapter VII, which gov-
erns the Center’s attributions to supervise, regulate and investigate the processing of personal 
data by law enforcement agencies in accordance with the provisions of the present draft and 
the draft law on the National Center for Personal Data Protection of the Republic of Moldova.

Finally, we mention that the unification of personal data practices with EU will give the op-
portunity to the Republic of Moldova to be recognized by the European Commission as a state 
that ensures an adequate level of data protection, similar to the one in the EU. It will also give 
the opportunity to the economic sector (financial, banking, services, IT, etc.) to have a dynamic 
development. We specify that such a procedure cannot take place without a thorough and con-
sistent regulation of national data protection legislation, which is fully in line with the acquis 
communautaire.

The draft law on personal data protection is a complex one, consisting of 96 Articles, with de-
tailed and clear regulations, creating a stronger and more coherent data protection framework, 
and will provide secure protection to individuals with regard to the processing of personal data 
and respect the right to inviolability of privacy.

2) The draft law on the regime of video devices

The draft was elaborated in order to implement the legislative measures stipulated in the Na-
tional Action Plan for the implementation of the Moldova-EU Association Agreement in the pe-
riod 2017-2019, approved by the Government Decision no. 1472 of December 30, 2016, accord-
ing to which the Center, together with the Ministry of Justice and other authorities, have been 
designated as the institutions responsible for drafting the Law on the regime of video devices.

In present, it is very easy to obtain video devices that can collect information about private, 
family life, and the use of these devices is not regulated in relation to the provisions of the 
Personal Data Protection Law.

The purpose of the draft Law on the regime of video devices is to govern the possession, in-
stallation or use of video devices, the rights and obligations of persons governed by public or 
private law, including individuals, in installing and using such devices to ensure that the right 
of individuals to inviolability of intimate, family and private life is protected.

The draft Law clearly defines the basic objectives, principles for the use and installation of 
video devices, and namely the principle of legality, necessity and proportionality, transparency, 
confidentiality and security, all of which set out the general framework for the protection of the 
fundamental rights and freedoms of individuals in installing and using video devices as well as 
in performing operations with data from images.



www.datepersonale.md94

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA
EL

A
BO

RA
TI

O
N

 O
F 

TH
E 

D
RA

FT
 N

O
RM

A
TI

V
E 

A
C

TS

VI
Moreover, the draft Law governs:

√ both general conditions and certain special situations of use of video devices;

√ the spaces in which they can be installed, the limits of use and the conditions for capturing 
and storing data from images obtained through video devices;

√ the conditions of use of hidden video devices;

√ the procedure for disclosure and access to data from images, in cases expressly provided for;

√ the manner of ensuring the transparency of the use of video devices;

√ the authorities responsible for law enforcement, etc.

Additionally in the draft law were provided:

a) Notions / defined terms for the proper enforcement of the provisions of the law (includ-
ing for avoidance of misinterpretation), for example: reasonable privacy area, video devices, 
mould, blurring etc.

Moreover, the draft Law describes their usability, for example: the principles of blurring, the 
admission of moulds only if a video system exists, etc.

b) Special situations of use of video devices, for example: at workplace, in educational institu-
tions, for police purposes, in a journalistic, artistic, literary or scientific context, etc.

3) The draft law for amending and supplementing the Law no. 20-XVI of 03 February 2009 on 
the prevention and combating cybercrime:

The proposed provisions in the draft come to enhance fundamental rights and freedoms, in re-
spect of the processing of personal data in the electronic communications sector on the preven-
tion and combating of cybercrime. But also to ensure the free movement of such data, as well 
as of electronic communications equipment and services, in the light of the new rules of the 
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications 
sector (Directive on privacy and electronic communications), through Directive 2009/136/EC of 
the European Parliament and of the Council of 25 November 2009 which are to be transposed 
into Law no. 20-XVI of 03 February 2009 on the prevention and combating cybercrime.

In the context, the new provisions emphasize the obligation of the service provider to take the 
necessary technical and organizational measures to ensure the security of its services.

Subsequent, with regard to service providers, there have been included information require-
ments in case of breach of security of personal data, which shall act in accordance with the 
provisions of the Law on Electronic Communications and the Law on Personal Data Protection.

Also, it is accentuated the competence of the Center to supervise and control the compliance of 
personal data processing and/or the devices used in this respect with the requirements of the 
legislation on the personal data protection.

We mention that the activities carried out by the Center in the framework of the initiated con-
trols, are specific to the field of data protection, in relation to which the data protection author-
ities of other countries, including EU countries, use similar methods and practices.
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International cooperation continues to be the promoter of institutional development goals, the 
successes in this area being recorded through the exchange of experience, knowledge, good 
practice with data protection authorities, the training provided by EU experts in the Twinning 
project, the taking over and the implementation of international standards for the protection of 
personal data. Cooperation, both at European and international level, is a strategic aspect that 
requires involvement in all the initiatives that are under development.

Thereby, during 2018, the Center’s representatives participated in a series of meetings, confer-
ences and working groups at European level. These include:

• Thematic working sessions

– Meeting of the Committee MSI-AUT (Strasbourg)

– Meeting CEPD (Brussels)

– EU Association Meeting sub-committee for Liberty, Security and Justice

– Subgroup ”Technology EDPB” (Brussels)

– Subgroup ”Enforcement EDPB” (Brussels)

– Subgroup ”Social Media” (Brussels)

• The modernization process of Convention 108

– 44thT-PD-BUR meeting (Strasbourg)

– 36thplenary T-PD meeting (Strasbourg)

– 37th plenary T-PD meeting (Strasbourg)

– 46th T-PD-BUR meeting (Strasbourg)

• International conferences

– International Conference on GDPR (Serbia)

– Spring Conference (Albania)

– EuroDIG Conference (Georgia)

– International Conference of Data Protection and Privacy Commissioners (Bulgaria)

– Regional Conference on Cybercrime Strategies and Final Meeting of Cybercrime @ EaP project 
(Georgia).

CHAPTER VII

INTERNATIONAL COOPERATION
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1. European integration

In the context of the process of European integration and implementation of the Association 
Agreement, Center continued the implementation of the National Action Plan for the Imple-
mentation of the Association Agreement 2017-2019 (NAPAA). In this context, Center elaborated 
and submitted to the Ministry of Foreign Affairs and European Integration quarterly, half-yearly 
and annual reports on the general implementation.

In June 2018, the Center’s representatives participated in the 4th EU Association Meeting 
sub-committee on Justice, Freedom and Security held in Brussels, Belgium. The subjects dis-
cussed during the mentioned event included the justice sector reform, prevention and combat-
ing corruption, prevention and combating money laundering and terrorist financing, coopera-
tion on migration, asylum and border management, personal data protection, prevention and 
combating organized crime and other illegal activities.

The agenda of the meeting set a series of subjects of common interest for both the Republic 
of Moldova and the European Union, for which the heads of the specialized institutions of the 
country presented the recorded progress since the previous meeting of the Sub-Committee of 
June 2017.

The RM-EU Sub-Committee on Justice, Freedom and Security was created on the basis of the 
Association Agreement between the Republic of Moldova and the European Union. Its purpose 
is to monitor the fulfillment of those commitments that the Republic of Moldova has assumed 
before the European partners through the provisions of the Agreement.
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2. Activities within the EU Twinning Project “Capacity Building of the National Center for Perso-
nal Data Protection of the Republic of Moldova”

Throughout 2018, the Center, as a beneficiary, continued the implementation of the Twinning 
Project. The Project funded by European Commission, represented by the Delegation of the Eu-
ropean Union to the Republic of Moldova is implemented by the German Foundation for Inter-
national Legal Cooperation (IRZ) and the Ministry of Justice of the Republic of Latvia. The proj-
ect is an important contribution to the EU – Republic of Moldova Association Agreement and 
to the Single Support Framework of the EU support to the Republic of Moldova (2014-2017).

Numerous activities have been carried out during the reporting period in order to achieve the 
overall objective of the Project: to harmonize the Republic of Moldova national legislation of 
the in the field of personal data protection with the European Union’s legal framework and 
standards – in particular the EU Regulation 2016/679 and Directive (EU) 2016/680.

During the reporting period there have been organized activities for the implementation of 
all three components. Thus, the planned actions were carried out with the support of 20 EU 
experts focusing on:

– Drawing up the correlation tables between the national legislation on personal data protec-
tion, EU Regulation 2016/679 and Directive (EU) 2016/680;

– Individualized recommendations on the new draft law on personal data protection and the 
draft law on the National Centre for Personal Data Protection;

– Organization of training sessions for Centre’s employees on the GDPR application and EU 
Directive 2016/680 in the Republic of Moldova;

– Elaboration of GDPR impact study on private organizations in Moldova;

– Organization of training sessions for data controllers and staff of private companies on the 
implementation and impact of GDPR. The training took place for 2 days in the premises of 
the Ministry of Justice, 1 day at the Ministry of Foreign Affairs and European Integration 
and 1 day at the SOROS Foundation in Moldova. At the end of the training, each participant 
received a certificate signed by the Center and the Twinning Project. In total 190 representa-
tives of private companies attended the trainings.

– Organization of training sessions for state institutions, mass media and NGOs on data pro-
tection in different fields of activity. Training sessions for state institutions, mass-media and 
NGOs were organized on 7, 8 and 9 November 2018. On November 7, 2018, the seminars were 
held at City Hall in Balti, and 8-9 November 2018, they took place at the Ministry of Foreign 
Affairs and European Integration. In total 270 people attended the trainings.

– Provision of methodological support for the development of operational Center’s documents 
(internal instructions).

– Development and delivery of a training for Center’s staff focused on communication and 
awareness building around personal data protection.

– Organization of two study visits for the Center’s staff aiming at undertaking the best practic-
es in the field of personal data protection in Germany and Latvia.
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– Assistance in developing and implementing manuals (standard operating procedures) for 

Center’s staff on:

a) impact assessment,

b) monitoring and prevention,

c) investigations,

d) complaints handling,

e) international transfer approvals.

– Assistance in developing and/or harmonizing secondary legislation with the view of render-
ing them compliant with the new draft law on personal data protection.

– Organization and development of the four Steering Committee Meeting of the Twinning 
Project. The Committees were attended by: European Union Delegation Project Manager, 
Resident Twinning Adviser, Member State Project Leader – the German Foundation for Inter-
national Legal Cooperation (IRZ) and Member State Junior Project Leader – the Ministry of 
Justice of the Republic of Latvia.

The Twinning Project has focused its activities on the capacity building of the Center and the 
harmonization of Moldovan legal framework with the EU laws. The Project has been successful 
during its first year and shall continue during the 2019.

3. Participation in international forums

Center management and staff participated in a number of international events (meetings, work-
shops, conferences) provided for in the activities organized both by the European Council and 
the Data Protection Authorities.

During the reporting period, the Center continued its activity as a permanent member of the 
Consultative Committee of the Convention for the protection of individuals with regard to au-
tomatic processing of personal data STE 108 (TPD) and participated in the following meetings:

• The Bureau of the Consultative Committee of the Convention for the Protection of Individuals 
with regard to Automatic Processing of Data (“Convention 108”) held its 44th meeting in March 
2018, in Paris, France. The Bureau of the Committee of Convention 108 examined the draft 
recommendation on the protection of health-related data. It took note of the information con-
cerning the modernization of Convention 108 at the level of the Group of Reporters on Legal 
Co-operation (GR-J) of the Committee of Ministers, and the outcome of bilateral negotiations 
on the outstanding issues as well as possible options for the entry into force of the amending 
Protocol.

• In June 2018, the Centre attended the 36th plenary meeting of Consultative Committee of the 
Convention for the Protection of Individuals with regard to Automatic Processing of Personal 
Data ETS No. 108, held in Strasbourg. During the meeting, discussions continued on the mod-
ernization of Convention 108. It was also examined the draft recommendation on the protec-
tion of health-related data, which was subsequently presented to the next Bureau meeting. It 
was examined the preliminary Report on Artificial Intelligence, held an exchange of views with 
the expert Mr. Alessandro Mantelero. At the same time, was mentioned the importance of effec-
tive co-operation with other Council of Europe bodies and, in particular the work of the Steering 
Committee on Media and Information Society (CDMSI), of the Committee of experts on Human 
Rights Dimensions of automated data processing and different forms of artificial intelligence 
(MSI-AUT), of the Ad-Hoc Committee for the Rights of the Child (CAHENF), of the European 
Commission for the efficiency of justice (CEPEJ) on predictive justice and of the Committee of 
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the Convention on Cybercrime (T-CY). It was welcomed the new edition of the Handbook on 
European Data Protection jointly prepared by the Council of Europe, the European Union Fun-
damental Rights Agency (FRA) and the European Data Protection Supervisor to integrate the re-
cent update of both the EU and the Council of Europe legal frameworks together with the most 
recent case law of the European Court of Human Rights and European Court of Justice, and took 
note with interest of the presentations by Mr Mario Oetheimer of the FRA and by judge Robert 
Spano of the European Court of Human Rights.

• In November 2018, the Center attended the 37th plenary meeting of Consultative Committee 
of the Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data ETS No. 108 (T-PD-37), which held in Strasbourg, France. The agenda included 
several important topics, such as the draft Guidelines on Artificial Intelligence, draft explan-
atory memorandum of the draft Recommendation on the protection of health-related data, 
the application of cross-border law on data access, cooperation with other Council of Europe 
entities, the presentation of major developments in the field of data protection, etc. During the 
plenary meeting was attended about 80 countries, including Moldova, there was an exchange 
of views on various aspects of data protection and the necessary collaboration mechanism was 
determined that will contribute to the development policies.

• In December 2018, the Center attended the 46th meeting – Bureau of the Consultative Com-
mittee of the Convention for the Protection of Individuals with regard to Automatic Processing 
of Data, held in Strasbourg, France. For the last meeting of the year, the Bureau continued its 
work on the draft explanatory memorandum of the draft Recommendation on the protection 
of health-related data and to the draft Guidelines on data protection in artificial intelligence. 
In addition, was organized an exchange of views on cross-border access, and, following the 
examination of examples existing within the Council of Europe, was discussed the monitoring 
provided by Convention 108+.

At the same time, we communicate that the Center regularly attends plenary sessions of the 
European Data Protection Board (EDPB).

The EDPB succeeds the Article 29 Working party set up under Article 29 of Directive 95/46/
EC. It is composed of the data protection authorities of the Member States and the Europe-
an Data Protection Supervisor (EDPS) and aims at ensuring the consistent application of the 
GDPR throughout the European Union, as well as uniformity in the protection of individuals. In 
addition, the EDPB oversees the implementation of the Data Protection Directive in terms of 
ensuring compliance with the law.

The EDPB is an independent European body with legal personality that contributes to the 
consistent application of data protection rules throughout the European Union and promotes 
cooperation between supervisory authorities. 

It is worth mentioning that the Republic of Moldova has the status of observer since 2017.

With the entry into force of the GDPR and the reorganization of Working Group 29 into the 
EDPB, the Center has made a considerable effort to maintain the Republic of Moldova as an 
observer member, both through working procedures as well as through involvement / partici-
pation in plenary sessions and subgroups of EDPB.

Thus, the Center has a strong desire and interest to continue to attend all the meetings of the 
European Data Protection Board in order to take over the experience of the European states.

• In May 2018, the Center participated in the 1st EDPB Meeting, held in Brussels, Belgium. 
A Memorandum of Understanding (MoU) was signed between the European Data Protection 
Board (EDPB) and the European Data Protection Supervisor (EDPS) during the first plenary 
meeting of the EDPB. This MoU outlines the way in which the EDPB and EDPS will cooperate.
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During its first plenary meeting of 25 May, the EDPB adopted a statement on the revision of the 
ePrivacy Regulation and its impact on the protection of individuals with regard to the privacy 
and confidentiality of their communications.

This statement includes a call for a swift adoption of the new ePrivacy Regulation and some 
suggestions on some specific issues relating to proposed amendments by the co-legislators.

• In July 2018, the Center attended the second plenary meeting of the EDPB, held in Brussels, 
Belgium. During its second plenary meeting the EDPB discussed the consistency and the coop-
eration systems, sharing first experiences on the functioning of the One-Stop Shop mechanism, 
the performance of the Internal Market Information System (IMI), the challenges the authorities 
are facing and the type of questions received since 25 May. Most of data protection authorities 
reported a substantial increase in complaints received. The first trans-border cases were initi-
ated in IMI on 25 May. The US Ombudsperson responsible for handling national security com-
plaints under the Privacy Shield, Ambassador Judith Garber, was invited to the plenary meeting 
of the EDPB for an exchange with the Board Members. 

According to this decision, the United States guarantee an adequate level of protection for 
personal data transferred from the EU to US organizations under the EU-US Privacy Shield, 
provided that such entities process personal data in accordance with a strong set of privacy and 
personal data protection principles and safeguards that are equivalent to those in the European 
Union.

• In September 2018, the Center and the European Data Protection Authorities, meeting within 
the European Data Protection Board, participated in its third plenary session. During the plena-
ry a wide range of topics were discussed. The EDPB adopted new draft guidelines, which will 
help provide a common interpretation of the territorial scope of the GDPR and provide further 
clarification on the application of the GDPR in various situations, in particular where the data 
controller or processor is established outside of the EU, including on the designation of a rep-
resentative.

The EDPB adopted an opinion on the new E-evidence regulation. The new rules providing for 
the collection of electronic evidence should sufficiently safeguard the data protection rights of 
individuals and should be more consistent with EU data protection law.

• In December 2018, the Center attended the 5th Plenary Session of EDPB.

The Board Members adopted an opinion on the EU-Japan draft adequacy decision, which the 
Board received from the European Commission, related to the provisions of Art. 45 of the GDPR. 
The EDPB has adopted a revised version of the guidelines on accreditation. The aim of the 
guidelines is to provide guidance on how to interpret and implement the provisions of Article 
43 of the GDPR. 

Also, in September 2018, the Center’s representatives participated in EDPB Subgroups “Technol-
ogy”, “Social Media” and “Enforcement”, the participants being representatives of the personal 
data protection authorities from all EU countries as well as non-EU countries.

In June 2018, the Center’s representatives participated in the 4th meeting of the Republic of 
Moldova-EU Sub-Committee on Justice, Freedom and Security held in Brussels, Belgium.

The subjects discussed during the mentioned event included the justice sector reform, pre-
vention and combating corruption, prevention and combating money laundering and terrorist 
financing, cooperation on migration, asylum and border management, personal data protection, 
prevention and combating organized crime and other illegal activities.

The agenda of the meeting set a series of subjects of common interest for both the Republic 
of Moldova and the European Union, for which the heads of the specialized institutions of the 
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country presented the recorded progress since the previous meeting of the Sub-Committee of 
June 2017.

The RM-EU Sub-Committee on Justice, Freedom and Security was created on the basis of the 
Association Agreement between the Republic of Moldova and the European Union. Its purpose 
is to monitor the fulfillment of those commitments that the Republic of Moldova has assumed 
before the European partners through the provisions of the Agreement.

In May 2018, the Center’s representatives participated in the Conference of European Data Pro-
tection Authorities entitled “Data Protection – Better Together!”, held in Tirana, Albania.

The conference aimed to promote cooperation relations between the data protection authori-
ties of the EU member states and non-EU countries.

Several discussion boards took place during the event, in which the strengthening of coopera-
tion in the field of video surveillance was approached: the role of data protection authorities, 
data protection in police and judicial institutions, and the challenges of data protection in hu-
manitarian action. The conference has been a platform for unifying good practice between EU 
member states and other countries.

The conference was attended by representatives of the data protection authorities of Hungary, 
Greece, Georgia, Romania, Germany, Austria, Malta, Italy, the United Kingdom, Monaco, Lithuania, 
Poland and representatives of the Council of Europe for Informatics and Freedoms (CNIL) and 
the European Commission (EC).

In October 2018, in Sofia (Bulgaria), the 40th International Conference of Data Protection and 
Privacy Commissioners. The conference included various sessions with the participation of ex-
perts from both the European institutions and the private sector. The event was an important 
global forum for sharing knowledge, experience and ideas in the field of data protection and 
confidentiality, and took place with the participation of the highest representatives of the Eu-
ropean institutions and the national authorities of the host country.

In December 2018, the Center’s representatives participated in the Cybercrime@EaP 2018 – 
Regional Conference on Cybercrime Strategies and Closing Event of the Project which held in 
Tbilisi, Georgia. The conference aimed at fortifying regional and international co-operation on 
cybercrime and electronic evidence, and improving public/private cooperation regarding cyber-
crime and electronic evidence in the Eastern Partnership region.

It is worth mentioning that during the year 2018, the Center organized within its premises vari-
ous meetings with the ambassadors of the EU member states: Latvia, Germany, Romania, as well 
as the Ambassador of the EU Delegation to the Republic of Moldova. In order to familiarise with 
the Centre’s activity as the National supervisory Authority for personal data processing and the 
implementation of Convention 108 and related legislation, as well as in the context of ensuring 
future cooperation.
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In the Center’s activity, communication is essential, both to disseminate useful information and 
to provide a viable interaction with personal data subjects.

During 2018, the Center continued to develop the communication and awareness-raising  
segment of society by proactive assurance of public awareness versus the principles of personal 
data protection.

• Training activities carried in 2018

Thus, the Center has ensured a continuity of the organized trainings for civil servants from the 
central and local public administration.

Thus, within the EU Twinning Project “Capacity Building of the National Center for Personal 
Data Protection of the Republic of Moldova”, the representatives of the Center together with EU 
experts, participated as trainers for the training courses organized for private companies from 
the Republic of Moldova, civil servants, representatives of the mass media and non-govern-
mental organizations etc. Only during the reference period, the Center’s employees organized 
around 126 training sessions for over 1620 participants from Chisinau and the district centers 
in the Republic of Moldova.

In this respect, we are exemplifying some of the activities of the Center:

• On 17 January, 2018, the representatives of the Center, at the request of the International 
Police Cooperation Centre within the General Inspectorate of Police, organized a training 
entitled ”The access, managment and ensurence of personal data confidentiality” and ”Processing 
of personal data of Moldovan citizens, detained, arrested and detained abroad”. During the sem-
inar was discussed the management of the information flow of operative interest related to 
international cooperation. Also, it was discussed the providing information in the field, with 
respect to the confidentiality and personal data protection rules.

• On 29 January, 2018 the representatives of the Center, have had a dialogue with the students 
of the Faculty of Computer, Informatics and Microelectronics of the Technical University of 
Moldova. During the dialogue, the students were sensitized with respect to the security of 
personal data in the online environment, the advantages and disadvantages of social net-
working from the perspective of personal data, the rights of personal data subjects in social 
media platforms, etc.

• During the period 11 and 12 June 2018, the representatives of the Center, organized a  
training seminars at the National Employment Agency (NEA). Around 70 civil servants from 
NEA were familiarized with the general aspects and principles covered by the GDPR, in 
force since 25 May 2018. During the training, the discussions were focused on creating free  
debates and identifying effective solutions for practical situations regarding the protection 
of personal data.

CHAPTER VIII

COMMUNICATION AND AWARENESS ACTIVITY
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• On 13 June, 2018, the Center’s representatives conducted a training course within the  
Municipal Directorate for the Protection of Children’s Rights, with the participation of 25 
employees of the Directorate. The main topics were: the protection of children on the  
processing of personal data, ways to ensure the security of personal data in the collection, 
processing and storage process, the rights of personal data subjects, the correct processing 
of special categories of data and the granting of consent for access to personal data.

• On 19 June 2018, at the invitation of the Council for Preventing and Eliminating Discrimina-
tion and Ensuring Equality, the Center’s representatives conducted a training course on the  
subject of how to depersonalize personal data. During the training session, priority has been 
discussed the way to depersonalize Council decisions published on the official website. At 
the same time, were discussed the security rules for the processing of personal data that 
need to be implemented in order to ensure the confidentiality and security of personal data.

• On 19 October, 2018, at the invitation of the State Chancellery of the Republic of Moldova, 
the Orhei Territorial Office organized a meeting where the representatives of the Center pro-
vided the training for controllers from Teleneşti district. The meeting was organized in the 
context of the entry into force on 28 October 2018 of the Government Decision no.672 to 
approve regulations on the state Register of local documents. Representatives of the Center 



www.datepersonale.md104

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA
C

O
M

M
U

N
IC

A
TI

O
N

 A
N

D
 A

W
A

RE
N

ES
S 

A
C

TI
V

IT
Y

VIII
have highlighted the provisions of the national and international normative acts on the per-
sonal data protection, the correct processing of personal data, the importance of the consent 
of the data subject in the process of collecting / processing and storing personal data, the 
application of essential security measures of personal data. And also, compliance with the 
principles of personal data processing, ensuring the balance between the right of access to 
information and the right to private life and the rights of personal data subjects, etc. In the 
same context, were also mentioned the provisions of GDPR and Directive 680/2016which are 
also transposed into the new draft Law on personal data protection. About 35 civil servants 
attended the event from the Teleneşti district council and the mayoralties of the district.

• On 23 October, 2018, the Center’s representatives organized a Personal Data Protection 
Training Seminar for civil servant from Orhei Municipality.

• On 25 October, 2018 the Center’s representatives, participated as trainers in the professional 
development course “Ensuring the Personal Data Protection in the Provision of Public Ser-
vices” held at the Academy of Public Administration of the Republic of Moldova.

• During 7-9 November, 2018, the Center’s representatives participated together with EU ex-
perts, as trainers in training courses on personal data protection. The seminars targeting civil 
servants, journalists and NGOs, were organized in the Chisinau and Balti Municipalities.
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• On 16 November 2018, about 45 secretaries of local councils of the local public administra-
tion (LPA) from Ialoveni, Straseni, Dubasari and Criuleni were trained by the representatives 
of the Center on the dimension of the subject “Depersonalization of personal data of  
natural persons in normative acts in the local public administration authorities”. The training 
took place at the invitation of the Chisinau Territorial Office of the State Chancellery of the  
Republic of Moldova. During the training, were discussed the subjects aimed at the  
depersonalization of normative acts of the local public administration authorities included in 
the State Register of Local Documents, the legal basis for the depersonalization of personal 
data, the principles for the creation and maintenance of state registers, the principles of  
processing personal data and the rights of personal data subjects, the presentation of  
categories of personal data processed by the controller – common data and special data, the 
practice of the European States regarding the depersonalization of personal data, etc.

• On 13 December 2018, the Center’s representatives conducted a training course within the 
Training Centre of customs officers, entitled “Processing of personal data by the Moldovan 
Customs Service employees”. About 24 officials from the Customs Service participated in the 
training course.
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• Citizens’ awareness actions in 2018

During the year 2018, new activities were launched to inform and raise awareness of issues 
concerning personal data protection and the rights of personal data subjects.

On 28 January, on the Data Protection Day, marked annually by the international community 
in connection with the anniversary of the signing of Council of Europe’s Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data, the Center has 
launched a comprehensive information and awareness campaign for the citizens of the Repub-
lic of Moldova about personal data protection.

The main activities were:

– organizing a FlashMob with the generic “Ask for your data to be protected!”,

– distribution of informative materials on personal data protection,

– organizing a public debate with pupils from the Lyceum ,, Spiru Haret “from Chisinau, with 
the topic – “This Parliament considers surveillance cameras an interference with the privacy of 
the person “etc.

A relevant example in the context of awareness-raising activities carried out by the Center is 
the organization, with the support of the Ministry of Education, Culture and Research, of ed-
ucational hours on personal data protection in schools and high schools from Chisinau and 
country, within the new discipline created in the study program 2018-2019 entitled “Personal 
Development”.

Thus, the first educational hour about the importance of personal data protecting was organized 
at the Theoretical High School “Ginta Latina” in Chisinau. This activity will continue throughout 
2019, including through training teacher who teach this discipline in the educational institu-
tions of the Republic of Moldova.

Also, for the first time, the Center has paid more attention to interacting with citizens on so-
cial networks. In real time, was posted information about the Center’s activities organized in 
Chisinau and in the country. Similarly, targeted social network users, have been able to expose 
themselves to the personal data protection field in an organized competition in the context of 
Data Protection Day, and the winners were awarded with personalized cell phone covers with 
the message – Protect your personal data!
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Furthermore, in order to raise awareness of the public about the importance of personal data 
protection, informative materials both for adults and children have been developed. In the same 
context, the Center has launched a new social spot on the rights of personal data subjects that 
was broadcasted on TV, Radio as well as on TV devices from public transport. Thus, for the first 
time, in the public transport in the capital, was broadcast a video spot, where citizens are in-
formed about the possibility of reporting to the Center situations of inappropriate processing 
of personal data, etc.

• Public events in 2018

During the year 2018, the Center has also participated in several public events such as:  
Cyber Week, on 12May – Europe Day, Open Doors Day at the Parliament of the Republic of  
Moldova, where it was installed an exhibition stand with informative materials and motivational  
messages about the importance of personal data protection.

Flash Mob with the topic “Ask for your data to be protected!”
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November 1, 2018. Workshop about data protection  
at the public event – Moldova Cyber Week

May 12, 2018.The European town in the Central Park of the capital.  
Public event – Europe Day.

September 14, 2018. President of the Parliament of the Republic of Moldova at the Center  
exhibition stand of the event – Open Doors Day at the Parliament of the Republic of Moldova
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The Center exhibition stand of the event – Open Doors Day  
at the Parliament of the Republic of Moldova

• Center activity highlighted in the media

During the year 2018, were published 105 press releases on the www.datepersonale.md ,– 
official page of the Center regarding the activity of the National Authority for personal data 
protection.

In the context of media information derived from the Center’s activity, on 3 May, 2018, having 
regard to the issue of the right to free expression and protection of personal data, the Center 
published on its page the article “Some considerations concerning the necessity of conciliation of 
the right to free expression and inviolability of private life”.

At the same time, the Center’s activity was reflected in about 55 media articles: Radio Chisinau, 
Moldpres News Agency, News Agency Info Prim Neo, Channel 2, Channel 3, Jurnal de Chisinau, 
Radio Moldova, Radio Free Europe, Radio Chisinau, Radio Sputnik Moldova, Publika TV, All Moldo-
va Portal, TVR Moldova, Moldova Org Portal, MediaAzi portal, Tribuna.md, www.privesc.eu, Truth 
Moldova portal, BizLaw portal, e-Health, Diez.md portal, news agency – Moldpress, TV8, etc.

During the same period, the representatives of the Center participated in about 6 TV shows on 
the subject of personal data protection. As an example, we can mention that the Center’s rep-
resentative participated on 19 October, 2018, in the show”Impact”. The show was based on the 
dimension of the subject “Data protection in the context of e-commerce”.
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1. Human resources management

The performance of the Centre depends on the skills and competencies of its employees and 
their knowledge and professionalism, and the achievements and successes of employees de-
pend on ensuring their rights by the Center’s management through relevant leadership and by 
ensuring professional and personal safety.

In 2018, the Center focused on the efficient organization and management of human resources, 
to create and maintain a favorable, stable and efficient work environment, as well as to moti-
vate employees to achieve high-quality work performance.

The effective limit of the Center is 45 units, approved by Law no. 182-XVI of July 10, 2008 re-
garding the approval of the Regulation of the National Center for Personal Data Protection, the 
structure, the limit number of the staff and the way of financing the National Center for Perso-
nal Data Protection, 2 of which are functions of office holders; 11 – management functions, 31 
– execution functions, and 1 – auxiliary staff (driver).

At the end of 2018, the number of employees was 32, the occupation rate being 71%. The ave-
rage age of employees in the Center is 34 years. Number of pesioners by age limit, from January 
1, 2019 is one person.

In the field of human resources, the National Authority for the personal data protection applies 
a policy of equal opportunities for men and women, without distinction of age and gender. 
However, there is a predominance of female employees compared to males. The proportion of 
women is higher than that of men both in the execution and management positions.

During 2018, in order to ensure an efficient and professional activity within the Center were or-
ganized and carried out 5 contests to fill in 8 vacant positions, to which applied 35 candidates. 
The contests were conducted in strict compliance with the Regulation on the employment of 
civil service vacancies by competition, approved by the Government Decision no. 201 of March 
11, 2009. At the same time, 2 civil servants were also employed by the transfer.

Also, it must be mentioned, the appointment of the Deputy Director of the Center, according to 
the Moldovan Parliament Decision no. 295 of 29 November 2018, this function being vacant 
since April 2014.

In 2018, personnel fluctuation increased by 11% compared to 2017, the number of resigned 
people reached 8 units. This increase was caused by the irrelevant payroll level in relation to 
the complexity and volume of activities. In this context, there is an essential increase in the 
share of staff with work experience at the Center between 1 and 2 years, which generates the 
risk of loss of institutional memory.

Thus, 65% of the total number of employees have been working in the Center for approximate-
ly one year. Information on the period of activity of employees at the Center, according to the 
situation in 2018, is detailed in the following table:

CHAPTER IX

MANAGERIAL ACTIVITY OF THE CENTRE
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IXWorking age Until
10 years

Until
7 years

Until
5 years

Until
3 years

Until
2 years

Until
1 year

Nr. of em-
ployees 3 2 1 2 3 20

Personnel fluctuation generates a range of disadvantages, such as additional costs related to 
recruitment and replacement, interruptions and malfunctions of the Center’s activity; difficulties 
in attracting new staff. Nonetheless, it should be noted about the procedure of selection and 
recruitment of staff, which is a difficult and complicated due to the lack of competent and  
experience specialists in the field of personal data protection.

In the reporting period , it was carried out the evaluation of the professional performances of 
civil servants within the Center to determine the level of fulfillment of the individual objectives 
of activity, the degree of professional skills and behavioral characteristics of the public servant, 
as well as to assess the results obtained and identify the needs for professional development.

As a result, 90% of servants were evaluated as „very good”, and 10% of the cervant was eva-
luated as „good”. Following the evaluation procedure, 6 employees were promoted in public 
positions superior to those held.

An essential element of human resource management policy is the continuous professional 
development trend of employees. To respond to all challenges, during 2018, emphasis was also 
put on the development of employees’ professional capacities through training and self-training. 
They also ensure the realization of the right and duty of civil servants to continuously improve 
their professional skills.

In this respect, was drawn up the annual professional development plan, according to which 
the Center’s employees attended 4 internal training courses and 9 external training courses, 
organized by various institutions, such as: State Chancellery, Academy of Public Administration, 
Public Procurement Agency, National Anticorruption Center and Ministry of Finance.

In 2018, Centre’s employees were trained under various forms of training: seminars, courses,  
study visits. The number of training hours for the participants in the internal and external training 
activities amounted to 1218 (astronomical hours).

The Center periodically establishes effective collaboration relationships with various training 
providers, the Academy of Public Administration (APA) being the elite center for the promotion 
of state policy in the field of training and professional development of civil servants of all leve-
ls. Thus, during the reference period, 8 employees of the Center attended 6 continuous training 
courses organized by the APA.

An essential role in the professional development of Center’s employees, has played a perma-
nent exchange of experience with representatives of similar authorities in other countries in 
order to take over good practice in the field. Thus, 11 employees of the Center participated in 3 
study visits, 2 of which were organized within the EU Twinning Project “Capacity Building of the 
National Center for Personal Data Protection of the Republic of Moldova” (in Germany and Latvia), 
and 1 – in Tallinn, Estonia, for representatives of the Moldovan justice sector, in the context of 
familiarity with the rules of procedure for teleconferencing and video surveillances of court 
sessions, including the exchange of data via the interoperability platform.

Thus, the training level of the Center’s employees in 2018 was 90%.

For the insurance of an effective human resources management, the responsible person of 
the Center has developed 401 administrative acts related to the employment relationships of 
employees and as well as the assignment to each employee of the salary steps, class and wage 
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coefficient, the amount of the basic salary set, in the context of the implementation of the new 
unitary pay system in the budgetary sector, according to Law no. 270/2018. At the same time, it 
was also prepared a series of internal documents regulating the activity of various committees, 
such as Contest Commission, the Commission for assessment and evidence of gifts, Commission 
for evaluation of collective performance etc. In this respect, it is necessary to emphasize the 
elaboration and approval, by Order of the Director of the Center, the Regulation on how to de-
termine performance bonuses, under Government Decision no. 1231 of 12 December 2018 for 
the implementation of the provisions of Law no. 270/2018.

It is necessary to be mentioned, that for the efficient exercise of duties, manifestation of initia-
tive and loyal spirit, on the professional day “Day of Civil Servant” employees of the Center were 
awarded Diplomas of Honor.

With a particular attention deserves to be pointed out the 1st and 2nd degree Government Di-
ploma conferred to a leading civil servant as a sign of creative activity and high appreciation of 
the contribution to the personal data protection field.

Regarding the discipline in the institution, no breaches were reported, and there were no com-
plaints about initiating disciplinary proceedings provided by national law.

Thus, in conclusion, in order to ensure the efficiency of managerial processes, the Center focus-
es on:

• Ensuring with human resources (planning, recruitment and selection, integration);

• Development (training and improvement of employees, career management, organizational 
development);

• Motivation (evaluation of performance, reward, analysis, design and redesign of posts);

• Maintenance (discipline, security and health, counseling employee and stress management).

2. Aspects on economic-financial activity

According to the State Budget Law 2018 no. 289 of 15 December 2017 (published in the Official 
Gazette no.446-470 of 29 December 2017), as subsequently amended and supplemented by 
Law no. 101 of June 7, 2018, for the Center was approved the total budget of 8561.2 thousand 
MDL, being distributed according to the following categories of expenditures:

– On labor remuneration, including medical and social insurance payments, paid by the em-
ployer, which in 2018 constituted the highest percentage in total expenditure structure. In 
this regard, financial means amounting to MDL 5347.1 thousand MDL or 62.3% of the total 
budget of the Centre;

– related to services, including expenses to ensure the participation of the Center’s representa-
tives to international working groups, forums and international conferences, rental expenses 
of the Center’s headquarters, maintenance of technical equipment and information programs, 
transportation means necessary in the process of carrying out of inspections on the territory 
of the Republic of Moldova, ensuring the institution’s building security, amounted 2538,1 
thousand MDL or 29,6% of total financial means for 2018;

– for the purchase of non-financial assets (fixed assets and circulating assets stocks) were al-
located 661,6 thousand MDL or 7,7% of the Center’s total budget. As a result, were purchased 
laptops, furniture, safes for archiving and storing documents, shredders, as well as the pur-
chase of an organic glass panel for meeting room (1200 * 2400 mm) on which the Center’s 
logo is printed;
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– for the social benefits expenses were specified financial means amounting 37,0 thousand 

MDL or 0,4% of the total allocated budget.

At the end of 2018, jointly with the Ministry of Finance budget allocations have been redistrib-
uted between expenditure chapters within the budget allocations for 2018.Mentioned adjust-
ments were necessary in order to purchase promotional, informative materials, as well as a new 
social spot, in the context of launching the information and awareness campaign of society on 
the importance of personal data protection, information and familiarization with the concept 
of personal data, the rights of personal data subjects and the principles of their protection, etc.

The execution of the budget compared to the optimized plan was achieved in proportion of 
73,3% and amounted 6294,8 thousand MDL, and is briefly presented in the table below.

Information on Center’s budget implementation for 2018

Categories  
of expenditure Approved Updated Executed Executed compared  

to the updated one %

Resources, total 8561,2 thou-
sand MDL

8583,8 thou-
sand MDL

6294,8 thou-
sand MDL 73,3%

Staff expenditures 5324,5 thousand 
MDL

5347,1 thousand 
MDL

4861,7 thousand 
MDL 90,9 %

Services 2878,1 thousand 
MDL

2538,1 thousand 
MDL

957,2 thousand 
MDL 37,7 %

Non-financial assets 321,6 thousand 
MDL

661,6 thousand 
MDL

451,2 thousand 
MDL 68,2 %

Social payments 37,0 thousand 
MDL

37,0 thousand 
MDL

24,7 thousand 
MDL 66,7%

In this regard, we note that the allowances were distributed and used, respecting the principles 
of legality, opportunity, continuity and efficiency.

At the same time, we note that, the complete non-execution of the Center’s budget was caused 
by the provisions of the new regulations in the draft law on personal data protection, (voted on 
30.11.2018 in first reading in Parliament’s Plenary), which resonates and transposes Regulation 
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC, the obligation of controllers to register with 
the Center as controllers in the current formula, through the automated information resource, 
which later will be excluded.

In this context, the Center did not initiate the feasibility study, elaboration of specifications, 
development and modernization of the Automated Information System “Register of data con-
trollers» – planned for 2018.

As a result, the allocated financial means amounting to 1 500.00 thousand MDL were returned 
to the state budget.
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1. Problems faced by the Center

It has become a good practice for the Center to stress including in the activity reports the mul-
titude of challenges faced within its activity. Solving the basic problems, mentioned every year, 
does not fall only under the competence of the Center, consequently, it marks the entire activity 
of the national Authority for personal data processing.

In this regard, the problems that the Center is currently facing are:

– disparity between the national legal framework in the field of personal data protection and 
the new regulations existing at European level, which determines the urgent need to further 
support and approve the draft laws: on the personal data protection and on the National 
Center for Personal Data Protection;

– The discriminatory salary levels of the civil servants within the Center as compared to the 
one provided to other supervisory bodies, with similar status, and taking into account the 
specific activities that undoubtedly presume the processing of personal data, are subject to 
verification of legality of data processing by the Center. As example may be mentioned the 
following entities: Security and Intelligence Service, Ministry of Internal Affairs, Prosecutor’s 
Offices, National Anti-Corruption Center, National Integrity Authority, Anti-Money Laundering 
Service, Customs Service, State Tax Service etc.;

– massive workload compared to the small number of Center’s staff, in particular in the basic 
subdivisions of the Authority: the General Department for Surveillance and Conformity, the 
Legal Department, in the context of the Center’s additional tasks in the context of:

. The Parliament of the Republic of Moldova through the Law on Electronic Communica-
tions, no. 241-XVI of November 15, 2007, republished in the Official Gazette of November 
17, 2017, assigned the Center on the basis of Art.71 with new powers to verify the ap-
propriate technical and organizational measures in order to protect the security of the 
services provided by the providers of electronic communications services.

. At the same time, on 23 February, 2018 entered into force the provisions of the Law on the 
prevention and combating money laundering and terrorist financing, in the part of control 
over the compliance of personal data processing performed by the competent authority 
specializing in the prevention and combating of terrorism, including the Office for Pre-
vention and Combating of Money Laundering, Security and Intelligence Service, etc., the 
Center acquired new skills. It is necessary to note that the actions to be undertaken by this 
institutions concerned by this law involve the processing of a huge amount of personal 
data and affect all natural persons, even that had a small linkage with financial and bank-
ing institutions.

. Another law that brought new attributions to the Center is Law no. 120 of 21 September 
2017 on the prevention and combating of terrorism. Prevention and combating of terror-
ism activity, will be specifically exercised by the Security and Intelligence Service which 

PROBLEMS IDENTIFIED IN THE CENTER’S 
ACTIVITY AND OBJECTIVES FOR 2019
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processes a huge volume of personal data, and the control of compliance of personal data 
processing is carried out by the Center;

– staff turnover and lack of specialists in personal data protection field;

– the absence of adequate safeguards for employees of the Center regarding the risks gener-
ated by the control activity;

– the absence of adequate coercive levers for the unlawful processing of personal data;

– the necessity of endowing with spaces / offices indispensable for the activity of the employ-
ees of the Center. It should be noted that at present, in the offices of the National Authority 
for personal data protection, there are on average 4-5 people, some offices having about 
17– 20 m2. However, taking into account the specific activity of the Centerʼs staff, who in-
herently presume to offer daily consultations / hearings – actions that are currently being 
carried out, regretfully, in the joint working offices, this leads to a decrease in overall labor 
productivity. Moreover, taking into account the implementation of the EU Twinning project 
“Capacity Building of the National Center for Personal Data Protection of the Republic of Moldova” 
the Center currently hosts EU experts as well. Thus, it is revealed that the Center faces major 
difficulties in identifying and endowing places / workplaces for employees / new employees, 
the current available space being very limited;

– low level of public awareness on the importance of processing personal data under the Law 
on personal data protection, caused by insufficient institutional and financial capacities;

– reluctance of controllers, particularly those from the public domain in respect of the effec-
tive implementation of the principles of personal data protection, including the premeditat-
ed failure to consult the Center’s opinion/position, especially before elaborating and puts it 
into operation automated information systems that record personal data, both in the law-
making process and in the correct interpretation / application of the legal provisions in the 
field. Consequently, automated information systems, do not comply with the legal framework, 
including the Law on Registers;

–  abusive use, in particular by representatives of public authorities, of the legal provisions in 
the field of personal data protection, the alleged argumentation of the refusal to present the 
requested information through the realization of the right of access to information, etc.

It should be noted that a large part of the Center’s deficiencies, especially those related to the 
strengthening of the administrative and institutional capacities of the National Center for Per-
sonal Data Protection, could be overcome with final approval and entry force of the provisions 
of the draft laws mentioned above, draft laws which, on 30 November 2018, were approved by 
the Parliament of the Republic of Moldova in the first reading. In this context, we continue to 
focus on the contribution and support of the legislature for the final approval of these draft 
legislative acts, which would firstly ensure the alignment of national legislation with Regu-
lation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC and Directive (EU) 2016/680 of the 
European Parliament and of the Council of 27 April 2016 on the protection of natural persons 
with regard to the processing of personal data by competent authorities for the purposes of 
the prevention, investigation, detection or prosecution of criminal offences or the execution of 
criminal penalties, and on the free movement of such data, and repealing Council Framework 
Decision 2008/977/JHA.
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2 Objectives for the year 2019

Despite the progresses achieved by the Center during 2018, more actions are necessary to be 
undertaken in order to ensure an adequate level of personal data protection in the Republic of 
Moldova.

In particular, but without limiting to these objectives, in 2019, the Center has to focus its efforts 
on:

– ensuring the compliance of the national legal framework in the field of personal data protection 
with the new regulations at European level, by approving by the Parliament of the Republic 
of Moldova in final reading two draft laws: the draft law on personal data protection and the 
draft law on the National Center for Personal Data Protection. At the same time, following 
the achievement of the objective, it is necessary to elaborate and implement the normative 
and internal framework related to the implementation of the new legal provisions;

– further implementation, as beneficiary, of the Twinning project, funded by the European Uni-
on and implemented by the German Foundation for International Legal Cooperation (IRZ) 
and the Ministry of Justice of the Republic of Latvia.

– ensuring the salary increase of the Center’s staff, linked to that provided for other control 
bodies of similar status, which, having regard to the specific nature of the activity, are subject 
to verification of the data processing legality by the Center;

– fulfilling the national Action Plan for the implementation of the Association Agreement  
Republic of Moldova – European Union;

– continuation and enhancement of actions to raise awareness of the importance of personal 
data protection, both from the point of view of respecting the rights of the data subjects 
and from the perspective of ensuring the implementation of the obligations related to the  
personal data controllers;

– insurance with offices /sufficient spaces, indispensable for good activities of the Center’s 
work;

– contributing to the creation of an uniform judicial practice on the application of provisions 
of legislation on personal data protection.
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