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INTRODUCTION

In order to inform the society about the evolution of the field of personal data protection, the National 
Center for Personal Data Protection of the Republic of Moldova (Center) presents the Activity Report 
for 2020.

The year 2020 was a specific one especially for the field of personal data protection, during this 
period the data protection required an increased attention from the whole society as a result of the 
global pandemic COVID -19.

The pandemic has required the application of rapid and efficient measures in various areas of activity, 
determining to increased use of digital technologies. The use of the latest information technologies 
for remote communication, work or distance learning has become the new “normal” in the daily life 
of the society. However, this leap in the digitization of our lives requires increased personal data 
protection.

Even if the pandemic had an impact on the Centre’s activity, making it impossible to carry out or 
postpone planned activities, as well as insignificantly reducing the number of activities performed, 
reflected in this report, the reference period is marked by multiple achievements, being focused on 
continuous implementation of legislation in the field of personal data protection, the optimal exercise 
of the legal attributions of supervision and control of the conformity of personal data processing, 
examination and settlement of complaints and notifications received and ex officio verifications of 
aspects related to personal data processing, in the purpose of ensuring the observance of the principles 
of protection of these data by the controllers in the public and private sectors, the elaboration and 
endorsement of the draft normative acts with incidence in this field, the strengthening of internal 
and external cooperation in the field of personal data protection.

Similarly, the report reflects the priority issues and concerns, the situation in the field of personal 
data protection, offers recommendations and opinions of the Center, as well as exemplifies a series 
of violations found by the Center in its work and to ensure the confidentiality of personal data known 
within the exercise of control attributions, in accordance with the provisions of art. 29 and art. 31 
of the Law on personal data protection, they are depersonalized in order not to allow interference 
in private life, such as the impossibility of associating them with an identified or identifiable person.

Respectfully,

Eduard RĂDUCAN
Director of the National Center  

for Personal Data Protection
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GENERAL PRESENTATION

REQUESTS / COMPLAINTS
11191 correspondence documents:
5115 inbox 
4564 outbox
679 internal
833 complaints 

ACTIVITY OF CONTROL
303 initiated controls
170 contravention cases 
125 drawn up minutes
43 suspension /cessation/ 
destruction decisions

ACTIVITY OF REPRESENTATION  
IN THE COURTS
777 court proceedings:
470 in contravention proceeding
307 in administrative litigation

SURVEILLANCE ACTIVITY
1472 examined notifications
504 registered controllers
710 registered personal 
data filing systems
762 refused decisions

INFORMATION AND AWARENESS-RAISING 
ACTIVITY
2030 consultations for controllers
14712 views on Facebook/ NCPDP account
49034 views on NCPDP web page 
80 press releases/articles on the web page

HUMAN RESOURSES
35 out of 45 staff-limit
8 competitions held
9 persons employed / 7 debutants
6 persons resigned
21 training courses



ACTIVITY REPORT FOR THE YEAR 2020

www.datepersonale.md 71

EX
A

M
IN

A
TI

O
N

 O
F 

RE
Q

U
ES

TS
 A

D
D

RE
SS

ED
 T

O
 T

H
E 

C
EN

TR
E

ICHAPTER I 

EXAMINATION OF REQUESTS 
ADDRESSED TO THE CENTER

During 2020, the Center examined 11191 correspondence documents. This figure shows a 
steady increase over the years in the number of correspondence documents submitted to the 
authority for examination.

Thus, even if the year 2020 was marked by the pandemic COVID-19, which also had an impact 
on the activity of the Center, this year there is a consistent trend both in the part concerning the 
rights of personal data subjects by submitting complaints about alleged non-compliance with 
data processing, as well as personal data controllers in order to comply with the obligations 
prescribed by the Law on personal data protection and to know the relevant regulations in 
order to ensure the conformity with personal data processing.

Comparative statistics of the Center’s correspondence documents, for the years 2014-2020

Year Total  
correspondence

Inbox  
documents

Outbox  
documents Complaints Internal  

documents

2014 4361 1738 1836 302 485

2015 5408 2425 2098 420 465

2016 5654 2811 2055 410 374

2017 6692 3605 2455 554 316

2018 8361 4180 3113 637 431

2019 10468 4982 4217 743 526

2020 11191 5115 4564 833 679

The significant increase, from year to year, in the number of correspondence documents 
examined by the Center, demonstrates the increased degree of importance of the field of 
personal data protection in the society. Furthermore, this fact undoubtedly determines the 
steady and substantial increase of the Center employees’ workload.
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Information in dynamics on the correspondence of the Center, for the years 2014-2020

Reference period Total correspondence Dynamics

2014-2015 4361-5408 ↑24%

2015-2016 5408-5654 ↑5%

2016-2017 5654-6692 ↑18%

2017-2018 6692- 8361 ↑25%

2018-2019 8361-10468 ↑25%

2019-2020 10468-11191 ↑7%

Dynamics between the years2014-2020 4361-11191 ↑157%

More representative information on the ever-increasing dynamics of the number of 
correspondence documents, over a longer period, covering practically the entire period of 
effective activity of the National Authority for Personal Data Protection, is further reflected:

Activity of examination of personal data subject’s complaints

During the reference period, the Center examined 833 complaints received from natural 
persons – personal data subjects. Compared to the previous reporting year (743 complaints 
registered in 2019), the number of complaints increased by 12%.

From the total number of complaints registered in 2020, 303 cases were examined in a complex 
way, regarding the control over the lawfulness of the processing of personal data.
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Dynamics of the number of complaints 2009-2020

From the specifics of the complaints addressed, the Center emphasized the following guidelines 
of the mentioned topics: 

 Processing of personal data through video / audio surveillance systems: 158 cases; 

 Processing of personal data without notification and / or authorization of the control body in 
the field personal data processing, as well as processing of personal data by an unregistered 
controller: 21 cases;

 Processing of personal data in the electronic communications sector: 6 cases; 

 Processing of personal data of minors: 2 cases;

 Publication of court decisions without their depersonalization: 24 cases; 

 Processing of personal data in the financial sector, insurance companies: 33 cases; 

 Processing of personal data in the on-line environment and the media: 15 cases;

 Processing of personal data stored in various state information resources: 30 cases; 

 Processing of personal data by disclosure on social networks: 107 cases;

 Processing of personal data in the absence of the consent of the personal data subject, as 
well as in the absence of any other legal basis: 130 cases; 

 Enforcement of personal data subjects’ rights (access, information, intervention, opposition): 
228 cases;

 Processing of personal data in the medical field: 17 cases;

 Processing of personal data in the police sector (MIA, NAC, General Prosecutor Office, etc.): 62 
cases.
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General situation regarding complaints examined in 2020
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Comparative information on the control activity, for the years 2018-020

Period  
for com-
parison

Number of controls initi-
ated based on: complaints 
/ notification, requests for 

cross-border transfer

Acts issued as a reaction to controls

Decisions on 
suspension of 
personal data 

processing 

Decisions on 
cessation of 

personal data 
processing

Decisions on 
destruction / 

erasure of data 
processed in the 

breach of law

Cases of contra-
ventions found / 
minutes issued 

Year  
2018 326 16 4 27 191/92

Year 
2019 376 26 8 24 186/105

Year 
2020 303 20 6 17 170/125

The conformity control of personal data processing with the requirements of the Law on 
personal data protection is performed exclusively by the National Center for Personal Data 
Protection and may be initiated: on the basis of the complaint of the data subject; complaints /
self-notification; request of cross-border transmission of personal data.

During the reference period, 303 control materials were initiated and examined, of which: 

– 275 based on the complaints of personal data subject, complaints /self-notification, 

– 28 based on the cross – border transmission of personal data authorization requests.

The comparative analysis in relation to the previous year reveals that during 2020 it was noticed 
an insignificant decrease in the number of controls initiated on the basis of the complaints 
submitted by personal data subjects. In the opinion of the Center, the important factor that 
caused the revealed difference is the pandemic situation generated by COVID-19 virus, or, 
during the reference period, a state of emergency was declared in the Republic of Moldova, 
periodically ceasing the activity of all institutions, including the activity of the Center, and the 
population being in isolation.

In addition, it is noted that, especially taking into account the amendments of the Law no. 124 of 
July 9, 2020 (in force since August 24, 2020) on the provisions of art. 27 of the Law on personal 
data protection, the verification of the conformity of personal data processing operations based 
on the data subjects’ complaints is initiated / started only following the prior realization, by 
the data subjects of their rights stipulated in art. 12-14, 16-17 of the Law on personal data 
protection, directly to personal data controllers, an aspect that also influenced the number of 
controls initiated in 2020.

It should be mentioned that the amendments made in 2020 on the provisions of art. 27 of the 
Law 133/2011 have an important role for the activity related to the control of the legality of 

CHAPTER II

ACTIVITY OF CONTROL
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personal data processing. However, the changes brought essential conceptual and procedural 
improvements, on the one hand providing clarity to the actions needed to be taken by data 
subjects submitting complaints to the Center as well as by data controllers, and on the other 
hand by establishing expressly organizational aspects such as: procedures, deadlines, criteria 
and even competencies, which have come to streamline and optimize the institutional capacities 
related to the control of the legality of personal data processing.

It is relevant to mention, the tendency of increasing the complexity of the issues addressed 
in the complaints and the number of parties involved in the case, thus generating a variety of 
control actions to be taken in order to verify the lawfulness of personal data processing, which 
become more voluminous and complicated.

In 2020, considering the pandemic situation in the country, controls on the lawfulness of the 
processing of personal data were carried out, in most cases ex officio being applied the written 
procedure for obtaining the necessary information to examine the non-compliance invoked 
and the settlement of the cases notified.

As a result of the control materials examined by the Center and finalized with the finding of 
a violation of the legal provisions in the field of personal data protection, depending on the 
consequences resulting from the admitted violations and the seriousness of the violations 
found, the constraint measures were ordered manifested by:

– Suspension of personal data processing – 20 cases,

– Destruction / erasure of personal data processed regarding the infringement of legal 
provisions – 17 cases,

– Cessation of personal data processing – 6 cases.

At the same time, according to the control activity carried out as an ascertaining body, according 
to the facts stated in Articles 74ˡ – 74³ of the Contravention Code, during the year 2020, 
125 minutes on offense were drawn, 170 contravention facts being established and sent for 
examination in the Court, according to the provisions of the Contravention Code.

The spectrum of contravention facts found indicates the frequent nature of violations committed 
in the processing of personal data, as follows:

– art. 741 para. (1): failure to comply with the requirements for ensuring the security of personal 
data when processing them within the personal data filing systems – 20 cases;

– art. 741 para. (2): processing of personal data without notification and / or authorization of 
the control body in the field personal data processing, as well as processing of personal data 
by an unregistered controller – 48 cases;

– art. 741 para. (3): violation of the personal data subjects’ rights, the right to be informed – 9 
cases;

– art. 741 para. (4): infringement of personal data processing, storage and usage rules – 69 
cases;

– art. 741 para. (5): cross-border transfer of personal data with violation of personal data 
protection legislation -1 case;

– art. 742 para. (1): refusal to provide the information or documents requested by the National 
Center for Personal Data Protection in the process of exercising control powers, presentation 
of inauthentic or incomplete information, as well as failure to submit the required information 
and documents within the deadline established by law – 22 cases;

– art. 743: failure to comply, within the deadline, with the decision of the Center on the restoration 
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of the personal data subject’s rights, including on the suspension or cessation of personal data 
processing, on blocking, partial or complete destruction of personal data processed in breach 
of the legislation on personal data protection – 1 case.

Activity related to the authorization of cross-border transmission of personal data

Regarding the activity related to the authorization of personal data cross-border transfer, in 
the light of the provisions of Art. 32 of the Law on personal data protection, it is important to 
reiterate that the cross-border transfer of personal data which are object to processing or to 
be processed after transmission can only take place with the authorization of the Center, in the 
manner established by law and only in the case in which the state of destination ensures an 
adequate level of protection of data subjects’ rights and data intended for transfer.

In 2020, the Center authorized the cross-border transfer of personal data only in cases of suitably 
documented requests made by the actors involved, focusing on respecting the principles of 
personal data protection and the rights of data subjects concerned, as well as on the proof 
of ensuring the optimal level of protection of the data transmitted and / or collected for the 
purpose of further processing outside the Republic of Moldova.

At the same time, in the context of the activity revealed above, it should be mentioned that the 
demarches and notifications examined by the Center were related to public and private entities 
from countries such as: Germany, Romania, Latvia, Ukraine, Holland, Italy, Ireland, Finland, Russia 
Federation etc.

Therefore, in 2020 the Center received 70 requests concerning the cross-border transfer of 
personal data, of which 28 – based on requests and 42 through notifications submitted at the 
Center’s “One-Stop-Shop”. Thus, from 28 demarches submitted to the Center, in 14 cases, the 
cross-border transfer of personal data was authorized and in other 14 cases, the requests were 
resolved by issuing refusal decision in authorizing the cross-border transfer. Regarding the 
number of notifications submitted by data controllers at the Center’s “One-Stop-Shop” on the 
intension of personal data cross-border transfer, 13 cases were authorized and 29 were refused.

As in the previous reporting period, the refusal to authorize the cross-border transfer of 
personal data was determined by: the non-compliance with the basic conditions of the requests 
submitted for examination and / or lack of authenticated copies of the documents confirming the 
circumstances and legal instruments on which the request for legal assistance is based. In this 
context, in the part regarding the non-compliance with the basic conditions of the demarches 
/ requests, aspects such as: lack of consent of the data subject concerned; invalid consent 
for certain operations indicated in the request; the lack of a determined, legitimate and non-
excessive purpose; the unjustified large number of targeted subjects or the excessive volume 
of data that the controller intended to process and transmit in the context of cross-border 
transfers of personal data outside the border of the Republic of Moldova; failure to present the 
documents necessary to establish the legality of the cross-border transfer of personal data or 
presentation of unauthenticated documents, are highlighted.

Regarding the cases of refusal to authorize the cross-border transfer of personal data based 
on a notification submitted to the Center’s “One-Stop-Shop”, in the majority of cases it was 
noted: the description of the operations of personal data processing was not described; the 
data protection measures were not indicated within the filing systems; lack of controller’s 
instructions designed to processor to act on its behalf, etc.
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The Center, periodically informs the society about priority issues and concerns in the field 
of personal data protection, in particular about the situation in the field of the protection of 
personal data subjects rights.

At the same time, in order to ensure the prevention of violations similar to those already found, 
committed to personal data processing, annually, including through activity reports, the Personal 
Data Protection Authority presents cases / issues related to the field of reference.

Recommendations and opinions issued by the Center in 2020:
Thus, during 2020, the Center issued recommendations and opinions regarding some situations 
of general applicability or major interest for the society, with the aim of providing clarity in the 
compliant and unequivocal applicability of the legal provisions in the field of personal data 
protection when processing these data. Among the opinions / recommendations offered by the 
Center during 2020 were the following:

Personal data processing in the context of the COVID –  
19 pandemic in the Republic of Moldova 

The Center emphasized the risks and challenges of the protection of individuals with regard to 
personal data processing in the context of the fight against Coronavirus (COVID-19), in particular 
patient’s health data.

The fight against COVID-19 is a valuable goal shared by all nations, including the Republic of 
Moldova, and must therefore be supported in the best possible way to reduce and eliminate the 
spread of this virus. Since the launch of COVID-19, various health data processing operations have 
been witnessed on a daily basis in the context of combating COVID-19. All such processing of 
personal health data must be an integral part of concentrated efforts to maintain public health, and 
data protection can in no way be and is in no way an obstacle to safeguarding lives, respectively, 
the principles applicable by national legislation in the field of personal data protection always 
allow a balance of the interests at stake.

As not every operation of health data processing can be justified by the state need to maintain 
public health, it becomes urgent to maintain and implement a mechanism based on the concept 
of balance between public health / public security and the right to personal data protection.

It should be taken into account that health data is a special category of data, recognized as such, 
in all existing state jurisdictions that have a strong legal framework for personal data protection 
and which acceded to Convention 108 of 28.01.1981 for the Protection of Individuals with regard 
to Automatic Processing of Personal Data, not only in the Republic of Moldova. The special nature 
of health data leads to a much more rigorous conduct in their processing, but also security rules 
to ensure the confidentiality of data from health authorities, other state authorities, legal entities 
under private law, individuals and so on (controller, processor, third party). However, namely this 
operation of processing personal data can generate extremely negative effects in relation to the 
rights of the data subject concerned.

CHAPTER III

RECOMMENDATIONS AND CASE 
STUDIES OF 2020
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IIIObviously, the principles of personal data protection remain in force even during the fight against 
the COVID-19 pandemic for all actors involved in this fight. According to art. 4 of Law 133/2011 
on personal data protection, in order to achieve the objectives pursued, personal data must be 
processed fairly and lawfully, collected for specified, explicit and legitimate purposes and not 
further processed in a way incompatible with those purposes, be accurate and, if necessary, 
updated or stored in a form that allows identification of personal data subjects for no longer than 
is necessary for the purposes for which the data were collected and further processed. In the same 
context, the processing of health data by the controller, the processor or a third party who need 
to substantially process personal data may fall within the legal basis regulated in art. 5 para. (5) 
let. b), c), d), e) and art. 7 para. (1) let. a) and b) of Law 133/2011 on personal data protection – 
processing is necessary for protection of public health or processing is required for the purposes 
of preventive medicine, medical diagnosis, the provision of care or treatment to the personal data 
subject, or the management of health-care services, acting in the interest of the personal data 
subject.

Furthermore, the personal data subjects should receive transparent information on the activities 
of their personal data processing and the categories of such data, including the retention period 
of the data collected, the purposes of the processing, etc. The information provided should be 
easily accessible and provided in clear and simple language. In this order, the rights of personal 
data subject are regulated by Law 133/2011 on personal data protection, which also remain in 
force and they are to be respected by all controllers and processors, we are talking about: the 
right to information of personal data subject – art. 12; the right of access to personal data – art. 
13; the right of intervention upon personal data – art. 14; the right of the personal data subject 
to object – art. 16.

In the case of the establishment of exceptions and restrictions in connection with the existence of 
circumstances established in para. (1) art. 15 of Law 133/2011 on personal data protection that 
justifies the restriction of the personal data subjects rights, after the termination of the situation 
that justified the application of exceptions and restrictions regulated by para. (1) and (2) of art. 
15, the controllers will take the necessary measures to ensure the compliance of the personal data 
subjects rights provided in art. 12–14.

In accordance with art. 11 of Convention 108 of 28.01.1981 on the Protection of Individuals with 
regard to Automatic Processing of Personal Data, any exceptions and restrictions on the size of the 
processing of personal data must be governed by law, to respect the fundamental human rights 
and freedoms and is a necessary measure in a democratic society.

Relevant is the Joint Statement by Chair of the Committee of Convention 108 and Data Protection 
Commissioner of the Council of Europe on the right to data protection in the context of the 
COVID-19 pandemic, adopted on 30.032020, Strasbourg, noting that the communication to the 
public by health and government authorities should remain a priority to be in a capacity to 
protect, inform and advise the public. Nonetheless, during such communications, the publication 
of sensitive data (such as the health related data) of specific individuals should be avoided and 
it is recommended that the processing of such data is only done, if additional technical and 
organizational measures […].

It should be mentioned the Statement of the European Data Protection Board (EDPB) on the 
processing of personal data in the context of the COVID-19 outbreak (the content of which can be 
viewed by accessing the link: 

https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_processingpersonald 
ataandcovid-19_en.pdf ). 
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III Particular attention should be paid to the principles of personal data protection and by the media 
institutions that inform the population about the coronavirus pandemic. Their effort should be 
aimed at maintaining the confidentiality of COVID-19 victims and not allowing their identity to 
be disclosed.

During the professional activity from home, as a measure to combat COVID-19, secure e-mail 
addresses will be used for the transmission of information containing personal data, encryption 
methods and technical measures of communication intended strictly for the performance of 
professional duties, in order to avoid triggering security breaches.

The processing of personal data on the location of data subjects for the purpose of monitoring 
whether they comply with the isolation regime, may be included in the legal basis of public health 
protection. However, this operation of processing personal data, which is extremely intrusive, must 
be implemented with particular caution, proportionality and the absolute implementation of all 
security measures, as such an operation entails serious implications for the fundamental rights 
and freedoms of the personal data subjects. The development of these surveillance solutions or 
other electronic applications (information systems) designed to combat the COVID-19 pandemic 
must be based on a prior impact assessment of data processing on the fundamental rights and 
freedoms of personal data subjects and must design data processing to prevent or minimize the 
risk of negative interference with fundamental rights and freedoms. For information purposes, the 
operation of processing personal data by the method of monitoring the location of individuals 
(data subjects), in order to determine compliance with the isolation regime, it is to be ceased 
immediately, once the purposes for which the personal data of the data subject are collected and 
processed have been achieved.

Aspects regarding the recording and live streaming of local council meetings 

During the year 2020, the Center received multiple addresses requesting the opinion of 
the authority regarding the recording and live streaming of local council meetings via the 
Internet. In this regard, the Center came up with the following benchmarks:

Analyzing the approached topic, it should be noted that by publishing via Internet the meetings of 
local councils, will be provided access to certain information that is discussed during the meetings, 
not only for stakeholders in the locality, but for an unlimited number of people.

We draw attention to the fact that the issue discussed during the meetings does not refer only 
to activities regarding the administrative organization of the locality, but also individual cases / 
cases involving specific individuals, which may reveal certain aspects of privacy, such as material 
situation or special categories of data, for example health data.

In this respect, we would like to inform about the following notions and provisions of Law no. 133 
of July 8, 2011 on personal data protection namely:

controller – a natural or legal person governed by public law, or by private law, including public 
authority, agency or any other body which alone or jointly with others determines the purposes 
and means of the processing of personal data expressly provided by applicable law;

processing of personal data – any operation or set of operations which is performed upon 
personal data, whether or not by automatic means, such as collection, recording, organization, 
storage, keeping, restoring, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, blocking, 
erasure or destruction;
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specific criteria, whether centralized, decentralized or dispersed on a functional or geographical basis;

personal data – any information relating to an identified or identifiable natural person (personal 
data subject). An identifiable person is one who can be identified, directly or indirectly, in particular 
by reference to an identification number or to one or more factors specific to his physical, 
physiological, mental, economic, cultural or social identity;

According to the provisions of art. 4 of the Law on personal data protection, the personal data 
that are subject to processing must be: processed correctly and in accordance with the provisions 
of the law; collected for specified, explicit and legitimate purposes and not further processed in a 
way incompatible with those purposes; appropriate, relevant and not excessive in relation to the 
purposes for which they are collected and /or further processed.

In accordance with art. 5 para. (1) of the Law on personal data protection, the operations of 
personal data processing are carried out with the consent of the personal data subject. At the same 
time, the consent of the personal data subject is not required in the cases provided exhaustively 
by art. 5 para. (5) of the same legislative act, for example, for carrying out an obligation of the 
controller according to the law or the performance of tasks carried out in the public interest or in 
the exercise of public authority prerogatives vested in the controller or in a third party to whom 
the personal data are disclosed.

Finally, it should be mentioned that individual decisions could contain special categories of 
personal data that reveal the social affiliation of individuals, health data, etc. The processing of 
these categories of data is to be carried out in strict accordance with the provisions of art. 6-8 
of Law no. 133/2011, based on the requirement to ensure the increased level of protection due 
to the presence of special risks for the right to inviolability of intimate, family and private life.

Next, we note the provisions of art. 17 para. (1) of Law no. 436-XVI of December 28, 2006 on local 
public authority, according to which the meetings of the local council are public. Para. (2) of the 
same article, mentions that any interested person may attend the meetings of the local council.

In addition, para. (3) of the same normative act, stipulates that citizens, associations established 
in accordance with the law and other interested parties have the right: a) to participate, in 
accordance with the law, in any stage of the decision-making process; b) to have access to the 
information regarding the locality budget and the way of using the budgetary resources, to the 
draft decisions and to the agenda of the meetings of the local council and of the city hall; c) to 
propose the initiation of the elaboration and adoption of some decisions; d) to present to the local 
public authorities recommendations, in their own name or on behalf of groups of inhabitants of 
the respective communities, regarding various draft decisions to be debated.

In this regard, we note that the mentioned normative act does not establish the right of citizens, 
associations and other stakeholders to record and unploaded local council meetings in the online 
space, but offers the opportunity for interested parties to participate in the decision-making process.

At the same time, according to par. (1), art. 3 of the Law about the status of the local elected person 
no. 768-XIV of February 2, 2000, in the corresponding administrative and territorial unit the local 
elected person is official – the representative of authorized or executive body of local public authority. 

We emphasize that, in the context of art. 11 of the Law on freedom of expression, information 
on the private and family life of the public person or the person exercising a public function, can 
be disclosed only if it has a public interest (interest of society and not the simple curiosity of 
individuals about events relating to the exercise of public power in a democratic state or to other 
matters which, normally, do not arouse the interest of society or any part of it).
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private lives more than ordinary persons must, and the accessible degree of research is to be all 
the greater the more important the public person in question and the information that is revealed. 
The element that arouses the public interest can be the status of the person (the mandate of the 
local elected person) or any other circumstances related to the exercise of the mandate of the local 
elected person.

Thus, certain information, including personal data concerning a local elected person could become 
information of public interest in the measure that it does not affect the capacity to exercise the 
public function of the given person, taking into account the existence of the right to respect for his 
private and family life.

Based on the above reasoning, taking into account the tasks of public interest or resulting from 
the exercise of public authority with which the controller is invested (Local Council, City Hall), 
the latter should analyze in the light of the above rules and clearly regulate, by a normative act, 
what topics are to be placed publicly, what categories of personal data will be disclosed in this 
regard, how to inform the personal data subjects about the placement of meetings on the Internet, 
offering the possibility to exercise the right to opposition, ensuring the measures of security and 
confidentiality of personal data, establishing a concrete deadline for which the information will be 
made public, the mechanism for deleting these records, etc. Respectively, it must clearly establish 
which meetings are to be recorded and subsequently placed in the public space, who are the 
persons designated / authorized to record the meetings and broadcast them in the public space, 
under the legal conditions.

At the same time, considering that the data controller (Local Council / City Hall) establishes the 
purpose and means of personal data processing and it is responsible for any processing of personal 
data carried out, only he has the right to decide on the possibility of providing personal data for 
public access.

Specifications regarding the recording and live streaming of local council meetings 

In the context of the reaction of civil society, as well as some local public authorities, who have 
wrongfully interpreted the previous opinion on recording and live streaming of local council 
meetings via the Internet, the Center emphasizes that it does not intend to restrict the recording 
and live streaming through the internet of local council meetings, while certain reasoning 
previously set out on the given topic was taken out of context and misinterpreted.

In these circumstances, it is necessary to highlight the following:

– Transparency and access to information is one of the essential components of any democratic 
system. In order for citizens to be able to get involved in public affairs, to participate in decision-
making processes, to monitor the way in which the authorities respect their responsibilities and 
the elected person’s promises, they must have access to truthful information about done actions, 
and the authorities to ensure transparency in the decision-making process.

– In the same context it should be noted that according to para. (1) art. 3 of the Law about the status 
of the local elected person no. 768-XIV of February 2, 2000, in the corresponding administrative 
and territorial unit the local elected person is official – the representative of authorized or 
executive body of local public authority. Public persons must accept certain interferences in their 
private lives more than ordinary persons must. Thus, certain information, including personal data 
concerning a local elected person could become information of public interest in the measure 
that it does not affect the capacity to exercise the public function of the given person, taking into 
account the existence of the right to respect for his private and family life.
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authority, the meetings of the local council are public. Para. (2) of the same article, mentions 
that any interested person may attend the meetings of the local council. However, we note that 
the mentioned normative act does not establish their right / obligation to record and place the 
meetings of the local councils in the online space. Even if the provisions of art. 17 para. (3) of the 
mentioned law prescribe the obligation to ensure the transparency of the meetings of the local 
council, this is to be done, inclusive in accordance with the provisions of the legislation on personal 
data protection, which requires compliance with certain requirements / principles in this regard.

– We emphasize that the openness of certain personal data must be provided by the normative 
acts that regulate certain legal relations. We specify that even according to the provisions of 
point 30 of Regulations on procedure for maintaining the State register of local acts, approved by 
Government Decision no. 672 of August 28, 2017, the individual decisions issued / adopted by the 
local public administration authorities can be viewed publicly only in depersonalized form. The 
same approach needs to be taken to ensure the transparency of local council meetings, following 
the recording and live streaming via internet of the topics discussed, especially in the part aimed 
at making individual decisions.

–Finally it should be noted that often, taking into account tasks of public interest or resulting 
from the exercise of the prerogatives of public authority with which the local councils are invested, 
at meetings are discussed not only issues related to the local community or the administrative 
activity of the authority, but also aspects related to the private life of some concrete persons, 
which could reveal, for example, information / data about the social affiliation of persons (families, 
children, elderly people in difficulty), health data etc.

In these circumstances, as well as in order to ensure a balance between the right to freedom of 
expression and the right of access to information, on the one hand, and the right to personal data 
protection, on the other hand, the Center intervened with certain recommendations regarding the 
recording and live streaming of local council meetings via the Internet.

Respectively, it was recommended that local councils come up with clear regulations, through 
normative acts, what topics are to be placed publicly, what categories of personal data will be 
disclosed in this regard, how to inform people about the placement on the Internet of meetings, 
offering the possibility to exercise the rights as personal data subjects, ensuring security and 
confidentiality measures of personal data, establishing a concrete deadline for which the 
information will be made public, the mechanism for deleting these records, etc. The normative act 
must clearly establish which meetings / part of the meetings are to be recorded and placed in the 
public space, who are the persons designated / authorized for the recording of the meetings and 
their dissemination in the public space, under the legal conditions.

Some aspects regarding the specific cases of 2020

Non – compliant disclosure of health personal data

Based on the complaint of a data subject, the Center initiated the examination of the legality of 
personal data processing, carried out by collecting and disclosing information regarding the health 
data of the complainant, by the director of the company in which the complainant worked and the 
director of a medical institution.

In fact, it was invoked that the complainant’s employer requested from the medical institution 
information from medical certificates, such as the administered stationary treatment and the 
treatment period, without his consent.
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established that the company in question requested information on medical leave provided to 
complainant in the period 2015-2020 by the neuropathologist, as well as the diagnosis under 
which these medical leave was provided.

According to the presented materials, it was noted that the employer requested the information 
regarding the health data of the complainant in order to be presented in the court.

Subsequently, the IMSP sent at the requester’s address a reply in which it disclosed information 
on the treatment period and the nature of the disease of the complainant, in accordance with the 
sick leaves issued, namely: 

1. „ 29.01.2016 – 07.02.2016, gynecological outpatient treatment. Doctor ...”;

2. „01.07.2019 – 11.07.2019, gynecological outpatient treatment. Doctor ...”;

3. „27.01.2020 – 07.02.2020, gynecological outpatient treatment. Doctor ...”;

The notion of private life integrates both “traditional” aspects, such as the right to image, the 
marital status of the person, identity, health, religious affiliation, physical and moral integrity, 
sentimental life, but also “modern” aspects related to new perceptions in social life regarding 
abortion, homosexuality, transsexuality, etc.

In this context, the information on the patient’s health, the results of investigations, diagnosis, 
prognosis, treatment, written in the medical documentation of the patient, represent special 
categories of personal data, presenting a high level risks for the right to intimate, family and 
private life and it will be necessary to ensure the confidentiality of these data, in compliance with 
the Law on personal data protection.

Corresponding to the case, were highlighted the provisions of the Law No 263/2005 on the rights 
and responsibilities of the patient, which contains special legal rules aimed at strengthening 
fundamental human rights in the health care system, ensuring respect for the dignity and integrity 
of the patient and, based on sensitive health data, establishes strict conditions for their disclosure. 
It should be noted that patient health data, by their nature, might present a risk for data subjects 
when processed and therefore require increased protection. These data are subject to a prohibition 
principle and there must be a limited number of circumstances in which such processing is lawful. 
At the same time, the confidentiality of medical data is a professional secret, which is a form of 
the right to respect for privacy. Prohibition of the disclosure of medical information, classified as 
confidential, is necessary to guarantee that medical institutions ensure the patient’s right to privacy.

Thus, including art. 12 of the Law on Patient Rights and Responsibilities, emphasizes the obligation 
of the medical worker to protect health data. Consequently, the confidentiality of information on 
the request for medical assistance, examination and treatment, including other information which 
constitutes medical secrecy, is ensured by the attending physician and the specialists involved in 
the providing of health services or in biomedical research (clinical study), and by other persons 
to whom this information has become known due to the exercise of professional and service 
obligations (paragraph (2));

At the same time, the information that is considered confidential can be provided only if the 
patient explicitly consents or at the request of his legal representative (close relative), under the 
conditions agreed by the patient, to the extent appropriate to his ability to understand, if a measure 
of legal protection has been instituted in respect of the patient or if the law expressly requires 
it (paragraph (3)). In special situations, the presentation of confidential information without the 
consent of the patient or his legal representative (close relative) is allowed: c) at the reasoned 
request of the criminal investigation body, the court in connection with the criminal investigation 
or judicial process, in accordance with the legislation (paragraph (4)).
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nature of the diseases in the case examined took place contrary to the above-mentioned legal 
provisions and the principles of personal data processing provided in art. 4 para. (1) let. a) and b) 
of the Law on personal data protection.

Violation of the rights of personal data subjects

Art. 12-14, 16-17 of the Law no. 133 of July 8, 2011 on personal data protection establishes 
personal and inviolable rights (right to information, right of access, right of intervention, 
opposition), which the personal data subject may perform them in relation to the data 
controller who has carried out the processing of his personal data.

Continuing the above recital, it is shown that during 2020, the Center registered and examined 
complaints from data subjects, who reported about the non-compliance by data controllers 
of their rights, in particular the right of access to personal data processed by controllers, 
noting that some data controllers do not respond to data subjects’ requests, do not respond 
within the deadline provided by law, and do not ensure the effective exercise of their rights 
in the field of personal data protection.

At the beginning of 2020, the Center received a complaint from a personal data subject, requesting 
the examination of the alleged violation of the right of access to personal data concerning him, 
by a lending company.

In this context, the data subject invoked the fact that he submitted a request to the lending 
company, indicating the personal data concerning him, but was not informed by the company’s 
representatives about the result of the examination of his request.

In this regard, the personal data subject submitted another request to the lending company 
requesting information on the processing of his personal data, context in which, even until the 
date of submission of the complaint to the Center, the lending company did not offer him any 
answer.

Thus, following the examination of the mentioned complaint, the Center found the violation of the 
provisions of art. 13 para. (1) of the Law on personal data protection by the lending company, in 
the part related to the non-compliance with the right of access to the processing of personal data 
concerning the data subject.

As a result, to the lending company was drawn up minutes on the contravention based on art. 741 
para. (3) of the Contravention Code.

Processing by disclosure / publication of state’s  
identification number (IDNP) of personal data subjects 

The Center received complaints from some personal data subjects, who requested the verification 
of the legality of their personal data processing, by a bailiff, manifested by the publication in the 
Official Gazette of the Republic of Moldova of an announcement on the tender, in which the IDNPs 
of the personal data subjects are indicated.

Examining the legal framework governing the activity of bailiffs, the Center found that the legal 
provisions applicable to the reference case do not include the publication of the IDNP of the 
natural person (debtor / creditor) in the announcements published in the Official Gazette of the 
Republic of Moldova, and art. 9 of the Law on personal data protection expressly establishes the 
cases / grounds when the IDNP may be processed.
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a special legal regime, established in art. 9 of the Law on personal data protection, according to 
which, processing of personal data of individual’s state identification number (IDNP), fingerprints 
or any other identifier of general application may be performed if:

a) the personal data subject has given his consent;

b) processing is expressly stipulated by law.

It is important to mention that the Center did not doubt or deny the rights of the bailiff, provided 
by the Enforcement Code, regarding the undertaking of certain actions that are strictly necessary to 
fulfill the attributions dictated by law. However, all potential operations that involve the processing 
of personal data in order to perform legal duties must be carried out in compliance with the 
principles established by the Law on personal data protection.

Thus, as a result of the examination of the case, it was found that the processing by disclosure 
/ publication of the IDNP of personal data subjects, by the bailiff, in the Official Gazette of the 
Republic of Moldova, to which an unlimited number of persons have access, took place contrary to 
the provisions of art. 4 para. (1) let. a), art. 5 para. (1) and art. 9 and art. 29 of the Law on personal 
data protection. 

Respectively, to the bailiff was drawn up minutes on the contravention based on art. 74¹ para. (4) 
of the Contravention Code.

Personal data protection vs. 
freedom of expression and the right to information

As a whole, it should be noted that the right to respect for private, intimate and family life, 
as well as the right to freedom of expression are two fundamental rights found in both 
international acts on the protection of human rights and freedoms and the Constitution of 
the Republic of Moldova.

It should be noted that the Constitution of the Republic of Moldova grants and guarantees 
to every citizen the freedom of thought, opinion and expression in public by word, image or 
other possible means, as long as it does not harm the honor, dignity or right of another person 
to its own opinion. At the same time, in art. 55 of the supreme act can be found the limitation, 
according to which, any person exercises its constitutional rights and freedoms in good faith, 
without violating the rights and freedoms of others.

The exercise of these freedoms, as long as it carries duties and responsibilities, may be 
subject to such formalities, conditions, restrictions or penalties as it is prescribed by law and 
necessary in a democratic society, in the interests of national security, territorial integrity or 
public safety, for the prevention of disorder or crime, for the protection of health or morals, 
for the protection of the reputation or rights of others, for preventing the disclosure of 
information received in confidence, or for maintaining the authority and impartiality of the 
judiciary power.

Thus, we can see that the situations examined generate an extensive and complex issue, 
due to the rights and values that are the subject of the created legal relationship, thus 
necessitating a conciliation between some of the fundamental rights governing a rule of law 
and a democratic society: the right to information, freedom of expression and the right to the 
inviolability of privacy.
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IIIThe Center was notified through the complaints of some data subjects, who complained about the 
allegedly illegal actions of a civic activist regarding the publication on the personal profile of the 
social network “Facebook”, without their consent, of videos containing the usual category of their 
personal data – name, surname, position held and the public institution where the personal data 
subject works in, and most importantly – home address.

When examining the cases, it was determined that the profile account of the person who posted 
the videos on the social network “Facebook”, are accessible to any user of the network, whether we 
are talking about his friends or followers of the social network, who can view posts/ publications 
in the news feed from other users and which have a direct link to those posts through search 
engines.

Also, for each case, it was established that video recording images capture the home address of 
the data subjects – street and house number, which were disseminated in the public, through the 
social network “Facebook”. Without having their consent, the information in question was viewed 
and distributed by an impressive number of people / users.

At the same time, regarding the publication / disclosure on the social network “Facebook” of 
personal data – home address / residence visa of data subjects, the Center analyzed separately 
1) the purpose of personal data processing – publication / dissemination of home address of 
personal data subject, information regarding the natural person, which according to art. 3 of the 
Law on personal data protection represent personal data, as well as 2) the means of personal data 
processing, which were used by the controller when publishing / disseminating them, in particular 
– home address, on personal profile page of the social network “Facebook”.

Regarding the examined cases, the Center found that by publishing the video on the personal 
profile of the social network “Facebook” by the civic activist was revealed the usual category of 
personal data – name, surname, position held and public institution where the personal data 
subject works in, data that are closely related to the status of public person. The public nature of 
the facts in which the data subject is involved, holding a public function, public dignity, represents 
a situation in which the processing of such data is carried out under the conditions of art. 10 of 
the Law on personal data protection.

It is easy to specify, in general terms that, when we speak about the persons exercising certain 
public functions, the degree of interference in the inviolability of privacy is much higher, compared 
to persons who do not have such a status. Moreover, this degree of interference extends to the 
hypothesis of public circumstances / public facts and in the case of the existence of topics that may 
be of public interest. However, it should be kept in mind that the state has a positive obligation to 
legislate legal mechanisms to protect the inviolability of privacy even in the case of public officials, 
who are involved in public circumstances / facts and / or targeted in matters of public order. It 
is inadmissible that this category of personal data subjects be deprived of legal guarantees and 
mechanisms to ensure the protection of their constitutional right – inviolability of privacy.

Contrary to the above, it should be pointed out that in the part related to the disclosure / 
dissemination of the video recording in public on the social network “Facebook”, without the 
consent of the data subject of the usual category of personal data – the home address emphasizes 
that the processing of such data poses an increased risk to the privacy and family life of the data 
subject, as it does not fall into the category of public information, unlike other personal data – 
name, surname, position held and the public institution where the data subject works in, things 
that could be considered public information once the data subject is a civil servant / person with 
a position of public dignity / public person.
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III In the context of the examined cases, it was noted that the civic activist – data controller 
according to the art. 3 of the Law on personal data protection, has had the obligation to ensure 
the confidentiality of personal data, namely the home address, in view of the obligation provided 
in art. 29 of the Law on personal data protection.

Therefore, for each case, the Center found that the publication / disclosure on the profile of social 
network “Facebook” of the personal data of the data subjects, namely the home address, in the 
absence of their consent, is contrary to the provisions of art. 4 para. (1) let. a), art. 5 para. (1) and 
art. 29 para. (1) of the Law on personal data protection.

Thus, in both cases, regarding the civic activist, was drawn up minutes on the contravention based 
on art. 74¹ para. (4) of the Contravention Code.

Non-compliance with confidentiality and security of personal data

The Center received the notification of a data controller – economic agent, through which the 
latter reported the occurrence of a security incident materialized by the detection by third parties, 
in a forest, of an impressive number of time cards of employees of the mentioned economic agent 
(394 persons), which contain personal data such as: name, surname, personal code, identification 
code within the unit, photo.

Thus, following the examination of the materials related to the security incident, it was determined 
that the persons responsible for violating the internal instructions of the controller are: human 
resources specialist and an employee within the entity, violating the provisions of the Regulation 
on personal data protection of the company’s employees, which states that:

– in the case of temporary non-use of paper or electronic information carriers containing personal 
data, they shall be kept in secure metal locks or lockers;

– the removal and introduction of the means of personal data processing from / in the security 
perimeter shall be registered in the register.

Therefore, it was found the violation of the provisions of art. 29 para. (2) and art. 30 para. (2) of 
the Law on personal data protection, because the actions / inactions of the responsible persons, 
manifested by non-compliance with the internal instructions of the controller, in ensuring the 
confidentiality and security of personal data to which they had access, caused the security incident 
in the form of disclosure by dissemination of the personal data of 394 data subjects, including 
unauthorized access to such data, or, according to the information provided by the controller, the 
data cards of the data subjects have been detected by passers-by, so third parties.

As a result, given the presence of the constitutive signs of the complex of contraventions provided 
by art. 74¹ para. (1) and para. (4) Contravention Code, in respect of the responsible persons within 
the data controller, minutes were drawn up regarding the contravention.

At the same time, despite the circumstances indicated above, given the security incident, if the 
controller does not have a legitimate and explicit need, based strictly on a well-defined purpose, 
the Center ordered the controller to reassess the need of using the state identification number in 
the timing cards issued by the controller, if this does not involve disproportionate costs of time, 
means and labour.

As a result, in the context of the execution of the legal measures ordered by the Center, the economic 
agent informed about the replacement of the state identification number on the time cards with 
the tabular number of the employee, the latter additional identification being necessary also in 
view of the fact that there are many cases when employees have the same name and surname.
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state information resources by police officers

The Center received several requests from the General Police Inspectorate (IGP), based on which 
procedures were initiated to verify the compliance of personal data processing performed by 
employees of a subdivision of the National Inspectorate of Investigations within IGP.

It was established from the content of the proceedings that the examination of the notified issues 
concerned approximately 12,000 operations of personal data accessing. Data that have been 
stored in the state information systems and carried out by the employees of that entity.

The circumstances examined by the Center in these cases have shown with certainty the huge 
number of personal data access operations carried out by police officers, targeting an impressive 
number of data subjects, and the fact that a large part of these operations have not been based 
on a well-defined purpose, an express legal basis and a causal link between a material / file under 
examination and the natural person whose personal data were subject to processing by accessing 
/ viewing / printing, etc.

In particular, a multitude of violations were established, both of the provisions of the Law on 
personal data protection and of the Regulation on the regulation of personal data processing by 
the subdivisions of the Ministry of Internal Affairs approved by Order of the Minister of Internal 
Affairs of the Republic of Moldova no. 444 of 28.12.2012 and updated by the Order of the Minister 
of Internal Affairs of the Republic of Moldova no. 260 of 04.09.2017, such as:

– a very large number of operations for accessing / consulting personal data that have not been 
recorded in the registers of records of accesses / processing of personal data by authorized users;

– failure to duly complete the column “justification, purpose, basis and necessity of accessing / 
processing personal data” from the Register of records of accessing / processing of personal data. 
However, it should be clarified that the legal basis which may be the basis for the processing of 
personal data in various information systems, in particular in the state registers and which would 
grant the personal data controller / user the right to carry out such operations, is conditioned 
by the situation in which the personal data controller / user examines a material, in which the 
personal data subject is concerned, thus demonstrating a causal link between the personal data 
processed and the material examined, provided that a non-excessive volume of data is processed, 
strictly necessary for the purpose. Thus, it is not enough to indicate as having a legal basis only 
the information such as “need for work” / “criminal case” / “criminal file” etc .;

– refusal to provide the information requested by the Center in order to carry out the control 
activity under the claim that it falls under the category of documents attributed to State Secret. 
Analysing the categories of information attributed to state secret, indicated in the Nomenclature 
of information attributed to State Secret, approved by Government Decision no. 411 of 25.05.2010 
and the provisions of the Government Decision no. 1176 of 22.12.2010 for the approval of the 
Regulation on ensuring the secret regime within public authorities and other legal entities, it was 
found that the information to be made available to the Center does not belong to the category of 
information that can be attributed to State Secret. Thus, the allegations made regarding this case 
by concerned users and controller were considered critical, because the assignment alleged to state 
secrecy of information and materials necessary to be kept / managed by authorized users with the 
right to access state information resources represented just a shield in presenting certain evidence.

Consequently, in all cases concerning the total of 12,000 operations for personal data accessing, 
the Center found a violation of the provisions of the Law on personal data protection through the 
actions / inactions of IGP / INI employees.
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of Internal Affairs, such as the following:

The entities concerned shall dispose the implementation of additional measures for personal data 
protection, in the part related to the record of accesses / consultations of personal data stored in 
the state registers to which it has access, by:

– strengthening the internal control (quarterly or half-yearly) regarding the obligation for the IGP 
and INI staff to keep the Register of manual and / or electronic records of accesses / processing 
performed, in order not to admit in the future the access / consultation of personal data by the IGP 
and INI staff, in case of non-existence of the causal link between: (1) the special file / analytical 
file / operative file / search file / criminal case / contravention case and (2) the person concerned;

– strengthening the internal control regarding the obligation to keep in the Register of records 
of accesses / processing the requests (reports / notes) submitted to the user in order to access / 
consult information resources and disclosure of personal data by the IGP and INI;

– registration (in the chancellery / other responsible subdivision) in the established order of the 
Registers of manual and / or electronic records of the accesses / processing performed;

– the creation of an internal mechanism, which would establish that upon the dismissal or transfer 
of the Ministry of Internal Affairs’ employee to another subdivision, the Register of the manual and 
/ or electronic records of the accesses / processing performed shall be sent for archiving;

– the transmission of the Register of manual and / or electronic records of the accesses / processing 
is to be included in the liquidation list, which the MIA/IGP employee is to present upon dismissal;

– keeping the Register of manual and / or electronic records of the accesses / processing carried 
out in strict accordance with the legal requirements, filling in all the indicated fields;

– informing each MIA employee, by signature, of the content of the MIA Order no. 444 of 
28.12.2012 on the approval of the Regulation on the regulation of personal data processing by 
the subdivisions of the Ministry of Internal Affairs, etc.
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In administrative contentious 

During the year 2020, the Center’s interests were represented in the contentious administrative 
courts in 126 court hearings, amongst which: 121 as a defendant; 5 as a public authority 
concluding conclusions.

Thus, there is an increase in the number of actions submitted for examination in the courts 
in which the documents issued by the National Authority for Personal Data Protection were 
challenged, which in the reporting period reached 121, in comparison to 2019 when 105 
lawsuits were filed.

This is also due to the growing number of administrative acts issued by the Center, as well 
as the growing awareness of the complexity of the consequences and the significance of the 
nature of the findings recorded in the decisions issued by the Center.

Therefore, during 2020, the representatives of the Center participated in 307 court hearings 
of administrative litigation, drafting 200 procedural documents necessary for an efficient 
examination of court cases.

At the same time, we note that in 5 court hearings the Center was called as a public authority 
that submitted conclusions, in accordance with the provisions of art. 74 para. (1) Code of Civil 
Procedure.

Likewise, we mention that during 2020 the examination of 34 court files was completed, where 
the judgements / decisions of the courts remained final and irrevocable, of which: 

– 29 judgements/decisions of the court were issued in favour of the Center; 

– 5 cases were unsuccesful for the Center.

Dynamics of court decisions 2020

CHAPTER IV

ACTIVITY OF REPRESENTATION  
IN THE COURTS

decisions issued in favor  
of the Center unsuccessful cases
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Thus, we find that in 85% of the number of court cases examined, the actions taken by the 
Center were considered legal and substantiated by the courts.

It should be noted that, based on the specifics of the issues addressed in the lawsuits, in 
90% the object of the examination of actions in administrative litigation was the annulment 
of decisions issued following investigations conducted by the Center on the finding / non-
violation of personal data protection principles, 9% was the annulment of decisions regarding 
the refusal to register in the Register of evidence of personal data controllers, 1% is the cause 
of the alleged damage.

Comparative dynamics of the number of cases and court hearings  
in administrative litigation, for the period 2017-2020

Regarding the representation of the interests of the Center in the administrative contentious 
court, it is important to exemplify a judicial file, the judicial examination of which was completed 
during the reference period, being a success for the Personal Data Protection Authority and 
having a great impact on realization of the rights of an impressive number of personal data 
subjects:

On May 20, 2020, the Supreme Court of Justice of the Republic of Moldova irrevocably decided 
to maintain in force the decision of the Center of November 16, 2018, which found the 
processing of personal data through the Automated Information System “Register of forensic 
and criminological information”, made by the Ministry of Internal Affairs inconsistent with the 
requirements of legislation in the field of personal data protection, the latter being obliged 
to destroy information containing personal data on data subject targeted by this processing, 
which were collected / obtained from the unrecognized authorities / institutions from the 
Transnistrian Region.

In this case, during the examination of facts invoked in the complaint by the personal data 
subject, the Center highlighted the vicious practice of receiving and storing the information 
received from unconstitutional structures from the left bank of the Dniester by the constitutional 
authorities of the Republic of Moldova.
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It should be emphasized that the automatic processing of personal data of the Republic of 
Moldova’s citizens based on information received from unconstitutional structures, which in 
fact cannot be considered authentic / truthful, as well as its use to the detriment of the data 
subject concerned, is a serious violation of human rights and freedoms.

In this sense, the Decision of the Superior Council of Magistracy (SCM) no. 209/14 of April 10, 
2012 “on the approach of Mr. Oleg Efrim, Minister of Justice, regarding the opinion on the address 
of Mr. Eugen Carpov, Deputy Prime Minister, on approaching some legal issues”, by which the SCM 
found: “ that any act issued by the self-proclaimed authorities of the Republic of Moldova contravenes 
the Constitution and are considered illegal. This fact refers equally to any decisions, sentences 
handed down by the courts established in the region. Thus, the Council considers as unacceptable 
any collaborations, legal cooperation and proposals for legal solutions with the structures from the 
Transnistrian region. “

Consequently, in the jurisprudence concerning the Republic of Moldova, the European Court 
of Human Rights in numerous cases (Ilascu and others vs. Moldova and Russia; Eriomenco 
against Republic of Moldova and the Russian Federation; Mozer against Republic of Moldova 
and Russian Federation; Catan and others against Republic of Moldova and Russia) found acts 
adopted by unrecognized and unconstitutional entities on the left bank of the Dniester as illegal.

It should be specified that, according to the Declarations submitted together with the instrument 
of ratification of Convention no. 108 for the protection of individuals with regard to the automated 
processing of personal data, the Republic of Moldova has not declared reservations on the 
provisions of the Convention, regarding its application on the territory of the Transnistrian region. 
Thus, the Republic of Moldova has the obligation to ensure the protection of the fundamental 
rights and freedoms of its citizens with regard to the processing of personal data, especially the 
right to inviolability of privacy, family and private life, throughout its territory.

In contravention procedure

During 2020, 125 minutes on contravention were drawn up, being ascertained 170 contravention 
facts related to the violation of the legal provisions in the field of personal data protection, in 
view of the provisions of art. 74ˡ – 74³ of Contravention Code, the contravention cases being 
sent for examination in the competent court.
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In the diagram below we present the range of contraventions found in the light of the articles of 
the Contravention Code based on the violations committed in the processing of personal data:

In this context, it should be noted that, despite the fact that during 2020, the access to the 
courts was restricted for a period of time due to the COVID-19 pandemic, the Centre’s employees 
participated in more than 470 court hearings on contraventions under examination, both in the 
court of first instance and at the Court of Appeal.

It should be specified that, with the entry into force on 01.01.2020 of the new provisions 
of the Contravention Code, the courts resort to the application of the written procedure in 
examining the contravention cases, in accordance with the provisions of art. 464¹ and 464² 
of the Contravention Code, a practice considered by the Center applicable to the settlement 
of contravention cases of reduced complexity, not requiring the physical presence of the 
ascertaining agent during court hearings.

It should be noted that out of the total of 125 contravention cases sent for examination in 
court during the reference period, in 30 proceedings examined the Center won the case, the 
court acknowledging the guilt of the persons in respect of whom minutes on contravention 
were drawn up, establishing sanctions in the form of a fine. In addition, it should be noted that 
another 124 proceedings are currently pending before the courts, including on some of the 
infringement cases initiated in 2019.

For information, the number and dynamics of the minutes on contraventions drawn up during 
the period when the Center acquired the quality of ascertaining agent is reflected in the 
following table:
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Period of reference Number of minutes on contravention Dynamics

2012-2013 4-26 ↑550%

2013-2014 26-34 ↑31%

2014-2015 34-24 ↓29%

2015-2016 24-33 ↑38%

2016-2017 33-52 ↑57%

2017-2018 52-92 ↑77%

2018-2019 92-105 ↑14%

2019-2020 105-125 ↑19%

2016-2020 33-125 ↑279%
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The activity of registration of controllers and personal data filing systems
During 2020, the Prevention, Surveillance and Evidence Department of the General Department 
for Surveillance and Conformity examined 1472 notifications submitted for registration in the 
Register of evidence of personal data controllers, both personal data controllers and filing 
systems kept in automated and / or manual form in which personal data are processed.

We remind that the provisions of the national normative framework in the field of personal data 
protection, especially art. 23 of the Law on personal data protection imposes the obligation of 
personal data controllers to notify the Center (personally or through processors) prior to the 
processing of personal data in an automated or manual filing system, with the presentation of the 
information that justifies the processing of personal data, as well as ensuring the implementation 
of the organizational and technical measures necessary for personal data protection.

During the examination of the notifications submitted to the Center for authorization and 
registration, 995 preliminary verifications were performed.

As a result of the examination the notifications submitted during the reporting period, 504 
personal data controllers and 710 personal data filing systems were registered.

The information regarding the registration in the Register of evidence of personal data 
controllers of controllers and filling systems where personal data are processed is shown, in 
dynamics for the years 2016-2020 in the following table:

Year

Total  
number of 

notifications 
examined

Number of  
registered 
controllers

Number of registered 
personal data filing 

systems 

Number of 
filing systems 
refused to be 

registered

Number of contested 
refusal decisions  
in administrative  

contentious 

2016 850 386 761 89 1

2017 1046 500 843 203 0

2018 1388 639 938 451 1

2019 1652 654 944 708 1

2020 1472 504 710 762 2

Out of the mentioned information, the number of notifications submitted for examination at the 
“One-Stop Shop” of the Center during 2020 was in a slight decrease. Thus, also in this chapter it 
is observed that, due to the pandemic situation caused by COVID-19, which imposed restrictions 
on the activity of all public and private entities, personal data controllers were less active in 
notifying the filing systems managed compared to previous years.

The main aspects examined thoroughly and primarily in the evaluation / analysis of notifications 
and the related documents, submitted for registration in the Register of personal data controllers, 
as in previous years, were the following:

CHAPTER V

ACTIVITY OF SURVELLANCE OF PERSONAL DATA 
PROCESSINGS
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• Correctness of determining the status of personal data controller or processor, in relation to 

the notified filing systems;

• Existence of the legal basis for personal data processing;

• Compliance of the organizational and technical measures necessary for personal data 
protection declared by the personal data controller with the provisions of the requirements 
for ensuring the security of personal data when processing them within the personal data 
information systems;

• Existence of instructions provided by the controller for processors by a contract or other legal 
act which will be binding on the parties and which will establish the object and duration 
of processing, the nature and purpose of processing, the state in which personal data will 
be processed, the type of personal data, the categories of data subjects, the obligations and 
rights of the controller and processor, etc .;

•  Conditions under which personal data cross-border transmission is carried out taking 
into account their nature, purpose and duration of the proposed processing, the state of 
destination, its legislation, as well as the professional norms and security measures in the 
state of destination etc.

At the same time, in 2020 there is an increase in the number of notifications refused to be 
registered / authorized, the most common reasons for refusal being:

1) indication in the notification form of fake information regarding: the categories of personal 
data, the purposes of processing, the method of collection, as well as the term of personal 
data processing, that do not correspond to those established in the acts annexed to 
notification;

2)  failure to indicate in the notification form the information regarding the processors in case 
of personal data processing in the name and on behalf of the personal data controller;

3) establishing in the security policy and in the documentation related to it some organizational 
and technical measures necessary for the protection of personal data that do not correspond 
to the provisions of the requirements for ensuring the security of personal data when 
processing them within the personal data information systems;

4) video surveillance of spaces / goods that do not belong to the personal data controller or 
non-compliant surveillance of workplaces, especially of employees’ computing techniques, 
including their means of data entry (keyboards), which leads to possible cases of violation 
by the employer of the provisions of art. 91 para. (1) let. f) of the Labor Code, as well as 
the security and confidentiality of personal data, when through video images is possible to 
view the introduction of authentication credentials by internal users in the filing systems 
managed by the controller.

As in previous years, the auxiliary filing systems most often were notified and registered, which 
do not constitute / reflect the basic activity of personal data controller, such as: accounting, 
human resources, video surveillance, correspondence, etc., systems which certainly contain 
personal data and are also to be notified to the Center.

Furthermore, in order to provide methodological and advisory support to personal data 
controllers and / or processors, regarding the procedure of notifying the filing and registration 
systems as a controller in the Register of evidence of personal data controllers, during 2020, 
the employees of the subdivision responsible for the registration of controllers / personal data 
filing systems, offered 2030 consultations and instructions by phone or e-mail. Based on the 
specific situation caused by the COVID-19 pandemic, consultations provided by telephone or 
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e-mail predominated during the reference period, without the physical presence of applicants 
for consultations at the Centre’s headquarters, which had a significant impact on both the 
quality of the notifications submitted and the documents drawn up by the controllers in order 
to register in the Register of evidence of personal data controllers, as well as on the number of 
notifications submitted to the “One-Stop Shop” for examination.

The activity of preventing the non-compliance of personal data processing

During 2020, in order to prevent non-compliant practices of personal data processing, the 
Center informed, including through the official website, personal data controllers in various 
fields on the multiple cases of data security and confidentiality discreditation from different 
states, which have resulted in the application of significant fines imposed to controllers who 
have admitted the non-compliant processing of personal data.

Also in the context of ensuring the prevention of non-conformities in the personal data processing, 
resulting from the constant increase in the number of complaints related to the personal data 
processing through video surveillance cameras, the Center developed and published on the 
official website the authority’s opinion on practical issues in connection with the installation 
and management of video surveillance means, to be taken into account by natural and legal 
persons intending to process personal data through video surveillance systems.

For preventive, informative and applicative purposes, during the reference period, the National 
Personal Data Protection Authority issued recommendations / opinions in order to ensure the 
conformity of personal data processing, regarding the following aspects:

• Personal data processing in the context of COVID-19 pandemic in the Republic of Moldova: The 
Center emphasized the risks and challenges regarding the protection of individuals when 
processing personal data in the context of combating coronavirus (COVID-19), in in particular, 
health data of the patients.

• Aspects regarding the recording and live streaming of local council meetings: the opinion of the 
authority regarding the registration and live streaming of local council meetings via Internet.

• Specification on the recording and live streaming of local councils meetings: in the context of the 
reaction of civil society, as well as some local public authorities, who have misunderstood 
the previous opinion on the recording and live streaming of local councils meetings, the 
Center has made some clarifications that it does not intend to restrict the recording and 
live streaming of local councils meetings via internet, as well as giving precise guidelines of 
applicative nature to ensure the proper processing of personal data in the context addressed.

The information mentioned above can be viewed in full on the Centre’s website www.
datepersonale.md under the heading Legislation / NCPDP Recommendations, (by accessing the 
link: https://datepersonale.md/legislation/ncpdp-guidelines/).

At the same time, in the context of the realization the Center’s attribution on monitoring the 
compliance with legislation on information protection and verification of its application, in 
particular the right to information, access to data, data intervention and opposition, as well as 
not admitting / preventing violation of the subjects’ rights whose personal data have been / are 
processed by the law enforcement bodies of the Republic of Moldova, entities that, in exercising 
their powers, process a huge volume of personal data, the Center intervened in relation to the 
latter on the following issues:

• Fulfilment of the provisions of art. 15 of the Law on personal data protection and the measures 
taken to ensure compliance with the rights of personal data subjects:
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It is noteworthy that the free movement of personal data between competent authorities for 
the purpose of preventing, detecting, investigating or prosecuting crimes or the execution of 
punishments, including protection against threats to public security and their prevention within 
the jurisdiction of the Republic of Moldova, must be facilitated while ensuring a high level of 
personal data protection.

The Center strongly advocates for conciliation between the legal aspiration of the personal data 
protection and personal data processing in the crime prevention and investigation actions, the 
execution of convictions and other actions in criminal or misdemeanor proceedings according 
to the law.

According to art. 12-14 of Law no. 133/2011 on personal data protection, the data subject 
has the right to information, the right of access to personal data and the right to intervene on 
personal data, based on which the subject may request from the data controller, information 
regarding: the purposes of the processing, the categories of data considered and the recipients 
or categories of recipients to whom the data are disclosed; personal data subject to processing, 
as well as the origin of such data; the principles and mechanisms through which the automated 
processing of data concerning the personal data subject is performed; information on the legal 
consequences generated by the processing of personal data for the subject of these data; 
information on how to exercise the right to intervene on personal data, etc.

In the light of the provisions of Law no. 133/2011, the controllers have the obligation to respond 
to the requests of the data subjects, without unjustified delays, unless the controller applies 
limitations established by law in relation to the rights of the data subject.

Thus, according to art. 15 of Law no. 133/2011 (entitled “Exceptions and restrictions”), the 
provisions of art. 4 para. (1), art. 12 para. (1) and (2), art. 13, 14 and 28 shall not apply if the 
processing of personal data is carried out within the actions provided in art. 2 par. (2) let. d) and 
to art. 5 par. (5) let. g), for the purpose of national defense, state security and maintaining public 
order, protection of rights and freedoms of personal data subject or other persons, or if the 
application can harm the efficiency of the action or the objective pursued by public authority 
when exercising the legal powers. The processing of personal data for the purposes established 
in par. (1) may not exceed the period necessary to achieve the objective pursued.

In accordance with article 15 par. (3) of Law no. 133/2011, after the cessation of the situation 
that justifies the application of par. (1) and (2) of article 15, the controllers will take the 
necessary measures to ensure respect for the personal data subject’s rights provided in art. 
12–14 (informing the subject of personal data, the right of access to personal data, the right 
to intervene on personal data).

In the same context, according to article 15 par. (4) of Law no. 133/2011, the public authorities 
keep record of the application of the exceptions established in par. (1) and informs the Center, 
within 10 days, about the personal data processed under the conditions of this article.

In view of the above, the Center requested the General Prosecutor’s Office, the Ministry of 
Internal Affairs, the Ministry of Defence, the Intelligence and Security Service, the National 
Anticorruption Center, the Customs Service to provide, within 30 days, information on the 
following issues:

– The total number of cases in which exceptions and restrictions were applied pursuant to art. 
15 par. (1) of Law no. 133/2011;

– The number of cases in which the information of the personal data subject was made after the 
cessation of the situations that conditioned the application of the exceptions and restrictions 
regulated by art. 15 par. (1) of Law no. 133/2011 and the manner of informing the subject;
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– The number of cases in which the information of personal data subject was omitted after the 

cessation of the situations that conditioned the application of the exceptions and restrictions 
regulated by art. 15 par. (1) Law no. 133/2011, highlighting the reasons that conditioned 
such an omission;

– The existence of some internal verification regarding the assurance of the observance of the 
date subject’s right to information, subsequent to the lapse of the situations that conditioned 
the establishment of the exceptions and restrictions established in art. 15 par. (1) of Law no. 
133/2011.

It should be noted that the most of the mentioned entities presented vague information, not 
providing clear answers to the questions submitted both in terms of some statistical data 
and in terms of the possible existence of certain organizational and technical mechanisms 
and measures implemented to ensure the effective record of the persons in respect of whom 
restrictions on the exercise of rights have been established, as well as of the persons in relation 
to whom the rights have been / are to be exercised following the exhaustion of the purpose for 
which these restrictions were previously imposed. However, the circumstances found indicate 
the urgent need to establish the appropriate legislative mechanisms and levers, including the 
undertaking of the necessary measures to ensure and streamline the realization of the rights of 
personal data subjects, by the entities concerned, which unfortunately, were not achieved.

• Legality of processing of personal data stored in state automated information resources
Following the analytical activity performed in relation to the information gathered from the 
Public Services Agency, the statistics of the operations for accessing personal data stored in 
various state information systems was systematized per institution: State Register of Population, 
Real Estate Register, State Register of Drivers, State Register of Transports, Register of Law Units, 
separated by years, performed by users: Minister of Internal Affairs, National Anticorruption 
Center, General Prosecutor’s Office, National Authority for Integrity, Ministry of Defense, 
Customs Service, State Tax Service, entities that were identified as having made the largest 
number of personal data accesses.

In this context, we highlight in the following table the information on the number of operations 
for accessing personal data in the mentioned state information resources, performed by the 
authorized users of the authorities indicated above:

The institution concerned
Number of accesses made in state information systems: RSP, 

RBI, RST, RSCV, RUD via SIA «Web Access» and IOC

2018 2019 2020

Ministry of Internal Affairs 3541231 20887797 11213170

Information and Security Service 93897 78939 65180

National Anticorruption Center 96017 112235 86891

General Prosecutor’s Office 20109 24611 19985

Customs Service 28509 25551 12381

Ministry of Defence 347 2050 1002

National Authority for Integrity no information was 
requested for 2018

20740 17217

State Tax Service 3541231 3535927

Thus, in order to ensure compliance with the legislation on personal data protection, the Center 
requested those entities to submit, within 60 days, information on some aspects related to the 
operations of accessing personal data stored in the aforementioned information systems, and namely:
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– The category of subjects whose personal data stored in the information systems indicated in 

the approaches, are likely to be accessed and the type of personal data that are accessed by 
each category of subjects;

– The factual, legal grounds and purposes that usually underlie the operations of accessing 
personal data stored in the indicated information systems;

– Operations that are carried out in relation to personal data stored in the indicated information 
systems (consultation, printing and subsequent storage, copying, disclosure, combination, 
transmission, including cross-border transmission, etc.);

a) In case of subsequent printing, copying and storage operations, we request to specify the 
details of the measures implemented and aimed at preventing unintended actions, which 
may lead to destruction, unauthorized copying, loss or damage of the material on which 
the personal data are stored or taken off from the indicated information systems;

b) The terms of personal data storage that have been taken off from the indicated information 
systems;

c) For what purposes is the operation of taking personal data from the indicated information 
systems;

d) Confirmation / refutation of the information regarding the detection / identification of 
some security breaches triggered as a result of accessing, printing, copying and subsequent 
storage operations, of the personal data stored in the indicated information systems;

e) Measures implemented in order to prevent, overcome, combat and escalate security 
incidents and remedy security vulnerabilities;

– Existence of a record and evidence of persons performing operations to access personal data, 
stored in the indicated information systems;

– List of authorized persons who have the right of access to information systems;

– Whether accessing through the IOC provides the possibility to identify the persons performing 
the accesses;

– The reason for avoiding accesses through the SIC application “WEB Access” and the massive 
use of IOC

It should be noted that even in this case, the entities concerned either offered vague and 
incomplete answers or did not respond to the Centre’s request, the latter had to intervene 
repeatedly in order to gather the necessary information, fact that proves, unfortunately, the 
inefficiency / insufficiency of the measures taken by the concerned controllers in order to ensure 
the efficient keeping of the records of the operations for accessing personal data, stored in 
various state information resources, carried out by their authorized users.
Additionally, in the context of ensuring the prevention of non-compliant personal data 
processing, the Center reiterates that the lack / insufficiency of implemented measures to ensure 
the security and confidentiality of personal data, in practice, and the lack of rigorous control over 
the correctness of processing operations of the personal data carried out, may lead, imminently, 
to non-compliant processing of personal data of the data subjects concerned, ultimately leading 
to possible civil disputes with reparation of material and moral damages, imposing the Center 
to issue suspension decisions and / or cessation of personal data processing operations.

At the same time, it is necessary to mention the obligation of personal data controllers to 
review the personal data security policy and related documentation, at least once a year, as 
a result of changes or reassessments of its components, taking into account the evolution 
information technologies used for the processing of personal data, the legal regime of personal 
data protection, and the need to ensure the implementation of the principles of personal data 
protection, implicitly, till the development and functioning of automated information systems.
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Approval of normative acts

Following the provisions of Art. 32 paragraph (2) of the Law no.100/2017 on normative acts, the 
draft normative acts related to the field of personal data protection are transmitted for approval 
to the National Center for Personal Data Protection.

As a result, during the year 2020, 65 drafts of national / international normative acts were 
submitted to the Center for approval, which were examined in terms of respecting the principles 
of personal data protection, as well as ensuring the rights and freedoms of individuals in relation 
to the processing of personal data, of which:

– 9 draft international agreements / treaties;

– 3 draft normative acts on amending laws, codes;

– 53 draft normative acts of the Government and other authorities.

The percentage of opinions offered by the Center during the year 2020

It should be mentioned that the issues regulated by the normative acts submitted for approval 
were diverse, each act dealing with distinct areas and procedures that required careful study in 
order to ensure the objectivity and legality of the opinions provided. Even in these conditions, 
in most cases, when approving the draft normative acts, was determined that it is necessary to 
complete and revise the texts of those acts, being submitted objections and proposals in view 
of the need to comply with legal regulations on personal data protection. 

CHAPTER VI

APPROVAL AND ELABORATION OF THE 
DRAFT NORMATIVE ACTS
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Therefore, in relation to most of the draft normative acts analyzed, recommendations for their 
adjustment and harmonization with the legal provisions on personal data protection were 
made.

It should be noted that, compared to previous years, during the reference period there was 
an increase of about 15% of the opinions submitted to the National Authority for Personal 
Data Protection for the approval of acts corresponding to the implementation of automated 
information systems in which personal data are to be processed.

Below we present some of the most relevant drafts of approved normative acts:

– Draft Government Decision on approving the Concept of the Governmental Platform e-Learning 
and the Regulation on its use and administration, in relation to which it was proposed to link 
the concept to the regulatory framework in the field of personal data protection and inclusion 
in the text of the prescribed project of the new provisions that would ensure the observance of 
the rights of the personal data subject.

– Draft Regulation on the use, administration and development of the citizen’s government 
portal, where it was proposed to revise points 5, 7, 9, 11, 13, 19, 20 and 24 of the mentioned 
draft Regulation, based on the need to ensure security and confidentiality of personal data for 
all participants in the data exchange on the interoperability platform.

– Draft Government decision on approving measures necessary to ensure cyber security at 
government level.

– Draft Government Decision on the approval of the Concept of the Government Electronic 
Notification Service (MNotify) and the Regulation on the operation and use of the Government 
Electronic Notification Service, where it was proposed to revise the deadlines for personal data 
retention and their automated deletion in SI MNotify.

– Draft Government Decision on the approval of the Regulation on the organization and 
operation of the automated information system “E-Integrity”, where it was proposed to link the 
technical and organizational measures necessary to protect personal data against destruction, 
modification, blocking, copying, liability, as well as against other unlawful actions in accordance 
with the Requirements for ensuring personal data security when processing them in the context 
of personal data information systems.

- Draft Government Decision on the approval of the draft law on the amendment of some 
normative acts, by which was proposed, including, the amendment of the Law on personal data 
protection, more exactly art. 23, 24 and 25, by which was intended to replace the obligation 
to notify personal data processing controllers with other procedures, such as: assessment of 
the impact on personal data protection, prior consultation, appointment of the data protection 
officer. Thus, in the light of the considerations set out in Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 April 2016 on the protection of individuals with 
regard to the processing of personal data and on the free movement of such data and repealing 
the Directive 95/46 / EC (GDPR), which sets out the reasoning behind the need to repeal 
the obligation to notify the processing of personal data and replace it with certain effective 
procedures and mechanisms, the Center considered the proposal as being appropriate. 

At the same time, due to the fact that the changes proposed by the author of the draft law did 
not cover all the procedures to be implemented by the controller and the processor, following 
the exclusion of the notification, the Center came up with a series of proposals to improve the 
draft law.
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Number of requests for approval received from other institutions in 2020

Development of draft normative acts

During the year 2020, the activity of the Center on the legislative line 
was focused on the development of the draft law on amending and 
supplementing art. 27 of Law 133/2011 on personal data protection, 
which was approved by the Parliament of the Republic of Moldova on July 
9, 2020 and entered into force on August 24, 2020.

The essential condition that backgrounded the initiation of this draft law was also the urgent 
need to optimize and streamline the procedure of conducting investigations / controls on 
compliance of personal data processing by the Center, in terms of regulating a deadline to be 
proportional to the complexity of the procedure for verifying the conformity of the processing 
of personal data.

Thus, by this draft law it was proposed that the deadline for examination and resolution of the 
complaint submitted to the Center to be 3 months, having the possibility to justify an extension 
at every 30 days, depending on the complexity of the case, the volume of information to be 
obtained and analyzed, the behavior of the participants concerned, the conduct of the relevant 
authorities and the importance of the administrative procedure for the interested parties, but 
not more than 6 months.

On the other hand, this draft law included amendments aimed at informing the personal data 
subject on the situation of examination of his complaint, at the request of the latter or every 
extension, indicating the objective reasons for extending the examination period. Respectively, 
provided that personal data subject is not satisfied with the way of examining his petition, will 
have the possibility to contest the actions of the state controller who is examining his petition, 
in court or at the Center.

Another condition that preceded the development of the mentioned draft law was the urgent 
need for separation and clear organization of the responsibilities of the Centre’s employees in the 
process of examining complaints and conducting the procedure for verifying the conformity of 
personal data processing, to streamline the work process and avoid internal institutional shortages, 
as well as to regulate the possibility of delegating responsibility for issuing / signing decisions of 
the Center, besides the director, deputy director of the authority, and the authorized staff with 
control functions of the Center, according to competencies assigned by the order of the Director.

Modification of 
art. 27 of Law 

133/2011
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The establishment and development of international cooperation in the field of personal data 
protection continued to be one of the key elements in strengthening the functional capacities 
of the Center in 2020. 

Even though 2020 was a year of challenges, arising from the global epidemic situation, the 
Center sought to focus on strengthening bilateral and multilateral relations with external 
partners both within international organizations and individually. In order to achieve this goal, 
Center’s employee participated in the working meetings of the European and International 
Committees. It should be noted that due to the global pandemic situation, 2020 was a limited 
year in terms of international meetings in the format in which they took place previously. 
However, some progress has been made. During 2020, the Centre’s representatives participated 
in various conferences, meetings, and workshops.

• Plenary meetings of the European Data Protection Board

During 2020, representatives of the Center participated in the plenary meetings organized 
by the European Data Protection Board (EDPB) held in Brussels, Belgium. Among the most 
important meetings are the plenary meeting of 28-29 January 2020 and the plenary meeting of 
18-19 February 2020. 

These meetings are valuable in trying to develop mechanisms for international cooperation 
to facilitate the effective enforcement of personal data protection legislation, providing 
international mutual assistance in enforcing personal data protection legislation, including 

CHAPTER VII

INTERNATIONAL COOPERATION
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by notification, assistance in investigations and exchange of information, subject to adequate 
safeguards to protect personal data and other fundamental rights and freedoms. They provide 
the opportunity for the involvement of relevant stakeholders in discussions and activities 
aimed at enhancing international cooperation in the field of enforcement of personal data 
protection legislation, and allows for the promotion of mutual exchange and documentation 
of data protection legislation and practices, including in relation to jurisdictional conflicts with 
third countries.

The globalization of data flows requires the international strengthening of people’s rights 
to data protection. To this end, strong principles for the protection of personal data must be 
adopted, designed to facilitate the cross-border flows of personal data, while ensuring a high 
and coherent level of protection, free from gaps and unnecessarily complex. Thus, one of the 
functions of the plenary sessions of the EDPB is a structured collaboration with the other 
personal data protection authorities, which the Center’s representatives are trying to achieve.

• Plenary meetings – Council of Europe

Consultative Committee of the Convention for the protection of individuals with regard to automatic 
processing of personal data (Convention 108)

Data protection is a fundamental right protected since the 1980s by international treaties, the 
first international convention to enter into force was drafted by the Council of Europe. Data 
protection is undergoing a rethinking process not only in the European Union but also within 
the Council of Europe. Here the reforms are characterized by the protection of the citizens of the 
Member States according to the development of technology. Discussions on the modernization 
of Convention 108 have started since October 2011, with the Consultative Committee (T-PD) 
reaching the adoption in 2012 a text of the protocol of review. The Committee of Ministers 
decided to establish an ad hoc Committee on the protection of data composed of representatives 
of the Member States of the Council of Europe with a mission to complete the modernisation 
of the Convention 108 through formal negotiation of the text of the Protocol of amendment.

The process of modernisation of Convention 108 has as purposefulness its transformation into 
an international legal instrument with a universal value applicable also to the States outside 
the Council of Europe. We note that, according to the situation at the end of 2020, of the 
47 member states of the Council of Europe and 8 non-members (55 in total), the Amending 
Protocol to the Convention for the Protection of Individuals with regard to the Processing of 
Personal Data was signed by 33 states out of the total number and ratified by 10.

During the reporting period, the Center participated in two plenary meetings of the Consultative 
Committee of Convention 108, which held via videoconference. These meetings focused 
primarily on the Secretariat’s presentation on major data protection activities and developments 
in 2020, in particular on the publication of the compiled text, which contains updates provided 
by delegations, but also on the three Joint Statements issued by the Chair of the Committee of 
Convention 108 and the Data Protection Commissioner of the Council of Europe:
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a) on the right to data protection in the context of the COVID-19 pandemic (published on 30 

March 2020),

b) on Digital Contact Tracing (published on 28 April 2020) and

c) on “Better protection of individuals in the context of international data flows: the need for 
democratic and effective oversight of intelligence services (published on 7 September 2020)”

These presentations/statements made by the Secretariat or experts come to explain and clarify 
some aspects in the field of personal data protection which can be resolved only through 
effective international cooperation. In general, in view of the fast technological development 
of information processing and the development of the international data flows, it is desirable 
to establish mechanisms at the international level and to develop existing ones, which would 
allow States to inform and consult on data protection. In this regard, the plenary meetings of 
the Consultative Committee of Convention 108 come as international instruments of a regional 
nature that contribute to the development and evolution of the field of data protection.

Also during the reporting period, the representative of the Center participated in the international 
meeting on cooperation with electronic service providers, which took  place during 26 -28 
February 2020 in Tbilisi (Georgia). The meeting was organized as part of the Cyber East project, 
as a follow-up to the Cybercrime @ EAP projects, which aim to support Eastern Partnership 
countries in building and maintaining partnerships with private sector entities, mainly Internet 
service providers, to strengthen mechanisms for cooperation and trust between the private 
sector, citizens and criminal justice authorities.

• Implementation of the provisions of the RM-EU Association Agreement 

In this regard, it should be noted that during the reporting period the Center prepared and 
presented to the Ministry of Foreign Affairs and European Integration and the Ministry of 
Economy and Infrastructure the final general report on implementation of actions in the 
National Action Plan on Implementation of the Association Agreement 2017-2019. Also within 
the limits of this chapter, was made the approval of the new Association Agenda 2021-2027.

• Cooperation with European Union agencies

In accordance with the provisions of Article 19 (2) of the Cooperation Agreement between the 
Republic of Moldova and Eurojust, according to which the Data Protection Officer of Eurojust 
and the Data Protection Authority of the Republic of Moldova shall report to each other, at 
least once a year, on the implementation of the provisions of the Agreement, was send to 
Eurojust the information regarding the activity of the Center and the implementation of the 
legal provisions of personal data protection, as well as the collaboration with the General 
Prosecutor’s Office.

We mention that the cooperation with Eurojust represents a key point in the development of 
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relations of international legal assistance in criminal matters in compliance with the European 
standards and in the sense of European integration vector of the Republic of Moldova.

This allows Eurojust to support, through the various modern mechanisms at its disposal, efforts 
to prevent, counter and prosecute a number of serious violations, as well as to support the law 
enforcement agencies of the Republic of Moldova.

• Cooperation with European Data Protection Authorities

During 2020, the Center requested the opinion and experience of several Data Protection 
Authorities of the member states of European Union such as Romania, Austria, Belgium, Bulgaria, 
Italy, France, Germany, Greece, Spain, Portugal, Netherland, etc., on the use of video surveillance 
cameras in prisoners’ cells. This request occurs as a result of multiple addresses regarding the 
legality of the use of video surveillance cameras (CCTV) installed in the cells of detainees in 
penitentiaries and / or in pre-trial detention facilities under the auspices of the police. The 
purpose of this approach was to take over the good European practices, as well as to apply the 
legal normative framework in solving the problems related to the video surveillance installed 
in the cells of detainees. To this end, the DPAs were asked to share their experience on the 
following topics:

− Is it allowed to use video surveillance cameras (CCTV) installed in detainees’ cells in prisons 
and / or in remand centers?

− Which normative / legislative acts regulate the legal basis of their use?

− What are the stated purposes of using video surveillance cameras (CCTV) in these cases?

− What is the allowed period of storage of the information held?

− Under what conditions can CCTV images be disclosed to third parties?

− If the rights of the data subject concerned may be restricted, in this case, the rights provided 
by Convention no. 108, GDPR and / or Directive 680/2016, in particular, can data subjects 
object to the personal data processing via CCTV?, etc.

The information already received from DPAs on the exposed topic, as well as the one being 
received by the Center, is / is to be systematized in order to study the good practices and to 
decide further on their applicability at national level.

International Projects

During 2020, the Center applied and received support in several international projects, as 
follows:

Programme Erasmus+

NCPDP participated in the Call for Proposals 2020 — EAC/A02/2019 Erasmus+ Programme 
Key Action 2 (KA2) — Cooperation for innovation and the exchange of good practices Capacity 
building in the field of higher education. Within the above-mentioned call, it has proposed 
to carry out the following Project: EU digital career opportunities via data protection training 
for people with disadvantaged backgrounds. The overall objective of the project is boosting 
entrepreneurship of people with disadvantaged backgrounds via tailor-made approach, based 
on best practices for demonstrating compliance with the EU data protection legal framework. 
Under the Erasmus + Program, the Center participated as a member of a consortium together 
with partners from Bulgaria, Italy, Greece and Poland.
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TAIEX project – the Technical Assistance and Information Exchange instrument

TAIEX  
project  

obtained

Mass media

Public health

• “The right to freedom of expression and personal data protection in the context of 
possible global challenges! (COVID - 19 pandemic) ”

• “Processing and protection of personal data in the field of public health in the context of 
possible global challenges! (COVID - 19 pandemic) ”

In the context of a global pandemic, namely the fight against COVID-19, appear more and 
more legal questions regarding the use and disclosure of health data by media representatives 
in accordance with the provisions of GDPR. To this end, the NCPDP has planned to organize 
an international conference “The right to freedom of expression and personal data protection 
in the context of possible global challenges! (COVID – 19 pandemic)”, for media representative’s, 
the purpose of the conference being to present information, examples of good practice and 
innovative solutions for the purpose of establishing the right balance between freedom of 
expression and the right to privacy, as well as to exchange experiences between the parties. 
The application to the mentioned project was made through the online platform TAIEX, but in 
the end, the project was not accepted.

In the field of public health, Center applied in 2020 and received support 
from the TAIEX project in organizing the workshop “Processing and 
protection of personal data in the field of public health in the context of 
possible global challenges! (COVID – 19 pandemic)”. 

The aim of the workshop is to strengthen and enhance the skills of public 
health representatives on possible challenges that may arise globally 

(in the context of the pandemic COVID – 19), while respecting the fundamental rights and 
freedoms of individuals on personal data protection when the processing is necessary for 
reasons of public interest in the area of public health as well as the adoption of good practices 
based on relevant case law; setting a balance between the processing, storage, and disclosure 
of health data and the right to privacy; promoting clarity and specialized analysis, oriented 
towards the provisions of the law on data protection in the specific field of application – that 
of health; familiarization of medical representatives with the new challenges related to the 
processing of personal data. 

The event will be organized for representatives of the Ministry of Health, Labor and Social 
Protection as well as medical institutions, the Ministry of Justice, the Ministry of Internal Affairs 
and the General Inspectorate of Police. Personal data protection experts from Croatia, Slovakia 
and representatives of the Center, will moderate the event. Based on the global situation of 
the SARS-COV – 2 pandemic, the event will take place online at the end of January 2021 for 
approximately 300 people, from three different regions: Central, North and South.
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In 2020, the Center continued its training and awareness-raising activities. The reference period 
was marked by the COVID-19 pandemic, which influenced the number of training activities. 
For the same reasons, in 2020 most of the training and awareness-raising activities took place 
online.

In 2020, the trainings were organized for both the public and private sectors, especially in 
Chisinau. Even if these activities took place online, the participants showed an increased 
interest in the desire to strengthen their knowledge in the field of personal data protection and 
to comply with the activity related to the processing of personal data to the legal provisions in 
the field. 

Raising awareness actions

The main information and awareness-raising activities of the society on the importance of 
personal data protection field carried out by the Center 
during the reporting period:

– On January 17, 2020, representative of the Center, 
trainer certified by the European Union Twinning Project, 
promoted a dialogue of free discussions with the students 
of the Law Faculty of the Free International University of 
the Republic of Moldova, third year, on the topic “Personal 
data protection for the young audience: awareness, principles, 
necessity, risks and challenges”. About 50 students 
participated in discussions.

– On January 28, 2020 – for the Data Protection Day, the 
Center organized, for the first time, a public 
event for parents and children entitled 
“Protect your child in the online environment”. 
The event was organized in collaboration 
with General Police Inspectorate, 
“Moldcell” – mobile network operator, 
Public Association “Solidary Parents” and 
General Department for Education Youth, 
Sport and Culture. The event gathered 
about 60 parents, including children, from 
the parent committees and students from 
primary, secondary and general educational 
institutions, Botanica sector.

– On January 29, 2020 – The Center continued the round of events dedicated to Data Protection 
Day, by organizing the information event for students – “The right to access of information 

CHAPTER VIII

TRAINING AND AWARENESS ACTIVITIES
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and the right to privacy” with the 
participation of students of the 
Faculty of Law, ULIM and Faculty 
of Journalism, SUM, including, with 
the participation of civil society 
representatives – Promo-Lex, 
Center for Legal Resources, Center 
for Journalistic Investigations, etc. 
The event was attended by 14 
participants.

In the context of awareness-raising 
activities on the importance of 
personal data protection, with 
support of the EU Twinning project 
“Capacity Building of the National Center for Personal Data Protection” funded by the European 
Union, various information materials were developed for different categories of data subjects 
(including minors, parents) as well as personal data controllers. The informative materials 
were used during 2020 in the multiple activities organized by the Center, they aim at both 
the information about the rights of the data subjects and their responsibility for the compliant 
processing of personal data, as well as the legal assurance of personal data processing by 
controllers. Some models of information materials can be viewed in the appendix section of 
this report.

Training activities

During the period January-December 2020, the Center held 7 working meetings with 
representatives of public and private institutions on issues related to: assistance in developing 
codes of conduct in various areas of activity, examination of sectoral laws, guidance and 
consulting, etc.

At the same time, the representatives 
of the Center organized 4 trainings 
which were attended by about 500 
participants from Chisinau and 
districts of the Republic of Moldova.

– On February 27, 2020, at 
the invitation of the Center for 
International Police Cooperation, 
the employees of the Conformity 
Department of the Center held a 
training meeting of the staff of 
the Center for International Police 
Cooperation.

– On June 4, 2020, at the invitation of the Congress of Local Authorities of Moldova (CLAM) 
leadership, the representatives of the Center had a speech at the webinar for secretaries of 
local councils, members of the Network of Secretaries of CLAM, on “Development of security 
policy and the Regulation on the processing of personal data under the LPA”. About 85 secretaries 
of local councils attended the webinar.



www.datepersonale.md112

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA
TR

A
IN

N
IN

G
 A

N
D

 A
W

A
RE

N
ES

S 
A

C
TI

V
IT

IE
S

VIII
– On July 27, 2020, at the request of the Training Center in the Field of Labor Relations, the 
representative of the Center participated as a trainer, moderating a seminar on personal data 
protection.

– On November 17, 2020, the Center organized a training on personal data protection at the 
request of the Training Center in the Field of Labor Relations. About 150 people – from schools, 
kindergartens, gymnasiums, but also employees in the medical field, attended the event. The 
training took place online.

Center activity highlighted in the media

At the beginning of 2020, the new website of the Center was launched www.datepersonale.
md, which is an important achievement for both the institution and society in general, or it 
is an indispensable source of information that facilitates users’ access to all the information 
regarding the activity of the National Authority for the control of personal data processing, as 
well as the news related to the field of data protection at national and international level.

The Centre’s current website is innovative and meets all current technical and organizational 
requirements and needs. It should be noted that this achievement was 
possible thanks to the support provided by the EU Twinning Project 
“Capacity Building of the National Center for Personal Data Protection of 
the Republic of Moldova” funded by the European Union.

During 2020, were developed and published on the Centre’s website 
www.datepersonale.md. – 80 media articles. At the same time, during the 

reference period, the Center developed and published four quarterly newsletters, including 
statistical information about the Centre’s activity, as well as useful and current information at 
national and international level in terms of personal data protection.

During the reference period, about the activity of the Center was mentioned in about 70 media 
articles. The figure has halved from the previous year amid the pandemic crisis, which has led 
to the suspension of several events of the Center. Among the media sources that covered the 

activity of the institution were: Agora, Moldpres, TVR Moldova, Moldova1, 
Bizlaw, Sputnik Moldova, privesc.eu, Agenția de știri – Info Prim Neo, 
Curentul.md, Noi.md, tribuna.md, Radio Chișinau, democracy.md, Ziarul 
Moldova Suverană, publika.md, TV8.md, jurnal.md.

The increasing interest of the citizens towards to the activity of National 
Authority for personal data protection is also deduced from the online 

environment. In context, the official Facebook page of the Center – www.facebook.com/CNPDCP, 
according to the posts, it registers about 1500 visitors, monthly. The number of followers it is 
also on the rise – 2338 with 37% more in 2020 compared to 2019.

49034
Views on the 

NCPDP website 
in 2020

14712
Views on  

Facebook/
NCPDP in 2020
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The staff is the most valuable resource of the Center, which actively contributes to increase the 
efficiency and effectiveness of the institution. Thus, the support, stimulation and appreciation 
at the fair value of the employed staff are the essential factors for maintaining a positive 
organizational and psychological climate at work.

The National Authority of personal data processing carries out its activity through the staff that 
ensures the achievement of the public interest in the field of competence, namely, officials of 
public dignity, civil servants and auxiliary staff.

The director and the deputy director exercise functions of public dignity that fall under the 
incidence of Law no. 199/2010, and the activity of civil servants is regulated by Law no. 158/2008 
on the civil service and the status of the civil servant. The rights and responsibilities of auxiliary 
staff are set out in labor law.

When performing the tasks, the staff of the Center takes into account the public interest in the 
field of personal data protection, in accordance with the provisions of the Law on personal data 
protection no. 133/2011.

According to Law no. 182/2008, the 
structure of the Center consists of 8 
structural subdivisions, and the limit 
staff is 45 units which are distributed as 
follows:

• 2 functions of office holders (director 
and the deputy director) ; 

• 42 public functions; including 11 
– management functions and 31 – 
execution functions; 

• 1 – Auxiliary staff (driver).

Thus, on December 31, 2020, the total 
number of the Centre employees 
constituted 35 staff units, with an occupation rate of only 77, 8%, of which:

• 2 functions of office holders;

• 32 public functions; including 11 – management functions; 21 – execution functions of 
which 16 are inspector (main state inspector – 4, senior state inspector – 4, state inspector 
– 8), 3 consultants (main – 1, senior – 1, consultant – 1) and 2 main specialists;

• 1 – Auxiliary staff (driver).

CHAPTER IX

HUMAN RESOURCES MANAGEMENT 
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Thus, compared to the previous reporting year, the occupation rate of positions increased by 
approximately 3.8 percentage points.

Degree of employment with staff in the period 2018-2020

Year Approved units Effectively, employees Share, %

2018 45 32 71

2019 45 33 73

2020 45 35 77,8

The Center has advocated and continues to advocate for a policy of gender equality and equal 
treatment between men and women in the process of recruiting and managing human resources. 
However, out of the total number of employees, at the end of the reference period, the share of 
men was 40%, and that of women, respectively, 60%.

In this context, the diagram below shows that the share of women is higher than that of men, 
both in the performance of executive and managerial positions.
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The staff of the Center is relatively young, and the average age of employees in 2020 was 36 
years. As in the previous year, in the structure by age categories, the highest share of people 
aged between 35-45 years (40% of the total) and those aged 25-35 (31.4% of total).

The employment of young specialists within the Center is a continuous phenomenon, positively 
influencing the structure of the age profile of the staff, and only this fact, unfortunately, does 
not bring a positive influence on the activity of the authority. Thus, there is an increase in the 
share of employees under the age of 25, which is 5.7% of the total number of employees, being 
twice as high compared to 2019. The other age groups had lower weights.

Center staff by age categories

Year 2020 Total effective 
persons

Functions  
of office holders

Public manage-
ment positions

Public execu-
tion functions

Auxiliary 
staff

Number of persons 35 2 11 21 1

• < 25 years old 4 – – 4 –

• 25-35 years old 11 – 1 10 –

• 35-45 years old 14 1 7 6 –

• 45-55 years old 4 1 2 1 –

• 55-63 years old 1 – 1 – –

• 63 years old < 1 – – – 1

The youngest employee in 2020 was 24 years old and the oldest corresponding – 65 years old.

The recruitment policy of the Center aims to ensure the optimal need for staff based on the 
principles of open competition, transparency, equal opportunities and professional merit. These 
principles are necessary for the recruitment of staff who will achieve the objectives proposed 
by the authority in the future.

During the reference period, were organized and held 8 contests for filling the vacant public 
positions, out of which 2 extended competitions.

Here it should be underline that 4 contests were suspended for a period of more than 2 months, 
in connection with the establishment of the state of emergency situation in public health, 
in the Republic of Moldova, based on the epidemiological situation both in the country and 
worldwide, as well as in order to implement measures to prevent and control new type of 
Coronavirus infection (COVID-19), after being resumed.

In 2020, 11 vacant and temporarily vacant public positions were put up for competition, out of which 
1 management position and 10 executive positions, such as: 1 position of Head of Information 
Service, Media Communication and e-Transformation, 4 positions of state inspector in the Conformity 
Department, 2 positions of inspector in the Prevention, Surveillance and Evidence Department, 1 
consultant position in the External Relations and European Integration Department, 1 consultant 
position in the Human Resources Service, 1 position of main specialist in the Documentation 
Service and Archivist and 1 position of internal auditor in the Internal Audit Service.

For participation in competitions were submitted 68 candidates’ files. In order to ensure the 
transparency of the contest organization process, the information on the organization and 
conduct of the contests was published on the institution’s website (www.datepersonale.md) 
and on the government website (www.cariere.gov.md).
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Therefore, as a result of the competitions held, 9 people were hired, of which 7 were civil 
servants debutants. During the reporting year, 3 civil servants debutants were confirmed in 
public functions, obtaining the qualification “good” when evaluating the activity spend of the 
probationary period, at the same time being awarded the qualification degree “counselor of the 
class III “. It should be mentioned that the other 4 civil servants debutants are to be evaluated 
and, as the case may be, confirmed in the public positions held, in the first semester of 2021.

As in previous years, the Center faces the problem of the lack of an internal auditor. Already 
for several years, starting with 2017, the internal audit function was permanently exposed to 
competition, but without results, due to the lack of candidates, due to the disproportionate 
correlation between the salary level, related to the workload and responsibilities requested in 
the job description.

At the same time, it should be mentioned that the competition for filling the vacant public 
position of consultant in the Human Resources Service was canceled, because the winner of the 
competition refused to enter the public position, the reason being the unattractive salary. In 
2021 this contest will be resumed.

At the same time, it should be specified that, on the basis of merit, 4 employees were promoted 
to senior positions, 2 civil servants were transferred to other subdivisions of the Center, for 
service purposes and 2 civil servants ensured and continue to provide up to currently the interim 
of 2 management positions, during the suspension of the service relations of the incumbents.

In 2020, there is a lower staff turnover compared to 2019, the number of people whose 
employment relationships ended was 6, compared to 8 in the previous year, of which 2 persons 
transferred to other public authorities, and the other 4 resigned upon request.

It should be mentioned that the staff turnover with tasks and control attributions within the 
Center are maintained this year as well, thus registering a share of 50% of the total number of 
resigned. This increase was caused by the level of irrelevant pay in relation to the complexity of 
the activity of verifying the legality of the personal data processing.

Fluctuation phenomenon at a very high level, which increases the risk of loss of institutional 
memory and distortion of the work of the institution, is determined by shortcomings in 
legislation on wages. Thus, the reference salary of the Centre’s employees is approximately 50% 
lower compared to the salary granted within other entities in the budgetary sector with similar 
activities and competencies.

Moreover, after investing considerably in the good professional training of employees, in raising 
the level of knowledge, skills and job skills required, especially in the field of competence, 
employees decide to go to other public authorities for a more attractive salary. As an example, 
currently, 3 of the former employees of the Center work within the National Integrity Authority, 
a much more attractive entity in terms of salaries offered to its employees.

An important element in the human resources management policy is the trend of continuous 
professional development of employees. In this regard, the annual professional development 
plan was developed, according to which the employees of the National Authority for Personal 
Data Protection attended 5 internal training courses and 17 external training courses. Thus, the 
number of training hours of the participants was 474 astronomical hours.

The continuous professional development of the civil servants within the Center in the reference 
year was mainly achieved at the Academy of Public Administration, through training activities 
carried out less normally than in previous years, in connection with the situation caused by the 
COVID-19 pandemic.

Thus, the professional development courses took place in different formats:
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• In the classroom (off-line);

• Remote (online);

• mixed: distance through the “e-Learning Platform”, as well as with the physical presence on 
the last day of the course at the Academy of Public Administration.

At the Academy of Public Administration, which is the provider of training services and the 
center for promoting state policy in the field of professional development of civil servants of 
all levels, 18 employees of the Center participated in 16 professional development courses, 
obtaining professional development certificates in the following competencies: Professional 
integration in public office, Professional ethics and integrity, Efficiency of professional activity in 
public administration, Development and coordination of draft regulations, Conflict management, 
Public service management, Strategic and operational planning in public administration, Effective 
management of stress at work.

At the same time, 2 employees of the Center participated in the Workshop entitled “Cyber 
Incident Management”, organized by P I. “Information Technology and Cyber Security Service” in 
partnership with I.P. “Electronic Government Agency” and the Estonian e-Government Academy.
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A strong emphasis in 2020 was on internal employee training. Thus, in the context of the global 
pandemic, the Center’s management periodically trained staff on key measures in the prevention 
and mitigation of COVID-19 infection in the workplace. In this regard, has been developed a 
guide with concrete rules to help employees to maintain their health and safety at work.

Similarly, it should be noted that general introductory training in occupational safety and 
health, including new employees, was also provided. Likewise, during the reference period, 
other internal professional development courses with various topics were carried out, such as: 
“use of electronic signature”, “use of the Centre’s website (www.datepersonale.md)”, etc.

During the reporting year, for the efficient exercise of the attributions, special merits in activity, 
manifestation of the spirit of initiative and special contribution in accomplishing specific tasks, 
for long and impeccable activity within the institution, as well as on the occasion of the Civil 
Servant’s Day, an employee of the Center was awarded the Government Diploma.

In order to ensure an efficient management of human resources in 2020, 391 internal 
administrative acts were elaborated, related to the labor relations of the employees, as well as 
a series of internal documents that regulate the activity of different commissions, such as: Gift 
evaluation and record commission, Discipline commission, etc.
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The budget of the Center was elaborated according to the provisions of the Public Finance Law 
and the budgetary-fiscal responsibilities no. 181/2014 and the rules established by the Ministry 
of Finance. According to the Law on the State Budget 2020 no. 172 /2019, for the Center was 
approved the total budget of 7 907, 9 thousand MDL, the general resources component.

At the same time, by Government Decisions no. 854/2020 and no. 896/2020 on amending the 
Law on the state budget for 2020, the Centre’s allocations were increased by 70.0 thousand 
MDL and, respectively, with 200,0 thousand MDL, in order to partially cover the expenses for 
the implementation of the provisions of Law no. 270/2018 on the unitary salary system in the 
budgetary sector, in the chapter “labor remuneration”, as well as for paying the annual award to 
the staff from budgetary units for activity results in 2019, established by Government Decision 
no. 811/2020.

In addition, they allocated to the Center financial means in the amount of 208.0 thousand MDL 
for granting the single allowance to employees infected with COVID-19 during the exercise of 
their duties, in accordance with Law no. 69/2020 on the establishment of measures during the 
emergency period in public health, according to Government Decision no. 895/2020.

Thus, the specified budget of the Center for 2020 constituted 8,385.9 thousand MDL.

Analysis of budget allocations for 2020

As of December 31, 2020, the Centre’s budget was executed in the amount of 7 583, 3 thousand 
MDL, which constitutes 90, 4% of the specified budget, being increased compared to the period 
2017-2020.

CHAPTER X

ECONOMIC-FINANCIAL ACTIVITY
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The financial means allocated from the state budget were directed to cover the expenses 
necessary for the maintenance of the activity of the National Authority for Personal Data 
Protection in the following directions:

Execution of expenses in 2020 (thousand MDL)

Approved Approved Specified Executed Executed compared to specified (%)

Staff expenditure 5719,2 5989,2 5946,3 99,3

Goods and services 1586,7 1091,7 775,6 71,1

Social payments 60,0 253,0 249,1 98,5

Non-financial assets, inclusive: 542,0 1052,0 612,3 59,0

fixed assets 217,0 807,0 413,1 51,2

stocks of circulating materials 325,0 245,0 199,2 81,3

TOTAL 7907,9 8385,9 7583,3 90,4

In the structure of expenses, the largest share is held by “staff expenditure”, but it should be 
specified that the financial means allocated in the amount of 5,719.2 thousand MDL were 
insufficient to remunerate the work of employees, as well as to pay the annual award for the 
results of the activity from 2019. Thus, as a result of submitting the corresponding approach to 
the Ministry of Finance, the specified allocations amounted to 5989,2 thousand MDL.

The budget specified in the chapter “goods and services” amounted to 1 091, 7 thousand MDL. 
The expenses executed in this category were of 775, 7 thousand MDL, forming an unused balance 
in the amount of 316, 0 thousand MDL. This has led to savings in rental services, business travel 
and other services.

In the chapter “social payments” were initially approved allocations in the amount of 60, 00 
thousand MDL. However, following the allocation of financial means from the Government’s 
reserve fund in the amount of 208, 0 thousand MDL (payment of the single allowance to 
employees who became infected with COVID-19 during the exercise of their duties), the specified 
allocations increased to 253, 0 thousand MDL.

With the change of the structure of the Center and the increase in 2017 of the staff limit, there 
was a need to expand the workspace, which was achieved only in the middle of 2020.

Budget execution in the period 2017-2020
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In this sense, the Center received in use additional space located on the fourth floor of the 
headquarters where it operates, in order to ensure the optimal conditions for the proper conduct 
of business and the performance of basic duties. Thus, goods (furniture, computer technology, 
etc.) were purchased, expenses reflected in the chapter “non-financial assets”.

In accordance with the Government Decision no. 1419/2016, the public procurement Plan for 
2020 of the institution was developed and published on the website of the Center: https://
datepersonale.md/wp-content/uploads/2020/02/Planul-de-achizitie-2020.pdf.

In order to carry out this plan, during the reference period, 35 public procurement contracts 
were concluded, of which:

– 34 low value contracts for the purchase of goods and services;

– 1 contract through the negotiation procedure without prior publication of a notice of 
participation, related to the technical administration services of SIA “Register of evidence of 
personal data controllers”.

It should be mentioned that, point 11 letter f) of the Government Decision no. 883 of 25.11.2011 
regarding the approval of the Technical Concept of the automated information system “State 
Register of personal data controllers”, stipulates that S.I. “Special Telecommunications Center”, 
currently I.P. The “Information Technology and Cyber Security Service” has the quality of an 
entity that will provide the assistance and technical means necessary for the implementation 
and operation of the Register, will represent the entity that will take over the IT solution and 
will assist the implementation and administration of this IT system.

All contracts were registered with the State Treasury.

It should be noted that, at the conclusion of low value contracts, factors such as: the timeliness 
of expenditure and the lowest price criterion, together with carefully established technical 
requirements, were taken into account, which led to the efficient use of financial resources 
allocated to the Center.

The application of public procurement procedures ensured the contracting of qualified and 
experienced economic controllers in the field of execution of public procurement contracts.

All procurement contracts concluded to ensure the needs of the Center were executed in full 
and on time.
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PROBLEMS AND OBJECTIVES

Problems faced by the Center

Regrettably, over several reporting periods already reveals the same spectrum of concerns / 
issues faced by the National Authority for Personal Data Protection. It should be noted that 
the major concerns reflected from year to year, including in the activity reports of the Center, 
generate increasing impediments both in the institutional and organizational activity and in 
the development of personal data protection field at national level. However, given that solving 
the pressing problems facing the Center is largely beyond the competence of this authority, it 
becomes even more difficult to ensure the development of the area of competence.

In this sense, the legal, institutional, perception and applicability issues, which require a rigorous 
solution in order to overcome the stagnation of personal data protection field at national level, 
are the following:

• disparity between the national legal framework in the field of personal data protection and the 
new regulations existing at European level, namely, Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard 
to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC and Directive (EU) 2016/680 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the processing of personal 
data by competent authorities for the purposes of the prevention, investigation, detection 
or prosecution of criminal offences or the execution of criminal penalties, and on the free 
movement of such data, and repealing Council Framework Decision 2008/977/JHA.

• discriminatory salary level of the civil servants within the Center as compared to the one provided 
to other supervisory bodies, with similar status, and taking into account the specific activities 
that undoubtedly presume the processing of personal data, are subject to verification of 
legality of data processing by the Center. As example may be mentioned the following entities: 
Security and Intelligence Service, Ministry of Internal Affairs, Prosecutor’s Offices, National Anti-
Corruption Center, National Integrity Authority, Anti-Money Laundering Service, etc.;

• the small number of employees of the Center according to the staffing of 45 units, in relation 
to the increasing workload, especially in the basic subdivisions of the authority: the General 
Department for Surveillance and Conformity, the Legal Department, especially in the context of 
investing recent years with multiple additional responsibilities (for example through: the Law 
on electronic communications, the Law on the prevention and combating money laundering and 
terrorism financing, the Law on the prevention and combating of terrorism, etc.), without being 
created / assured and reliable institutional mechanisms for carrying out the prescribed tasks;

• staff turnover and insufficiency/lack at national level of qualified specialists in personal data 
protection field;

• the inefficiency and insufficiency of the coercive levers for the unlawful processing of personal 
data, the reason being the double, contradictory and susceptible character of the procedures 
for examining the findings resulting from the checking lawfulness of the processing of personal 
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data, manifested by doubling examination in court, in the same period, the same documents and 
findings issued by the Center, both in administrative order and in contravention procedure. Or, 
the decisions issued by the Center according to art. 27 of the Law on personal data protection, 
which establishes a violation of the legal provisions in the field of personal data protection, 
on the one hand are subject to challenge in administrative litigation order, and on the other 
hand, they serve as a basis for establishing the contraventions facts and the preparation of the 
minutes regarding the contravention, which is sent for examination in the court. Thus, besides 
the fact that for committing the same act / violation, the controller is subject to liability / 
sanction 2 times – circumstances contrary to the principles of individualization and subject to 
liability, there are also situations in which, same controller, for the same offense, in contravention 
order the controller was convicted by the court, while, in administrative contentious order, he 
was declared innocent, with the annulment of the Center’s decisions or vice versa. However, 
the situation described is even more bizarre considering the fact that in both cases (the 
contravention procedure and the administrative contentious procedure) at the base there was 
the same decision to find the infringement committed in the processing of personal data. In 
this context, the existence of such contradictory procedures led, in some cases, in determining 
the inefficiency of the actions taken by the Center to counteract non-compliant data processing 
and to prevent the committing of other violations concerning the right to the inviolability of the 
intimate, family and private life of personal data subjects. However, the circumstances described 
are even more bleak and disarming for the National Authority for the control of personal data 
processing, taking into account the number of employees of the Centre sub-divisions, which is 
minimal in relation to the excessive volume of work.

• abusive use, in particular by representatives of public authorities, of the legal provisions in the field 
of personal data protection, the alleged argumentation of the refusal to present the requested 
information through the realization of the right of access to information;

• lack of mechanisms, procedural guarantees and effective control in the case of law enforcement 
bodies when carrying out special investigative measures, which would ensure a fair balance 
between the interest of the prosecuting body to accumulate certain evidence and the rights of the 
personal data subjects concerned. For example, there is no record of the fact whether personal 
data subjects who have been subjected to special investigative measures have been granted 
the right to be informed in this regard or if it was restricted informing them and the reasons 
that led to the postponement of informing, etc. However, at present there is no mechanism for 
post-factum information of personal data subjects on their telephone interception or on the 
conduct of other special investigative measures against them, or the obligation to exercise 
the rights of personal data subjects, once with the exhaustion of the purpose for which these 
rights have been restricted (the right to information, access to data, etc.) is provided both by 
art. 15 of the Law on personal data protection as well as by the legal provisions specific to 
the field of activity (Criminal Procedure Code, Law on the special activity of investigations, 
etc.). In this context, it is worth mentioning the non-existence of an electronic register of 
telephone interceptions, electronic communications or other special investigative measures, 
such as wiring, etc., the establishment of which would be an effective solution to overcome the 
deficiencies indicated above. The more detailed information on the given topic is highlighted 
above, in the section Activity for the prevention of non-compliance of personal data processing;

• the huge number of personal data access operations stored in state automated information 
resources, carried out in the absence of a legal purpose and basis, in particular by employees of 
law enforcement agencies, as well as the lack or insufficiency of measures necessary to implement 
in order to keep efficient records of personal data processing operations. More information 
regarding the aspect of tests is reflected above, in the section Activity for the prevention of 
non-compliance of personal data processing.
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Objectives for the year 2021

The basic objectives of the Center for the year 2021, but without limiting those described 
below, will focus on:

• ensuring compliance of the national legal framework in the field of personal data protection 
with the new regulations at European level, by approving by the Parliament of the Republic 
of Moldova in final reading two draft laws: on personal data protection and on the National 
Center for Personal Data Protection. At the same time, following the achievement of the 
objective, it is necessary to elaborate and implement the normative and internal framework 
related to the implementation of the new legal provisions;

• ensuring the salary increase of the Center’s staff, linked to that provided for other control 
bodies of similar status, which, having regard to the specific nature of the activity, are subject 
to verification of the data processing legality by the Center;

• increase of the staff limit of the National Authority for the control of personal data processing, 
in relation to the workload and competencies assigned to the Center, or, based on the current 
specifics activity, for a good development of legal competencies it is necessary to increase 
staff up to 150 units;

• further fulfilling of the Action Plan for the implementation of the Association Agreement 
Republic of Moldova – European Union;

• continuation and enhancement of actions to raise awareness of the importance of personal 
data protection, both from the point of view of respecting the rights of the data subjects 
and from the perspective of ensuring the implementation of the obligations related to the 
personal data controllers;

• contributing to raising the level of correct interpretation and compliance with the legal provisions 
in the field of personal data protection by the actors involved in the processing of personal 
data, including by ensuring the balance between the legal provisions related to the rights of 
access to information, the freedom of expression and the personal data protection; 

• contributing to the creation of an uniform judicial practice on the application of provisions of 
legislation on personal data protection;

• raising awareness the development partners in carrying out joint projects, in order to ensure 
the adequate level of personal data protection in the Republic of Moldova.


