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RAPORT DE ACTIVITATE PENTRU ANUL 2020

INTRODUCERE

In scopul informdrii societdtii despre evolutia domeniului protectiei datelor cu caracter personal,
Centrul National pentru Protectia Datelor cu Caracter Personal al Republicii Moldova (Centrul)
prezintd Raportul de activitate pentru anul 2020.

Anul 2020 a fost unul specific in special pentru domeniul protectiei datelor cu caracter personal,
in aceastd perioadd protectia datelor a necesitat o atentie sporitd din partea intregii societdati ca
urmare a pandemiei provocate de COVID -19 la nivel global.

Pandemia a impus aplicarea de mdsuri rapide si eficiente in diferite domenii de activitate, determindnd
utilizarea sporitd a tehnologiilor digitale. Utilizarea celor mai noi tehnologii informationale pentru
comunicarea la distantd, munca sau studiile la distantd a devenit noul ,normal” in viata cotidiand
a societdtii. Or, acest salt in digitalizarea vietii noastre necesitd o protectie sporitd a datelor cu
caracter personal.

Chiar dacd pandemia a avut impact inclusiv asupra activitatii Centrului, conditiondnd imposibilitatea
desfdsurdrii sau amandrii unor activitdati planificate, precum si diminudnd nesemnificativ numdrul
activitatilor efectuate, reflectate in prezentul raport, perioada de referintd este marcatd de multiple
realizdri, fiind axatd pe implementarea continud a prevederilor legislatiei ce reglementeazd domeniul
protectiei datelor cu caracter personal, exercitarea optimd a atributiilor legale de supraveghere
si control al conformitatii prelucrdrilor de date cu caracter personal, examinarea si solutionarea
plangerilor si sesizdrilor primite si verificdrilor din oficiu a unor aspecte legate de prelucrarea datelor
cu caracter personal, in scopul asigurdrii respectdrii principiilor de protectie ale acestor date de cdtre
operatorii din domeniul public si privat, elaborarea si avizarea proiectelor de acte normative cu
incidentd in acest domeniu, consolidarea cooperdrii interne si externe in domeniul protectiei datelor
cu caracter personal.

La fel, raportul reflectd problemele si preocupdrile prioritare, situatia din domeniul protectiei datelor
cu caracter personal, oferd recomanddri si opinii ale Centrului, precum si exemplificd un sir de incdlcdri
constatate de Centru in cadrul activitdtii desfdsurate iar, pentru asigurarea confidentialitdtii datelor
cu caracter personal devenite cunoscute in cadrul exercitdrii atributiilor de control, in conformitate
cu prevederile art. 29 si art. 31 din Legea privind protectia datelor cu caracter personal, acestea sunt
depersonalizate in scopul neadmiterii ingerintei in viata privatd, precum si imposibilitdtii asocierii
lor cu o persoand identificatd ori identificabild.

Cu respect,

) f
/) /
C L et
= ~

Eduard RADUCAN

Director al Centrului National pentru
Protectia Datelor cu Caracter Personal
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PREZENTARE GENERALA

PREZENTARE GENERALA

CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

Anul 2020 in cifre

ADRESARI/PLANGERI
11191 documente de corespondenta:
5115 intrate
4564 iesite

679 interne
833 petitii

ACTIVITATEA DE SUPRAVEGHERE
1472 notificari examinate
504 operatori inregistrati

710 sisteme de evidenta
inregistrate

762 decizii de refuz

INFORMARE S| PROMOVARE

2030 consultatii pentru operatorii de date
14712 accesari contul Facebook/ CNPDCP
49034 vizualizari pe site-ul CNPDCP

80 comunicate/articole pe pagina web

RESURSE UMANE

35 angajati, din efectivul de 45
8 concursuri desfasurate

9 persoane angajate/7 debutanti
6 persoane au demisionat

ol

21 cursuri de instruire

ACTIVITATEA DE CONTROL
303 controale initiate
170 fapte contraventionale constatate

125 procese-verbale intocmite  controlul
de protectia datelor:

43 decizii suspendare/incetare/
stergere

ACTIVITATEA DE REPREZENTARE
TN INSTANTELE DE JUDECATA

777 sedinte de judecata:
470 in ordinea contraventionala
307 in contencios administrativ

Repartizarea Bugetului CNPDCP
pentru anul 2020
(mii, lei)

# Cheltuieli de personal ~ ® Bunuri §i servicii

= Active nefinanciare Prestatii sociale
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RAPORT DE ACTIVITATE PENTRU ANUL 2020

CAPITOLUL |

EXAMINAREA ADRESARILOR
INAINTATE CENTRULUI

Tn anul 2020, Centrul a examinat 11191 documente de corespondentd. Aceasta cifra denota
cresterea constanta pe parcursul anilor a numarului tot mai impundtor de adresari inaintate
autoritatii spre examinare.

Astfel, chiar daca anul 2020 a fost marcat de pandemia de COVID-19, care a avut impact inclusiv
asupra activitatii Centrului, si fn acest an se constata tendinta in crestere atat in partea ce vizeaza
subiectii de date cu caracter personal in dorinta de a-si exercita drepturile prin fnaintarea
plangerilor asupra pretinselor neconformitati la prelucrarea datelor, cat si a operatorilor de
date cu caracter personal in intentia de a se conforma obligatiilor prescrise de Legea privind
protectia datelor cu caracter personal si de a cunoaste reglementarile din domeniu in vederea
asigurarii prelucrarii conforme a datelor cu caracter personal.

Statistica comparativd a documentelor de corespondentd pentru anii 2014-2020

Anul Total 5 Do.cumente Doc.:un.1ente Petitii chumente
corespondenta intrate iesite ’ interne

2014 4361 1738 1836 302 485
2015 5408 2425 2098 420 465
2016 5654 2811 2055 410 374
2017 6692 3605 2455 554 316
2018 8361 4180 3113 637 431
2019 10468 4982 4217

Majorarea semnificativa, de la an la an,a numarului documentelor de corespondenta examinate
de Centru, demonstreaza faptul cresterii nivelului de cunoastere a importantei domeniului
protectiei datelor cu caracter personal in societate. Totodata, acest fapt determind indubitabil
cresterea constantd si esentiala a volumului de munca pus in sarcina angajatilor Centrului.
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

’ Informatia in dinamicd privind corespondenta Centrului, pentru anii 2014-2020
Perioada de referinta Total corespondenta Dinamica

2014-2015 4361-5408 124%

2015-2016 5408-5654 15%

2016-2017 5654-6692 118%

2017-2018 6692- 8361 125%

2018-2019 8361-10468 125%

2019-2020 10468-11191 17%

Informatia mai reprezentativa a dinamicii in permanenta ascensiune a numarului documentelor
de corespondenta, pe un termen mai extins, care cuprinde practic intreaga perioada de activitate
efectiva a Autoritatii nationale de protectie a datelor cu caracter personal, este reflectata in
continuare:

EXAMINAREA ADRESARILOR INAINTATE CENTRULUI

DINAMICA DOCUMENTELOR DE
CORESPONDENTA

== Total corespondenta

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Activitatea de examinare a adresarilor subiectilor de date cu caracter personal

In perioada de referintd propus3, Centrul a examinat 833 de petitii parvenite din partea
persoanelor fizice — subiecti ai datelor cu caracter personal. Comparativ cu anul precedent (743
petitii fnregistrate in anul 2019), numadrul plangerilor a inregistrat o crestere de 12%.

Din numarul total de petitii fnregistrate in anul 2020, 303 cazuri au fost examinate complex, in
ordine de control privind legalitatea operatiunilor de prelucrare a datelor cu caracter personal.
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Numadrul de petitii, 2009-2020
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Din specificul plangerilor abordate, Centrul a relevat urmatoarele linii directorii ale tematicilor

semnalate:

v Prelucrarea datelor cu caracter personal prin intermediul sistemelor de supraveghere video/
audio: 158 cazuri;

v Prelucrarea datelor cu caracter personal fara notificarea si/sau autorizarea organului de
control fn domeniul prelucrarii datelor cu caracter personal, precum si prelucrarea datelor
cu caracter personal de un operator neinregistrat in modul stabilit: 21 cazuri;

v Prelucrarea datelor cu caracter personal in sectorul comunicatiilor electronice: 6 cazuri;

v Prelucrarea datelor cu caracter personal ale minorilor: 2 cazuri;

v Publicarea hotararilor judecatoresti fara depersonalizarea acestora: 24 cazuri;

v Prelucrarea datelor cu caracter personal in sectorul financiar-bancar, a companiilor de
asigurari: 33 cazuri;

v Prelucrarea datelor cu caracter personal in mediul on-line si mass-media: 15 cazuri;

v Prelucrarea datelor cu caracter personal stocate in diverse resurse informationale de stat: 30
cazuri;

v Prelucrarea datelor cu caracter personal prin dezvaluire pe retelele de socializare: 107 cazuri;

v' Prelucrarea datelor cu caracter personal in lipsa consimtamantului subiectului de date si/sau
a temeiului legal: 130 cazuri;

v Realizarea drepturilor subiectilor de date cu caracter personal (acces, informare, interventie,
opozitie): 228 de adresari;

v Prelucrarea datelor cu caracter personal in domeniul medical: 17 cazuri;

v Prelucrarea datelor cu caracter personal in sectorul politienesc (MAI, CNA, Procuratura etc.):

62 cazuri.
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

Situatia generald privind pldngerile aflate in examinare in anul 2020

228; 33%

158; 23%

EXAMINAREA ADRESARILOR INAINTATE CENTRULUI

107; 15%

pLHE

M Prelucrarea datelor cu caracter personal in domeniul medical

W Prelucrarea datelor cu caracter personal prin intermediul sistemelor de supraveghere video/audio
M Prelucrarea datelor cu caracter personal de catre operatori neinregistrati

i Prelucrarea datelor cu caracter personal in sect. comunicatiilor electronice

M Prelucarea datelor cu caracter personal prin metoda publicarii hotaririlor judecatoresti

M Prelucrarea datelor cu caracter personal in sect. financiar -bancar

M Prelucrarea datelor cu caracter personal in mediul on-line si mass-media

M Prelucrarea datelor cu caracter personal in sectorul politienesc (MAI, CNA, Procuratura, etc.)

® Prelucrarea datelor cu caracter personal stocate in diverse resurse informationale de stat

H Prelucrarea datelor cu caracter personal prin dezvdluire pe retelele de socializare

W Realizarea drepturilor subiectilor de date cu caracter personal (acces, informare, interventie, opozitie)

M Prelucrarea datelor cu caracter personal ale minorilor:
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CAPITOLUL I

ACTIVITATEA DE CONTROL

Informatia comparativa a activitatii de control, pentru perioada 2018-2020

Acte de reactionare emise ca rezultat al efectuarii controalelor

Numarul controalelor Decizii privind
initiate in baza: Decizii privind  Decizii privind Fapte
Perioada i Tec suspendarea - - -
3 3 .. incetarea distrugerea/ contraventionale
plangerilor/ sesizarilor, operatiunilor t
pentru solicitarilor de d operatiunilor stergerea constatate/
i e prelucrare
comparatie autorizare a transmiterii o de prelucrare datelor Procese-verbale
transfrontaliere cu caracter a datelor cu prelucrate cu contraventionale
caracter personal incalcarea legii intocmite
personal
Anul
2018 ke 16 4 27 191/92
Anul
2019 il 26 8 24 186/105
Anul
2020 303 20 6 17 170/125

Controlul conformitatii prelucrarii datelor cu caracter personal cu cerintele Legii privind protectia
datelor cu caracter personal se efectueaza in exclusivitate de catre Centrul National pentru
Protectia Datelor cu Caracter Personal si poate fi initiat: in temeiul plangerii subiectului de date
Cu caracter personal; sesizarii/autosesizarii; solicitarii autorizarii transmiterii transfrontaliere
de date cu caracter personal.

In perioada de referintd au fost initiate si examinate 303 materiale de control, dintre care:
- 275 in baza plangerilor subiectilor de date cu caracter personal, sesizarilor/autosesizarilor,

- 28 in baza solicitarilor de autorizare a transmiterii transfrontaliere de date cu caracter
personal.

Analiza comparativa in raport cu statistica anului precedent releva ca, in perioada anului 2020,
s-a constatat o scadere nesemnificativa a numarului verificarilor initiate in baza plangerilor
inaintate de subiectii de date cu caracter personal. in opinia Centrului, factorul important care
a cauzat diferenta relevata se constata a fi situatia pandemica generatd de virusul COVID-19,
or, pe parcursul perioadei de referintd, in Republica Moldova a fost declarata stare de urgenta,
fiind sistatd periodic activitatea tuturor institutiilor, inclusiv activitatea Centrului de doua ori, iar
populatia aflandu-se in izolare.

Suplimentar se noteaza cd, in special tinand cont de modificdrile operate prin Legea nr.124 din 09
iulie 2020 (in vigoare din 24 august 2020) asupra prevederilor art. 27 din Legea privind protectia
datelor cu caracter personal, verificarea conformitdtii operatiunilor de prelucrare a datelor cu
caracter personal in baza plangerilor subiectilor de date se initia/demara doar urmare a realizarii
in prealabil, de cdtre subiectii de date, a drepturilor lor consfintite la art. 12-14, 16-17 ale Legii
privind protectia datelor cu caracter personal, direct fata de operatorii de date cu caracter personal,

aspect care la fel a influentat asupra numarului de controale initiate fn anul 2020.
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ACTIVITATEA DE CONTROL

CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

De mentionat ca, modificdrile efectuate in anul 2020 asupra prevederilorart.27al Legii 133/2011

au un rol foarte important pentru activitatea aferentd controlului legalitatii prelucrdrii datelor cu
caracter personal. Or, modificarile survenite au adus imbunatatiri esentiale de ordin conceptual
si procedural, pe de o parte oferind claritate actiunilor necesar a fi intreprinse de catre subiectii
de date ce fnainteaza plangeri in adresa Centrului precum si de cdtre operatorii de date, iar pe
de alta parte stabilind expres aspecte organizatorice precum: proceduri, termene, criterii si chiar
competente, care au venit sd eficientizeze si sa optimizeze capacitatile institutionale aferente
efectuarii controlului legalitdtii prelucrdrii datelor cu caracter personal.

Este de remarcat tendinta continua de crestere a complexitatii cazurilor si tematicilor reclamate
in plangeri, precum si numarul actorilor implicati la caz, aspecte care genereaza iminent o
diversitate de mdsuri de control necesare a fi intreprinse intru verificarea legalitatii prelucrdrii
datelor cu caracter personal, acestea fiind tot mai vaste si mai complicate.

Si Tn anul 2020, inclusiv avand in vedere situatia pandemica la nivel de tard, controalele
legalitatii prelucrarii datelor cu caracter personal au fost desfasurate, in marea majoritate
a cazurilor, din oficiu, fiind aplicata procedura scrisa de obtinere a informatiilor necesare
examinarii neconformitdtilor invocate si solutionarii cazurilor sesizate.

In rezultatul materialelor de control examinate de Centru si finalizate cu constatarea incalcarii
prevederilor legale din domeniul protectiei datelor cu caracter personal, in functie de
consecintele survenite in urma fncalcarilor admise si gravitatea fncalcarii constatate, au fost
dispuse masuri de constrangere manifestate prin:

- suspendarea operatiunilor de prelucrare a datelor cu caracter personal - 20 cazuri,

- distrugerea/stergerea datelor cu caracter personal prelucrate cu incalcarea prevederilor
legale -17 cazuri,

- fTncetarea operatiunilor de prelucrare a datelor cu caracter personal - 6 cazuri.

Concomitent, prin prisma calitatii de agent constatator in raport cu faptele statuate la art. 74!
- 74? Cod contraventional, pe parcursul anului 2020 au fost intocmite 125 procese-verbale cu
privire la contraventii, fiind constatate 170 fapte contraventionale, cauzele contraventionale
fiind expediate spre examinare in instanta de judecata competentd, in temeiul prevederilor
Codului contraventional.

Spectrul faptelor contraventionale constatate denota caracterul frecvent al unor fincalcari
comise la prelucrarea datelor cu caracter personal, dupa cum urmeaza:

- art. 74* alin. (1): nerespectarea cerintelor fata de asigurarea securitatii datelor cu caracter
personal la prelucrarea lor in cadrul sistemelor informationale de date cu caracter personal - 20
fapte;

- art. 74* alin. (2): prelucrarea datelor cu caracter personal fara notificarea si/sau autorizarea
organului de control in domeniul prelucrarii datelor cu caracter personal, precum si prelucrarea
datelor cu caracter personal de un operator neinregistrat in modul stabilit - 48 fapte;

- art. 74! alin. (3): incdlcarea drepturilor subiectului datelor cu caracter personal de a fi informat
- 9 fapte;

— art. 74* alin. (4): incalcarea regulilor de prelucrare, stocare si utilizare a datelor cu caracter
personal - 69 fapte;

— art. 74! alin. (5): transmiterea transfrontaliera a datelor cu caracter personal cu incalcarea
legislatiei privind protectia datelor cu caracter personal-1 fapta;

- art. 74% alin. (1): refuzul de a furniza informatiile sau documentele solicitate de Centrul
National pentru Protectia Datelor cu Caracter Personal in procesul exercitdrii atributiilor de
control, prezentarea unor informatii neautentice sau incomplete, precum si neprezentarea in
termenul stabilit de lege a informatiilor si a documentelor solicitate — 22 fapte;

10 www.datepersonale.md
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- art. 74°: neindeplinirea in termenul stabilit a deciziei Centrului privind repunerea in drepturi
a subiectului datelor cu caracter personal, inclusiv privind suspendarea sau incetarea prelucrarii
datelor cu caracter personal, privind blocarea, distrugerea partiald ori integrald a datelor cu
caracter personal prelucrate cu incdlcarea legislatiei in domeniul protectiei datelor cu caracter
personal- 1 fapta.

Activitatea legata de autorizarea operatiunilor de transmitere transfrontaliera a datelor cu
caracter personal

La capitolul activitatii legate de autorizarea operatiunilor de transmitere transfrontaliera a
datelor cu caracter personal, prin prisma prevederilor art. 32 al Legii privind protectia datelor
cu caracter personal, se releva ca transmiterea transfrontaliera a datelor cu caracter personal
care fac obiectul unei prelucrari sau care urmeaza sa fie prelucrate dupa transmitere poate
avea loc doar cu autorizarea Centrului, in modul stabilit de lege si doar in cazul in care statul
de destinatie asigura un nivel adecvat de protectie a drepturilor subiectilor datelor cu caracter
personal si a datelor destinate transmiterii.

Tn anul 2020, Centrul a autorizat transmiterea transfrontaliers a datelor cu caracter personal doar in
cazurile in care solicitarile corespunzdtoare au fost documentate adecvat de cdtre actorii implicati,
continuand a fi centrat pe asigurarea respectarii principiilor de protectie a datelor cu caracter
personal si drepturilor subiectilor de date, precum si pe asigurarea nivelului optim de protectie a
datelor transmise si/sau colectate in scopul prelucrarii ulterioare in afara Republicii Moldova.

Totodata, in contextul activitatii relevate supra, se mentioneaza cd, demersurile si notificarile
examinate de Centru au vizat entitdti publice si private cu sediul in tdri precum: Germania,
Romania, Letonia, Ucraina, Olanda, Italia, Irlanda, Finlanda, Federatia Rusa etc.

Prin urmare, in anul 2020 Centrul a receptionat 70 de solicitari ce vizeaza domeniul prelucrarii
transfrontaliere de date cu caracter personal, dintre care 28 - in baza de demersuri, iar 42 prin
notificari depuse la ,Ghiseul unic” al Centrului. Astfel, din cele 28 demersuri fnaintate Centrului,
in 14 cazuri a fost autorizata transmiterea transfrontaliera a datelor cu caracter personal iar in
celelalte 14 cazuri demersurile au fost solutionate prin emiterea deciziei de refuz in autorizarea
transmiterii transfrontaliere. In ceea ce priveste numarul de notificari depuse de operatorii de
date la ,Ghiseul unic”al Centrului care aveau ca obiect inclusiv transferul transfrontalier de date
cu caracter personal, au fost emise 13 decizii de autorizare si 29 decizii de refuz.

Ca siin perioadele precedente de raportare, motivele care au dus la emiterea deciziilor de refuza
autorizarii transmiterii transfrontaliere de date cu caracter personal, au constituit: nerespectarea
conditiilor de fond a demersului si/sau a inscrisurilor care vin sa confirme circumstantele si
instrumentele legale pe care se intemeia solicitarea asistentei juridice. In context, in partea ce
tine de nerespectarea conditiilor de fond a demersurilor si documentelor aferente, se evidentiaza
aspecte precum: lipsa consimtamantului subiectului de date vizat; consimtamantul nevalabil
pentru anumite operatiuni indicate in solicitare; lipsa unui scop determinat, legitim si neexcesiv;
numarul nejustificat al subiectilor vizati sau volumul excesiv de date pe care operatorul intentiona
sa le prelucreze, atat in cadrul operatiunii de transmitere, cat si fn cadrul unor eventuale
transferuri transfrontaliere de date cu caracter personal in afara frontierei Republicii Moldova;
neprezentarea documentelor necesare stabilirii legalitatii transmiterii tranfrontaliere a datelor
cu caracter personal sau prezentarea inscrisurilor neautentificate in modul corespunzator etc.

In ceea ce priveste cazurile de refuz al autorizarii transmiterii transfrontaliere a datelor cu
caracter personal in baza notificdrilor depuse la ,Ghiseul unic” al Centrului, in majoritatea
situatiilor au fost constatate: lipsa descrierii operatiunilor de prelucrare a datelor cu caracter
personal; neindicarea masurilor de protectie a datelor cu caracter personal in cadrul sistemelor
de evidenta; absenta instructiunilor operatorului destinate persoanelor fmputernicite sa
actioneze in numele acestuia etc.
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

CAPITOLUL Il

RECOMANDARILE SI CAZUISTICA
ANULUI 2020

Periodic, Centrul informeaza societatea despre problemele si preocupadrile prioritare fn domeniul
protectiei datelor cu caracter personal, in special despre situatia din domeniul protectiei
drepturilor subiectilor datelor personale.

Totodata, in scopul asigurarii prevenirii fncalcarilor similare celor constatate deja, comise
la prelucrarea datelor cu caracter personal, anual, inclusiv prin intermediul rapoartelor de
activitate, Autoritatea de protectie a datelor cu caracter personal prezinta spete/problematici
aferente domeniului de referinta.

Recomandari si opinii emise de Centru in anul 2020:

Astfel, pe parcursul anului 2020, Centrul a emis recomandadri si opinii vizand unele situatii de
aplicabilitate generala sau de interes major pentru societate, avand drept scop a oferi claritate
in aplicabilitatea conforma si fara echivoc a prevederilor legale de domeniul protectiei datelor
cu caracter personal la prelucrarea acestor date. Printre opiniile/recomandarile oferite de catre
Centru pe parcursul anului 2020 au fost urmatoarele:

Prelucrarea datelor cu caracter personal in contextul pandemiei
de coronavirus (COVID-19) in Republica Moldova

Centrul a accentuat asupra riscurilor si provocdrilor privind protectia persoanelor in partea
ce vizeazd prelucrarea datelor cu caracter personal in contextul combaterii Coronavirusului
(COVID-19), in special, a datelor privind starea de sdandtate a pacientilor.

Lupta impotriva COVID-19 este un obiectiv valoros impdrtdsit de toate natiunile, inclusiv de
Republica Moldova si, prin urmare, trebuie sustinut in cel mai bun mod posibil pentru a diminua
si lichida rdspandirea acestui virus. Din momentul declansdrii COVID-19, se asistd zilnic la diverse
operatiuni de prelucrare a datelor cu caracter personal privind starea de sdndtate in contextul
combaterii COVID-19. Toate aceste operatiuni de prelucrare a datelor cu caracter personal privind
starea de sdndtate trebuie sd reprezinte o parte componentd a eforturilor concertate intru mentinerea
sdndtatii publice iar protectia datelor nu poate fi in niciun caz si nu este sub nici o formd un
obstacol in calea salvdrii de vieti, respectiv, principiile aplicabile de legislatia nationald in domeniul
protectiei datelor cu caracter personal permit intotdeauna o echilibrare a intereselor puse in joc.

Intrucat nu orice operatiune de prelucrare a datelor cu caracter personal privind starea de sdndtate
poate fi justificatd prin necesitatea statald de mentinere a sdndtatii publice, devine stringentd
pdstrarea si implementarea unui mecanism fundamentat pe conceptul de echilibru intre sandtatea/
securitatea publica si dreptul la protectia datelor cu caracter personal.

Urmeazd a fi luat in consideratie faptul cd, datele cu caracter personal privind starea de sdndtate,
reprezintd o categorie speciald de date, recunoscutd ca atare in toate jurisdictiile statale existente
care dispun de un cadru juridic solid in materie de protectie a datelor cu caracter personal si care
au aderat la Conventia 108 din 28.01.1981 pentru protectia persoanelor referitor la prelucrarea
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automatizatd a datelor cu caracter personal, nu doar in Republica Moldova. Caracterul special al
datelor cu caracter personal privind starea de sandtate antrenezd o conduitd mult mai riguroasd
la prelucrarea acestora, dar si norme de securitate care sd asigure confidentialitatea datelor din
partea autoritatilor in domeniul sdndtdtii, alte autoritdti statale, persoane juridice de drept privat,
persoane fizice etc. (operatorul, persoana imputernicitd de operator si tert). Or, anume aceastd
operatiune de prelucrare a datelor cu caracter personal poate genera efecte extrem de negative in
raport cu drepturile subiectului de date vizat.

Este evident cd principiile de protectie a datelor cu caracter personal rdman in vigoare inclusiv pe
perioada combaterii pandemiei de COVID-19 pentru toti actorii implicati in aceastd luptd. Potrivit
art.4al Legii 133/2011 privind protectia datelor cu caracter personal, pentru atingerea obiectivelor
urmdrite, datele cu caracter personal trebuie prelucrate in mod corect si conform prevederilor
legii, colectate in scopuri determinate, explicite si legitime, iar ulterior sd nu fie prelucrate intr-
un mod incompatibil cu aceste scopuri, sa fie exacte si, daca este necesar actualizate, respectiv,
sd fie stocate intr-o formd care sd permitd identificarea subiectilor datelor cu caracter personal
pe o perioadd care nu va depdsi durata necesard atingerii scopurilor pentru care sunt colectate
si ulterior prelucrate. In acelasi context, prelucrarea datelor cu caracter personal privind starea
de sdndtate de cdtre operator, persoana imputernicitd de operator sau tert care au nevoie de a
prelucra intemeiat date personale, se pot incadra la temeiul legal reglementat la art. 5 alin. (5)
lit. b), ¢), d), e) si art. 7 alin. (1) lit. a) si b) ale Legii 133/2011 privind protectia datelor cu caracter
personal - prelucrarea este necesard pentru protectia sdndtatii publice sau prelucrarea este
necesard in scopuri de medicind preventivad, de stabilire a diagnosticelor medicale, de administrare
a unor ingrijiri sau tratamente pentru subiectul datelor cu caracter personal sau de gestionare a
serviciilor de sdndtate care actioneazd in interesul subiectului datelor cu caracter personal.

In plus, subiectii datelor cu caracter personal ar trebui sd primeascd informatii transparente cu
privire la activitdtile de prelucrare a datelor sale cu caracter personal si categoriile acestor date,
inclusiv perioada de pdstrare a datelor colectate, scopurile prelucrdrii etc. Informatiile furnizate ar
trebui sd fie usor accesibile si furnizate intr-un limbaj clar si simplu. In aceastd ordine, drepturile
subiectului datelor cu caracter personal sunt reglementate de Legea 133/2011 privind protectia
datelor cu caracter personal, care la fel rdman in vigoare si acestea urmeazd a fi respectate de
cdtre toti operatorii si persoanele imputernicite de cdtre operatori, vorbim despre: dreptul la
informare a subiectului - art. 12; dreptul de acces la datele cu caracter personal - art. 13; dreptul
de interventie asupra datelor cu caracter personal - art. 14; dreptul de opozitie al subiectului
datelor cu caracter personal - art. 16.

In cazul instituirii exceptiilor si restrictiillor in legdturd cu existenta unor circumstante statuate
la alin. (1) art. 15 al Legii 133/2011 privind protectia datelor cu caracter personal, care justificd
restrdngerea drepturilor subiectilor de date cu caracter personal, dupd incetarea situatiei care a
justificat aplicarea exceptiilor si restrictiilor reglementate de alin. (1) si (2) al art. 15, operatorii
vor lua mdsurile necesare pentru a asigura respectarea drepturilor subiectilor datelor cu caracter
personal prevazute la art. 12-14.

In acord cu art. 11 al Conventiei 108 din 28.01.1981 pentru protectia persoanelor referitor la
prelucrarea automatizatd a datelor cu caracter personal, orice exceptie si restrictie pe dimensiunea
prelucrdrii datelor cu caracter personal, trebuie sd fie reglementate de lege, sd respecte drepturile
si libertdtile fundamentale ale omului si sd reprezinte o mdsurd necesard intr-o societate
democraticd.

Prezintd relevantd Declaratia comund a Presedintelui Comitetului Conventiei 108 si a Comisarului
pentru protectia datelor al Consiliului Europei privind dreptul la protectia datelor in contextul
pandemiei COVID-19, adoptatd la Strasbourg in 30.03.2020, prin care s-a notat cd, comunicarea
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cdtre public de cdtre autoritdatile competente ar trebui sa ramdnd o prioritate de a avea capacitatea
de a proteja, informa si consilia publicul. Cu toate acestea, in timpul acestor comunicdri, publicarea
de date sensibile (cum ar fi datele referitoare la sandtate) ale anumitor persoane ar trebui sd fie
evitatd si se recomandd ca prelucrarea acestor date sa fie facutd numai daca se vor lua mdsuri
tehnice si organizatorice suplimentare |[...].

Este de remarcat si Declaratia Comitetului European pentru Protectia Datelor (EDPB-The European
Data Protection Board) privind prelucrarea datelor cu caracter personal in contextul pandemiei
COVID-19 (continutul cdreia poate fi vizualizat accesdnd link-ul: https.//edpb.europa.eu/sites/
edpb/files/files/filel/edpb_statement_2020_processingpersonald ataandcovid-19 _en.pdf).

O atentie deosebitd urmeazd a fi acordatd principiilor de protectie a datelor cu caracter personal
si de cdtre institutiile mass-media care informeazd populatia vizavi de pandemia de coronavirus.
Efortul acestora urmeazad a fi indreptat spre pdstrarea confidentialitdtii victimelor COVID-19 si
neadmiterea divulgdrii identitdtii acestora.

Pe perioada desfdsurdrii activitatii profesionale de la domiciliu, ca mdsurd de combatere a
COVID-19, pentru transmiterea in scop de serviciu a informatiilor care integreaza date cu caracter
personal vor fi utilizate adresele de e-mail securizate, metode de criptare si mijloace tehnice de
comunicare destinate strict realizdrii atributiilor de serviciu, intru evitarea declansdrii breselor de
securitate.

Prelucrareadatelor cu caracter personal privind localizarea subiectilor de date in scopul monitorizadrii
dacd acestia respectd regimul de izolare, poate fi incadratd in temeiul legal al protectiei sdnadtdtii
publice. Totusi, aceastd operatiune de prelucrare a datelor cu caracter personal care este extrem de
intruzivd,urmeazd a fiimplementatd cu o deosebitd prudentd, proportionalitate si cu implementarea
absolutd a tuturor mdsurilor de securitate, intrucat asemenea operatiune antreneazd dupd sine
implicatii grave in adresa drepturilor si libertdtilor fundamentale ale subiectilor. Dezvoltarea
acestor solutii de supraveghere sau alte aplicatii electronice (sisteme informationale) menite
sa combata pandemia de COVID-19 trebuie sd se bazeze pe o evaluare prealabild a impactului
prelucrdrii datelor asupra drepturilor si libertdatilor fundamentale ale persoanelor vizate si trebuie
sd proiecteze prelucrarea datelor astfel incat sd prevind sau sa reducd la minimum riscul de
interferentd negativad cu drepturile si libertatile fundamentale. Cu titlu informativ, operatiunea de
prelucrare a datelor cu caracter personal prin metoda de monitorizare a locatiei persoanelor fizice
(subiecti de date), in scopul determindrii respectdrii regimului de izolare de cdtre acestea, urmeazd
a fi incetatd imediat, odatd cu atingerea scopurilor pentru care sunt colectate si prelucrate datele
cu caracter personal ale subiectului de date.

Aspecte privind inregistrarea si transmiterea on-line a sedintelor consiliilor locale

Pe parcursul anului 2020, in adresa Centrului au parvenit multiple adresari prin care se
solicita opinia autoritatii in legatura cu inregistrarea si transmiterea in direct prin intermediul
internetului a sedintelor consiliilor locale. In acest sens, Centrul a venit cu urmdtoarele repere:

Analizand subiectul abordat, urmeazd a se nota, cd prin publicarea in internet a sedintelor consiliilor
locale, se va oferi acces la anumite informatii care sunt puse in discutie in cadrul sedintelor, nu
doar pdrtilor interesate din localitatea respectivd, dar unui numdr nelimitat de persoane.

Atragem atentia cd problematica discutatd in cadrul sedintelor nu se referd doar la activitdti privind
organizarea administrativd a localitdtii, dar si cazuri/spete individuale care vizeazd persoane fizice
concrete, care pot dezvalui anumite aspecte ale vietii private, cum ar fi situatia materiald sau
categorii speciale de date, spre exemplu privind starea de sdndtate.
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In acest sens, aducem in vizor urmdtoarele notiuni si prevederi ale Legii nr. 133 din 08 iulie 2011
privind protectia datelor cu caracter personal si anume:

operator - persoana fizicd sau persoana juridicd de drept public sau de drept privat, inclusiv
autoritatea publicd, orice altd institutie ori organizatie care, in mod individual sau impreund cu
altele, stabileste scopurile si mijloacele de prelucrare a datelor cu caracter personal prevdzute in
mod expres de legislatia in vigoare;

prelucrarea datelor cu caracter personal - orice operatiune sau serie de operatiuni care se
efectueazd asupra datelor cu caracter personal prin mijloace automatizate sau neautomatizate,
cum ar fi colectarea, inregistrarea, organizarea, stocarea, pdstrarea, restabilirea, adaptarea ori
modificarea, extragerea, consultarea, utilizarea, dezvdluirea prin transmitere, diseminare sau in
orice alt mod, alaturarea ori combinarea, blocarea, stergerea sau distrugerea;

sistem de evidentd a datelor cu caracter personal - orice serie structuratd de date cu caracter
personal accesibile conform unor criterii specifice, fie ca este centralizatd, descentralizatd ori
repartizatd dupd criterii functionale sau geografice;

date cu caracter personal - orice informatie referitoare la o persoand fizicd identificatd sau
identificabilda (subiect al datelor cu caracter personal). Persoana identificabild este persoana care
poate fi identificatd, direct sau indirect, prin referire la un numdr de identificare sau la unul ori mai
multe elemente specifice identitdtii sale fizice, fiziologice, psihice, economice, culturale sau sociale.

Potrivit prevederilor art. 4 al Legii privind protectia datelor cu caracter personal, datele cu caracter
personal care fac obiectul prelucrdrii trebuie sd fie: prelucrate in mod corect si conform prevederilor
legii; colectate in scopuri determinate, explicite si legitime, iar ulterior sd nu fie prelucrate intr-un
mod incompatibil cu aceste scopuri; adecvate, pertinente si neexcesive in ceea ce priveste scopul
pentru care sunt colectate si/sau prelucrate ulterior.

In conformitate cu prevederile art. 5 alin. (1) al Legii privind protectia datelor cu caracter personal,
operatiunile de prelucrare a datelor cu caracter personal se efectueazd cu consimtdmdntul
subiectului datelor cu caracter personal. Totodatd, consimtdmdntul subiectului datelor cu caracter
personal nu este cerut in cazurile prevazute exhaustiv de art. 5 alin. (5) al aceluiasi act legislativ, spre
exemplu, pentru indeplinirea unei obligatii care ii revine operatorului conform legii ori executarea
sarcinilor de interes public sau care rezultd din exercitarea prerogativelor de autoritate publicd cu
care este investit operatorul sau tertul cdruia ii sunt dezvaluite datele cu caracter personal.

Nu in ultimul rdnd, urmeazd a mentiona cd deciziile cu caracter individual, ar putea sd contind
categorii speciale de date cu caracter personal care dezvaluie apartenenta sociald a persoanelor,
datele privind starea de sdndtate etc. Prelucrarea acestor categorii de date urmeazd a fi efectuatd
in strictd conformitate cu prevederile art.6-8 ale Legii nr.133/2011, avand la bazad cerinta asigurdrii
nivelului sporit de protectie din motivul prezentei unor riscuri speciale pentru inviolabilitatea
dreptului la viata intimd, familiala si privata.

In continuare, remarcdm prevederile art. 17 alin. (1) al Legii nr. 436-XVI din 28 decembrie 2006
privind administratia publica locald, potrivit cdrora sedintele consiliului local sunt publice.Alin. (2) al
aceluiasi articol, mentioneaza cd orice persoand interesatd poate asista la sedintele consiliului local.

Suplimentar, alin. (3) al aceluiasi act normativ, prevede cd cetdtenii, asociatiile constituite in
corespundere cu legea si alte pdrti interesate au dreptul: a) de a participa, in conditiile legii, la
orice etapd a procesului decizional; b) de a avea acces la informatiile privind bugetul localitatii
si modul de utilizare a resurselor bugetare, la proiectele de decizii si la ordinea de zi a sedintelor
consiliului local si ale primdriei; ¢) de a propune initierea elabordrii si adoptdrii unor decizii; d) de
a prezenta autoritatilor publice locale recomanddri, in nume propriu sau in numele unor grupuri
de locuitori ai colectivitdatilor respective, privind diverse proiecte de decizie supuse dezbaterilor.
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In acest sens, remarcdm cd actul normativ prenotat nu instituie dreptul cetdtenilor, asociatiilor si
altor pdrti interesate de a inregistra si plasa sedintele consiliilor locale in spatiul on-line, ci oferd
oportunitatea persoanelor interesate de a participa in procesul decizional.

Totodata, potrivit alin. (1), art. 3 din Legea privind statutul alesului local nr. 768-XIV din 02 februarie
2000, in unitatea administrativ-teritoriald respectivad, alesul local este persoand oficiald, el fiind
reprezentantul autoritdtii deliberative sau executive din administratia publica locald.

Subliniem cd, in contextul art. 11 al Legii cu privire la libertatea de exprimare, informatia despre
viata privatd si de familie a persoanei publice sau celei ce exercitd o functie publicd, poate fi
dezvdluitd doar dacd prezintd un interes public (interes al societatii si nu simpla curiozitate a
indivizilor fatd de evenimentele ce tin de exercitarea puterii publice intr-un stat democratic sau
fatd de alte probleme care, in mod normal, nu trezesc interesul societdatii sau al unei pdrti a ei).

Chiar si potrivit rationamentelor CEDQO, persoanele publice trebuie sd accepte anumite ingerinte
in viata lor privatd in mai mare mdsurd decdt persoanele obisnuite si gradul accesibil de cercetare
mai atentd urmeazd sd fie cu atdt mai mare cu cat figura publicd in cauzd si informatia ce se
dezvidluie sunt mai importante. Elementul care trezeste interesul public poate fi statutul persoanei
(mandatul consilierului local) sau orice alte circumstante legate de exercitarea mandatului alesului
local.

Astfel, anumite informatii, inclusiv datele cu caracter personal ce vizeazd un ales local ar putea
deveni informatii de interes public in mdsurd in care nu afecteazd capacitatea de exercitare a
functiei publice de persoana datd, tindndu-se cont de existenta dreptului la respectarea vietii sale
private si de familie.

Pornind de la rationamentele mentionate supra, tindnd cont de sarcinile de interes public sau
care rezulta din exercitarea prerogativelor de autoritate publicd cu care este investit operatorul
(Consiliul local, Primdria), ultimul urmeazd sa analizeze prin prisma normelor mentionate supra si
sd reglementeze clar, printr-un act normativ, ce subiecte urmeazd a fi plasate public, ce categorii
de date cu caracter personal vor fi dezvaluite in acest sens, modalitatea de informare a subiectilor
de date cu caracter personal despre plasarea in spatiul internet a sedintelor, oferirea posibilitdtii
realizarii dreptului de opozitie, asigurarea mdsurilor de securitate si confidentialitate a datelor
cu caracter personal, stabilirea unui termen concret pentru care informatiile vor fi ldsate publice,
mecanismul de stergere a acestor inregistrdri etc. Respectiv, acesta trebuie sa stabileascd clar
care sedinte urmeaza a fi inregistrate si ulterior plasate in spatiul public, cine sunt persoanele
desemnate/autorizate pentru inregistrarea sedintelor si difuzarea acestora in spatiul public, in
conditiile legale.

Totodatd, avdnd in vedere cd operatorul de date cu caracter personal (Consiliul local/Primdria)
stabileste scopul si mijloacele prelucrdrii datelor cu caracter personal, de asemenea este responsabil
si raspunde pentru orice prelucrare a datelor cu caracter personal efectuatd, doar acestuia 1i revine
dreptul de a decide asupra posibilitatii furnizdrii datelor cu caracter personal spre acces public.

Precizari privind inregistrarea si transmiterea in direct
prin intermediul internetului a sedintelor consiliilor locale

In contextul reactiei societdtii civile, precum si a unor autoritdti publice locale, care au tratat
gresit opinia expusd anterior in legdturd cu inregistrarea si transmiterea in direct prin intermediul
internetului a sedintelor consiliilor locale, Centrul tine sd precizeze cd nu intentioneazd sd
restrictioneze inregistrarea si transmiterea in direct prin intermediul internetului a sedintelor
consiliilor locale, iar anumite rationamente expuse anterior asupra subiectului dat au fost rupte
din context si interpretate intr-o manierd eronatd.
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In aceste circumstante este necesar a pune in evidentd urmdtoarele:

- Transparenta si accesul la informatii reprezintd una dintre componentele esentiale ale oricdrui
sistem democratic. Pentru ca cetdtenii sd se poatd implica in treburile publice, sa participe in
procesele de luare a deciziilor, sa monitorizeze felul in care autoritdtile isi respectd atributiile iar
persoanele alese promisiunile, acestia trebuie sa aiba acces la informatiile veridice despre faptele
celor din urmd, iar autoritdtile sa asigure transparenta in procesul decizional.

- Pe acelasi palier de idei urmeazd a fi notat ca potrivit alin. (1) art. 3 din Legea privind statutul
alesului local nr. 768-XIV din 02 februarie 2000, in unitatea administrativ-teritoriald respectivd,
alesul local este persoand oficiald/publicd, el fiind reprezentantul autoritatii deliberative sau
executive din administratia publicd locald. Persoanele publice trebuie sd accepte anumite ingerinte
in viata lor privatd in mai mare mdsurd decdt persoanele obisnuite. Astfel, anumite informatii,
inclusiv datele cu caracter personal ce vizeazd un ales local ar putea deveni informatii de interes
public in mdsurd in care acestea sunt legate de exercitarea functiei publice de cdtre persoana datd,
tindndu-se cont de existenta dreptului la respectarea vietii sale private si de familie.

- Inacord prevederile art.17 alin. (1) al Legii nr.436-XVI din 28 decembrie 2006 privind administratia
publica locald, sedintele consiliului local sunt publice. Alin. (2) al aceluiasi articol, mentioneaza cd
orice persoand interesatd poate asista la sedintele consiliului local. Totusi, remarcam cda actul
normativ prenotat nu instituie dreptul/obligatia acestora de a inregistra si plasa sedintele
consiliilor locale in spatiul on-line. Chiar dacd prevederile art. 17 alin. (3) al legii prenotate, prescriu
obligativitatea asigurdrii transparentei sedintelor consiliului local, aceasta urmeazd a fi realizatd,
inclusiv in conformitate cu prevederile legislatiei privind protectia datelor cu caracter personal,
care reclamd respectarea anumitor cerinte/principii in acest sens.

- Subliniem cd, caracterul deschis al anumitor date cu caracter personal trebuie sa fie prevazut
de actele normative care reglementeaza anumite raporturi juridice. Precizam cd, chiar si potrivit
prevederilor pct. 30 al Regulamentului cu privire la modul de tinere a Registrului de stat al actelor
locale,aprobat prin Hotdrdrea Guvernului nr.672 din 28 august 2017, deciziile cu caracter individual
emise/adoptate de autoritdtile administratiei publice locale pot fi vizualizate public doar in formd
depersonalizatd.Aceiasi abordare este necesar a fi pusd si la baza asigurdrii transparentei sedintelor
consiliilor locale, urmare a inregistrdrii si transmiterii in direct prin intermediul internetului a
subiectelor puse in discutie in cadrul acestora, in special in partea ce vizeazd adoptarea deciziilor
cu caracter individual.

- Nu in ultimul rénd, urmeazd a mentiona cd adesea, tindnd cont de sarcinile de interes public sau
care rezultd din exercitarea prerogativelor de autoritate publicd cu care este investit consiliul local,
in cadrul sedintelor sunt puse in discutie nu doar aspecte ce tin de comunitatea locald sau activitatea
administrativd a autoritdtii, dar si aspecte ce tin de viata privatd a unor persoane concrete, care ar
putea sd dezvdluie, spre exemplu, informatii/date despre apartenenta sociald a persoanelor (familii,
copii, persoane in vdarsta aflate in dificultate), datele privind starea de sdndtate etc.

In aceste circumstante, precum si in scopul asigurdrii unui echilibru intre dreptul la libertatea de
exprimare si dreptul de acces la informatii, pe de o parte si dreptul la protectia datelor cu caracter
personal, pe de altd parte, Centru a intervenit cu anumite recomanddri in legdturd cu inregistrarea
si transmiterea in direct prin intermediul internetului a sedintelor consiliilor locale.

Respectiv, s-a recomandat ca consiliile locale sd vind cu reglementdri clare, prin acte normative, ce
subiecte urmeazd a fi plasate public, ce categorii de date cu caracter personal vor fi dezviluite in
acest sens, modalitatea de informare a persoanelor despre plasarea in spatiul internet a sedintelor,
oferirea posibilitdtii realizdrii drepturilor in calitate de subiecti de date cu caracter personal,
asigurarea mdsurilor de securitate si confidentialitate a datelor cu caracter personal, stabilirea unui
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termen concret pentru care informatiile vor fi ldsate publice, mecanismul de stergere a acestor
inregistrdri etc. Actul normativ trebuie sd stabileascd clar care sedinte/parte a sedintelor urmeazd
a fi inregistrate si plasate in spatiul public, cine sunt persoanele desemnate/autorizate pentru
inregistrarea sedintelor si difuzarea acestora in spatiul public, in conditiile legale.

Unele aspecte privind cazuistica specifica anului 2020

Dezvaluirea neconforma a datelor cu caracter personal privind starea de sanatate

In baza pléngerii unui subiect de date, Centrul a initiat examinarea legalitdtii operatiunii de
prelucrare a datelor cu caracter personal, efectuate prin colectarea si dezvdluirea informatiei
privind starea de sdndtate a petentului, de cdtre directorul unei companiei in care activa petentul
si directorul unei institutii medico-sanitare.

In fapt, s-a invocat cd angajatorul petentului, a solicitat de la institutia medico-sanitard, informatia
din certificatele medicale eliberate ultimului, cum ar fi tratamentul stationar administrat nemijlocit
si perioada de tratament, fard a avea consimtimdntul acestuia.

Analizdnd continutul interpeldrii companiei, expediatd cdtre institutia medico-sanitard, Centrul
a stabilit faptul cd, compania in cauzd a solicitat informatia cu privire la concediile medicale
acordate petentului in perioada 2015-2020 de cdtre medicul neuropatolog, precum si diagnoza in
temeiul cdreia au fost acordate aceste concedii medicale.

Potrivit materialelor prezentate s-a retinut ca angajatorul a solicitat informatia care viza starea de
sdndtate a petentului in scop de a fi prezentatd in instanta de judecatd.

Ulterior, IMSP a expediat in adresa solicitantului rdspunsul prin care a dezvaluit informatii cu
privire la perioada de timp a tratamentului si natura afectiunilor ce viza petentul, in conformitate
cu certificatele concediilor medicale eliberate, si anume:

1. ,din 29.01.2016 pand la 07.02.2016, tratament ambulatoriu ginecologic. Medic ......";
2. ,din 01.07.2019 pand la 11.07.2019, tratament ambulatoriu ginecologic. Medic ......”;
3. ,din 27.01.2020 pand la 07.02.2020, tratament ambulatoriu neurologic. Medic ......"

Notiunea de viatd privatd inglobeazd atdt aspecte ,traditionale’, precum dreptul la imagine,
starea civild a persoanei, identitatea, starea de sdndtate, apartenenta religioasd, integritatea fizica
si morald, viatd sentimentald, dar si aspecte ,moderne’, legate de perceptii noi in viata sociald
referitoare la avort, homosexualitate, transsexualitate etc.

In acest context, informatiile privind starea de sdndtate a pacientului, rezultatele investigatiilor,
diagnosticul, pronosticul, tratamentul, inscrise in documentatia medicald, contrapuse unui pacient,
constituie categorii speciale de date cu caracter personal, acestea avdand un nivel sporit de
protectie, prezentdnd riscuri ridicate pentru dreptul la viatd intimd, familiald si privatd si urmadnd
a fi necesard asigurarea confidentialitatii acestor date, in ordinea prevdzutd de Legea privind
protectia datelor cu caracter personal.

Corespunzdtor spetei au fost scoase in evidentd prevederile Legii nr. 263/2005 cu privire la
drepturile si responsabilitdtile pacientului, care contine norme juridice speciale care au drept scop
consolidarea drepturilor fundamentale ale omului in sistemul serviciilor de sandtate, asigurarea
respectdrii demnitatii si integritatii pacientului si, reiesind din natura datelor sensibile privind
starea de sdndtate, stabileste conditii stricte de dezvdluire a acestora. Urmeazd a remarca cd datele
privind starea de sandtate a pacientului, prin natura lor, pot prezenta risc pentru persoanele vizate
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atunci cand sunt prelucrate si, prin urmare, necesitd o protectie sporitd. Aceste date fac obiectul
unui principiu de interdictie si trebuie sd existe un numdr limitat de circumstante in care o
astfel de prelucrare este legitimd. Totodatd, confidentialitatea datelor medicale reprezintd secret
profesional, care este o formd a dreptului la respectarea vietii private. Interzicerea divulgadrii
informatiilor medicale, calificate drept confidentiale este necesard pentru a garanta cd institutiile
medico-sanitare asigurd dreptul pacientului la respectarea vietii private.

Astfel, inclusiv art. 12 din Legea cu privire la drepturile si responsabilitdtile pacientului, subliniazd
obligatia lucrdtorului medical de a proteja datele privind sdndtatea.In consecintd, confidentialitatea
informatiilor cu privire la solicitarea de asistentd medicald, examinare si tratament, inclusiv a altor
informatii ce constituie secret medical, este asiguratd de medicul curant si specialistii implicati
in acordarea serviciilor de sdndtate sau in cercetarea biomedicald (studiul clinic), precum si de
alte persoane cdrora aceste informatii le-au devenit cunoscute datoritd exercitdrii obligatiilor
profesionale si de serviciu (alin. (2));

Totodatd, informatiile ce se considerd confidentiale pot fi furnizate numai in cazul in care pacientul
consimte acest lucru in mod explicit sau la solicitarea reprezentantului sdu legal (a rudei
apropiate), in conditiile consimtite de pacient, in mdsurd adecvatd capacitdtii lui de intelegere,
in cazul in care in privinta pacientului a fost instituitd o mdsurd de ocrotire judiciard ori dacd
legea o cere in mod expres (alin. (3)). In situatii aparte, prezentarea informatiei confidentiale fdrd
consimtamantul pacientului sau al reprezentantului sdu legal (al rudei apropiate) se admite: c)
la solicitarea motivatd a organului de urmdrire penald, a instantei judecdtoresti in legdturd cu
efectuarea urmdririi penale sau a procesului judiciar, in conformitate cu legislatia (alin. (4)).

Prin urmare, Centrul a retinut cd dezvdluirea informatiei cu privire la perioada de timp a
tratamentului si natura afectiunilor in speta examinatd a avut loc contrar prevederilor legale
mentionate supra si principiilor de prelucrare a datelor cu caracter personal prevdzute la art. 4
alin. (1) lit. a) si b) din Legea privind protectia datelor cu caracter personal.

Incilcarea drepturilor subiectilor de date cu caracter personal

Art.12-14,16-17 ale Legii nr.133 din 8 iulie 2011 privind protectia datelor cu caracter personal
consacra drepturi personale si inviolabile (dreptul la informare, dreptul de acces, dreptul de
interventie, de opozitie), pe care subiectul datelor cu caracter personal le poate realiza in
raport cu operatorul de date care a efectuat operatiunea de prelucrare a datelor cu caracter
personal a acestuia.

In continuitatea considerentului expus, se aratd c3 pe parcursul anului 2020, Centrul a
fnregistrat si examinat plangeri ale subiectilor de date, care au reclamat nerespectarea
de catre operatorii de date a drepturilor acestora, in special a dreptului de acces la datele
cu caracter personal prelucrate de catre operatori, fiind constatat, cu regret, faptul ca unii
operatori de date nu reactioneaza la solicitdrile subiectilor de date, neoferindu-le raspunsuri
fn termenul prevazut de legislatie, precum si neasigurand realizarea efectiva a drepturilor
acestora prin prisma legislatiei din domeniul protectiei datelor cu caracter personal.

La inceputul anului 2020, in adresa Centrului a parvenit plangerea unui subiect de date cu caracter
personal, solicitand examinarea pretinsei incdlcdri a dreptului de acces la datele cu caracter
personal ce-l vizeazd, de cdtre o companie de creditare.

In context, subiectul de date a invocat faptul cd a depus o cerere in adresa companiei de creditare,
indicdnd datele cu caracter personal ce il vizeazd, nefiind informat de cdtre reprezentantii companiei
despre rezultatul examindrii cererii mentionate.
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In acest sens, subiectul de date cu caracter personal a depus altd cerere in adresa companiei de
creditare solicitdnd informatii privind modul de prelucrare a datelor cu caracter personal ce il
vizeazd, context in care, nici pand la data depunerii pldngerii cdatre Centru, compania de creditare
nu i-a oferit nici un rdspuns.

Astfel, in urma examindrii plangerii mentionate, Centrul a constatat incdlcarea prevederilor art. 13
alin. (1) al Legii privind protectia datelor cu caracter personal de cdtre compania de creditare, in
partea ce tine de nerealizarea dreptului de acces la prelucrarea datelor cu caracter personal ce
vizeazd subiectul de date.

Drept rezultat, companiei de creditare i-a fost intocmit proces-verbal cu privire la contraventie in
baza art. 74* alin. (3) Cod Contraventional.

Prelucrarea prin dezvaluire/publicare a IDNP-ului
subiectilor de date cu caracter personal

In adresa Centrului au parvenit pldngerile unor subiecti de date cu caracter personal, care au
solicitat verificarea legalitdtii prelucrdrii datelor cu caracter personal care 1i vizeazd, de cdtre un
executor judecdtoresc, manifestatd prin publicarea in Monitorul Oficial al Republicii Moldova a
unui anunt privind desfdsurarea licitatiei, in care sunt indicate IDNP-urile subiectilor de date cu
caracter personal.

Examindnd cadrul legal ce reglementeazd activitatea executorilor judecdtoresti, Centrul a constatat
ca prevederile legale aplicabile spetei de referintd, nu prevad publicarea IDNP-ului persoanei
fizice (debitor/creditor) in anunturile publicate in Monitorul Oficial al Republicii Moldova, iar art.
9 al Legii privind protectia datelor cu caracter personal stabileste expres cazurile/temeiurile cand
poate fi prelucrat IDNP-ul.

In acest sens, este de mentionat cd numdrul de identificare de stat (IDNP) se supune unui regim
juridic special, statuat la art. 9 al Legii privind protectia datelor cu caracter personal, potrivit cdruia,
prelucrarea IDNP-ului persoanei fizice,a amprentelor digitale sau a altor date cu caracter personal
avand o functie de identificare de aplicabilitate generald poate fi efectuatd in urmdtoarele conditii:

a) subiectul datelor cu caracter personal si-a dat consimtamdntul;
b) prelucrarea este prevdzutd in mod expres de legislatie.

Este important de mentionat ca Centrul nu a pus la indoiald si nu a negat drepturile executorului
judecatoresc, prevazute de Codul de executare, privind intreprinderea anumitor actiuni care sunt
strict necesare indeplinirii atributiilor dictate de lege. Totusi, toate potentialele operatiuni care
presupun prelucrarea datelor cu caracter personal intru realizarea atributiilor legale, urmeaza
a fi efectuate cu respectarea principiilor statuate de Legea privind protectia datelor cu caracter
personal.

Astfel, in rezultatul examindrii cazului s-a constatat cd prelucrarea prin dezvdluire/publicare a
IDNP-ului subiectilor de date cu caracter personal, de cdtre executorul judecdtoresc, in Monitorul
Oficial al Republicii Moldova, la care au acces un numdr nelimitat de persoane, a avut loc in mod
contrar prevederilor art. 4 alin. (1) lit. ), art. 5 alin. (1), art. 9 si art. 29 ale Legii privind protectia
datelor cu caracter personal.

Respectiv, executorului judecdtoresc i-a fost intocmit proces-verbal cu privire la contraventie in
baza art. 74* alin. (4) Cod Contraventional.
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Protectia datelor cu caracter personal vs
libertatea de exprimare si dreptul la informare

In linii generale, urmeaza a reliefa c3 dreptul la respectarea vietii private, intime si de
familie, precum si dreptul la libertatea de exprimare sunt doud drepturi fundamentale care
se regdsesc atat in actele internationale in materia ocrotirii drepturilor si libertatilor omului
cat si in Constitutia Republicii Moldova

Se noteaza ca, Constitutia Republicii Moldova confera oricarui cetatean si i garanteaza
libertatea gandirii, a opiniei, precum si libertatea exprimadrii in public prin cuvant, imagine
sau prin alt mijloc posibil, atat timp cat nu se prejudiciaza onoarea, demnitatea sau dreptul
altei persoane la viziune proprie. Totodata, la art. 55 din actul suprem se regaseste acea
limitare, potrivit careia, orice persoana isi exercita drepturile si libertatile constitutionale cu
buna-credintd, fara sa incalce drepturile si libertdtile altora.

Executarea acestor libertati ce comporta indatoriri si responsabilitati poate fi supusa unor
formalitati, conditii, restrangeri sau sanctiuni prevazute de lege, care constituie masuri
necesare, intr-o societate democraticd, pentru securitatea nationala, integritatea teritoriala
sau siguranta publica, apararea ordinii si prevenirea infractiunilor, protectia sanatatii sau a
moralei,protectiareputatiei sau a drepturiloraltora,pentruaimpiedica divulgarea de informatii
confidentiale sau pentru a garanta autoritatea si impartialitatea puterii judecatoresti.

Astfel, putem sa constatam cad situatiile examinate genereaza o problematica extinsa si
complexa, datorita drepturilor si valorilor care constituie obiectul raportului juridic creat,
astfel, fiind necesara o conciliere intre unele dintre drepturile fundamentale care guverneaza
un stat de drept si o societate democraticd: dreptul la informare, libertatea de exprimare si
dreptul la inviolabilitatea vietii private.

Centrul a fost sesizat prin pldngerile unor subiecti de date, care au reclamat actiunile pretins
ilegale ale unui activist civic privind publicarea pe profilul personal de pe reteaua de socializare
“Facebook’, in lipsa consimtdmantului acestora, a inregistrdrilor video ce contin categoria obisnuitd
de date cu caracter personal ale acestora - nume, prenume, functia detinutd si institutia publicd in
care activeazd subiectul de date cu caracter personal si, cel mai important — adresa de domiciliu.

In cadrul examindrii cauzelor s-a determinat cd, contul de profil al persoanei ce a publicat
inregistrdrile video pe reteaua de socializare “Facebook’, sunt accesibile oricdrui utilizator al
retelei in cauzd, fie cd vorbim despre prietenii acesteia sau urmdritorii retelei de socializare, care
pot vizualiza postarea/publicarea in fluxul de stiri de la alti utilizatori si care au link-ul direct la
postdrile respective prin motoare de cdutare.

De asemenea, pentru fiecare caz in parte, s-a stabilit ca inregistrdrile video capteazd imagini
cu adresa de domiciliu ale subiectilor de date - strada si numdrul casei de locuit, care au fost
diseminate in spatiul public, pe reteaua de socializare “Facebook’, fard consimtdmdntul acestora,
informatiile in cauzd fiind vizualizate si distribuite de un numdr impundtor de persoane/utilizatori.

Totodatd, in latura publicdrii/dezvaluirii pe reteaua de socializare “Facebook” a datelor cu caracter
personal - adresa de domiciliu/viza de resedintda a subiectilor de date, Centrul a analizat separat
1) scopul prelucrdrii datelor cu caracter personal - publicarea/diseminarea adresei de domiciliu
a subiectului de date cu caracter personal, informatie referitoare la persoana fizicd, care, in sensul
art. 3 al Legii privind protectia datelor cu caracter personal, constituie date cu caracter personal,
precum si 2) mijloacele prelucrdrii datelor cu caracter personal, care au fost utilizate de cdtre
operator la publicarea/diseminarea acestora, indeosebi - adresa de domiciliu, pe pagina personald
de profil pe reteaua de socializare ,Facebook’.
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Raportat la cauzele examinate, Centrul a constatat cd prin publicarea inregistrdrii video pe profilul
personal din reteaua de socializare ,Facebook” de cdtre activistul civic a fost dezvdluitd categoria
obisnuitd de date cu caracter personal - nume, prenume, functia detinutd si institutia publica in
care activeazd subiectul de date cu caracter personal, date ce sunt strans legate de calitatea de
persoand publicd, de caracterul public al faptelor in care este implicat subiectul de date, care detine
o functie publicd, de demnitate publicd, ordine in care, prelucrarea acestor date a fost efectuatd in
conditiile art. 10 al Legii privind protectia datelor cu caracter personal.

Este lesne de specificat,in limite generale, cdnd aborddm subiectul privind persoanele care exercitd
anumite functii publice, gradul de ingerintd in inviolabilitatea vietii private este mult mai mare,
comparativ cu persoanele care nu dispun de un asemenea statut. Cu atdt mai mult, acest grad
de ingerintd se extinde in ipoteza unor circumstante publice/fapte publice si in cazul existentei
unor subiecte care pot prezenta interes public. Totusi, trebuie de avut in vedere faptul cd, statul
are obligatia pozitivd de a legifera mecanisme legale de protectie a inviolabilitatii vietii private
chiar si in cazul persoanelor publice care exercitd functii, care sunt implicate in circumstante/
fapte publice si/sau sunt vizate in subiecte de ordin public. Or, este inadmisibil faptul ca aceastda
categorie de subiecti de date cu caracter personal sd fie lipsiti de garantii juridice si mecanisme
care sa le asigure protectia dreptului lor constitutional - inviolabilitatea vietii private.

Distinct de cele expuse supra, in partea ce tine de dezvdluirea/diseminarea inregistrdrii video
in spatiu public pe reteaua de socializare ,Facebook’, fard consimtdmantul subiectului de date
a categoriei obisnuite de date cu caracter personal - adresa de domiciliu se accentueazd ca
prelucrarea acestor date prezintd un risc sporit pentru viata privata si de familie a subiectului de
date, intrucdt aceasta nu intrd in categoria informatiei publice, spre deosebire de celelalte date
cu caracter personal — nume, prenume, functia detinutd si institutia publicd in care activeazda
subiectul de date, ce ar putea fi considerate informatii publice odatd ce subiectul de date este
functionar public/persoand cu functie de demnitate publicd/persoand publica.

In contextul cazurilor examinate a fost retinut cd activistul civic - operator de date in sensul art. 3
al Legii privind protectia datelor cu caracter personal, avea obligatia sd asigure confidentialitatea
datelor cu caracter personal, si anume a adresei de domiciliu, prin prisma obligativitatii prevazute
la art. 29 al Legii privind protectia datelor cu caracter personal.

Prin urmare, in fiecare caz in parte, Centrul a constatat cd publicarea/dezviluirea pe profilul de pe
reteaua de socializare ,Facebook’, a datelor cu caracter personal ale subiectilor de date, si anume
a adresei de domiciliu, in lipsa consimtamantului acestora, este contrard prevederilor art. 4 alin.
(1) lit. a), art. 5 alin. (1) si art. 29 alin. (1) ale Legii privind protectia datelor cu caracter personal.

Astfel, in privinta activistului civic au fost intocmite procese-verbale cu privire la contraventie in
temeiul art. 74* alin. (4) Cod contraventional.

Nerespectarea confidentialitatii si securitatii datelor cu caracter personal

Centrul a receptionat notificarea unui operator de date - agent economic, prin care ultimul a
raportat producerea incidentului de securitate materializat prin depistarea de cdtre terte persoane,
intr-o pddurice, a unui numdr impundtor de carduri de pontaj ale salariatilor din cadrul agentului
economic (vizand 394 de persoane), in care se contin date cu caracter personal precum: nume,
prenume, IDNP, cod de identificare in cadrul unitdtii, fotografie.

Astfel, in urma examindrii materialelor aferente incidentului de securitate produs, s-a determinat,
cd persoanele care se fac responsabile de incdlcarea instructiunilor interne ale operatorului, sunt:
specialistul resurse umane si un agent din cadrul entitatii, fiind incdlcate prevederile Regulamentului
privind protectia datelor cu caracter personal ale salariatilor companiei, care stabileste cd:
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- In cazul neutilizdrii temporare a purtdtorilor de informatie pe suport de hdrtie sau suport
electronic care contine date cu caracter personal, acestia se pdstreazd in safeuri sau dulapuri
metalice care se incuie;

- scoaterea si introducerea mijloacelor de prelucrare a datelor cu caracter personal din/in
perimetrul de securitate se inregistreaza in registru.

Prin urmare, s-a constatat incdlcarea prevederilor art. 29 alin. (2) si art. 30 alin. (2) ale Legii privind
protectia datelor cu caracter personal, deoarece, actiunile/inactiunile persoanelor responsabile,
manifestate prin neindeplinirea corespunzatoare a instructiunilor interne ale operatorului, in
latura asigurdrii confidentialitatii si securitatii datelor cu caracter personal la care au avut acces,
au cauzat producerea incidentului de securitate sub formd de dezvaluire prin diseminare a datelor
cu caracter personal ale 394 de subiecti de date, inclusiv acces neautorizat la aceste date, or,
potrivit informatiilor prezentate de cdtre operator, cardurile de pontare ale subiectilor de date au
fost depistate de niste trecatori, deci terti.

Ca urmare, dat fiind prezenta semnelor constitutive ale componentei de contraventii prevazute de
art. 74* alin. (1) si alin. (4) Cod Contraventional, in privinta persoanelor responsabile din cadrul
operatorului de date au fost intocmite procese-verbale cu privire la contraventie.

Totodatd, in pofida circumstantelor indicate supra, avdnd in vedere incidentul de securitate produs,
in cazul in care operatorul nu are o necesitate legitimad si explicitd, bazatd strict pe un scop bine
determinat, Centrul a dispus reevaluarea de cdtre operator a necesitatii utilizdrii numdrului de
identificare de stat in cardurile de pontare emise de cdtre operator, dacd acest fapt nu presupune
cheltuieli disproportionate de timp, mijloace si fortd de muncd.

Ca rezultat, in contextul executdrii mdsurilor legale dispuse de Centru, agentul economic a informat
despre inlocuirea numdrului de identificare de stat de pe cardurile de pontare cu numdrul tabelar
al salariatului, aceastd din urmad identificare suplimentard fiind indispensabild inclusiv prin prisma
faptului cd la intreprindere existd multe cazuri cand angajatii au acelasi nume si prenume.

Accesarea datelor cu caracter personal stocate in resurse informationale
de stat de catre colaboratorii organelor de politie

Centrul a receptionat mai multe demersuri ale Inspectoratului General al Politiei (IGP), in baza cdrora
au fost initiate proceduri de verificare a conformitatii prelucrdrii datelor cu caracter personal efectuate
de cdtre angajatii unei subdiviziuni a Inspectoratului National de Investigatii din cadrul IGP.

Din continutul demersurilor s-a stabilit cd examinarea aspectelor sesizate vizeazd aproximativ 12
000 de operatiuni de accesare a datelor cu caracter personal, stocate in sisteme informationale de
stat, efectuate de cdtre angajatii respectivei entitati.

Circumstantele examinate de Centru in cazurile date au demonstrat cu certitudine numdrul

exorbitant al operatiunilor de accesdri de date cu caracter personal efectuate de cdtre colaboratorii
organelor de politie, vizdnd un numdr impundtor de subiecti de date, precum si faptul cd o mare
parte a acestor operatiuni, nu au avut la bazd un scop bine determinat, un temei legal expres si o
legdturd cauzald dintre un material/dosar aflat in examinare si persoana fizicd ale cdrei date cu
caracter personal au fost supuse prelucrdrii prin accesare/vizualizare/imprimare etc.

In special, au fost stabilite o multitudine de incdlcdri, atdt ale prevederilor Legii privind protectia
datelor cu caracter personal, cdt si ale Requlamentului privind reglementarea prelucrdrii datelor
cu caracter personal de cdtre subdiviziunile Ministerului Afacerilor Interne aprobat prin Ordinul
Ministrului Afacerilor Interne al Republicii Moldova nr. 444 din 28.12.2012 si ajustat prin Ordinul
Ministrului Afacerilor Interne al Republicii Moldova nr. 260 din 04.09.2017, cum ar fi:
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

- numdr foarte mare de operatiuni de accesare/consultare a datelor cu caracter personal care
nu_au fost consemnate in Registrele de evidentd a accesdrilor/prelucrdrilor datelor cu caracter

personal de cdtre utilizatorii autorizati;

- necompletarea in modul corespunzdtor a rubricii ‘justificarea, scopul, temeiul si necesitatea
accesdrii/prelucrdrii datelor cu caracter personal” din Registrul de evidentd a accesdrilor/
prelucrdrilor datelor cu caracter personal. Or, cu titlu de precizare se va mentiona cd, temeiul
legal care poate sta la baza prelucrdrii datelor cu caracter personal in cadrul diverselor sisteme
informationale, in special in cadrul registrelor de stat si, care ar acorda operatorului de date cu
caracter personal/utilizatorului dreptul de a efectua asemenea operatiuni, este conditionat de
situatia in care operatorul de date cu caracter personal/utilizatorul are in examinare un material, in

care este vizat subiectul de date cu caracter personal, demonstrdnd astfel o legdturd de cauzalitate

dintre datele cu caracter personal prelucrate si materialul examinat, cu conditia prelucrdrii unui
volum de date neexcesiv, strict necesar scopului. Astfel, cd nu este suficientda indicarea ca fiind

temei legal doar a informatiei precum “necesitate de serviciu”/‘cauzd penald”/“dosar penal” etc.;

- refuzul prezentdrii informatiilor solicitate de Centru in vederea exercitdrii activitdtii de control
sub pretextul cd acestea ar face parte din categoria documentelor atribuite la secret de stat.
Or, analizdnd categoriile de informatii atribuite la secret de stat, indicate in Nomenclatorul
informatiilor atribuite la secret de stat, aprobat prin Hotdrdrea Guvernului nr. 411 din 25.05.2010
si prevederile Hotdrdrii Guvernului nr. 1176 din 22.12.2010 pentru aprobarea Regulamentului cu
privire la asigurarea regimului secret in cadrul autoritdtilor publice si al altor persoane juridice,
s-a constatat cd informatiile ce urmau a fi puse la dispozitia Centrului nu apartin la categoria
informatiei ce poate fi atribuitd la secret de stat. Astfel, afirmatiile invocate la caz de utilizatori
si operatorul vizat au fost apreciate ca fiind critice, deoarece pretinsa atribuire la secret de stat a
unor informatii si materiale necesar a fi tinute/gestionate de utilizatorii autorizati cu dreptul de a
accesa resurse informationale de stat a constituit doar paravan in a prezenta anumite probe.

In consecintd, in toate cazurile vizdnd totalul celor 12 000 de operatiuni de accesare a datelor
cu caracter personal, Centru a constatat incdlcarea prevederilor Legii privind protectia datelor cu

caracter personal prin actiunile/inactiunile angajatilor IGP/INI.

Totodatd, au fost dispuse mdsuri necesar a fi intreprinse de catre IGP/INI si MAI, cum ar fi
urmatoarele:

Entitdtile vizate vor dispune implementarea mdsurilor aditionale pentru protectia datelor cu
caracter personal, in partea ce tine de evidenta accesdrilor/consultdrilor datelor cu caracter
personal stocate in registrele de stat la care au acces, prin:

- indsprirea controlului intern (trimestrial sau semestrial) privind obligativitatea tinerii de cdtre
efectivul IGP si INI a Registrului de evidentd manual si/sau electronic a accesdrilor/prelucrdrilor

tectuate, /n scopul neadm/ter// De vutor a accesar///consultar// datelor cu_caracter Dersonal de

e
dosarul analitic/dosarul operativ/dosarul de cdutare/cauza penald/cauza contraventionald si (2)

persoanad vizatd;

- Indsprirea controlului intern privind obligativitatea pdstrdrii la Registrul de evidentd a

accesar/lor/prelucrar/lor efectuate a erer/lor (ragoartelor[notelor) prezentate utilizatorului in

de catre efectivul IGP si INI;

- Inregistrarea (in cancelarie/altd subdiviziune responsabild) in ordinea stabilitd a Registrelor de
evidentd manuald si/sau electronicd a accesdrilor/prelucrdrilor efectuate;
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- crearea unui mecanism intern, care ar stabili ca, la eliberarea sau transferul in altd subdiviziune
a angajatului MAI, Registrul de evidentd manual si/sau electronic a accesdrilor/prelucrdrilor
efectuate sd fie transmis spre arhivare;

- transmiterea Registrului de evidentd manual si/sau electronic a accesdrilor/prelucrdrilor,
urmeazd a fi inclusd in lista de lichidare, pe care angajatul MAl urmeazd sd o prezinte la eliberarea
din functie;

- tinerea Registrului de evidentd manual si/sau electronic a accesdrilor/prelucrdrilor efectuate in
strictd conformitate cu cerintele legale, cu consemnarea tuturor rubricilor indicate;

- aducerea la cunostintd fiecdrui angajat MAI/IGP, contra semnaturd, a continutului Ordinului MAI
nr. 444 din 28.12.2012 cu privire la aprobarea Regulamentului privind reglementarea prelucradrii
datelor cu caracter personal de cdtre subdiviziunile Ministerului Afacerilor Interne etc.
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CAPITOLUL IV

v

ACTIVITATEA DE REPREZENTARE IN INSTANTELE
DE JUDECATA
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Pe parcursul anului 2020, interesele Centrului au fost reprezentate in cadrul instantelor de
contencios administrativ in 126 de procese de judecatd, dintre care: 121 in calitate de parat; 5
in calitate de autoritate publica ce depune concluzii.

Astfel, se atesta o crestere a numarului actiunilor fnaintate spre examinare in instantele de
judecata prin care au fost contestate actele emise de Autoritatea nationala de protectie a
datelor cu caracter personal, care, in perioada de raportare au ajuns la 121, spre deosebire de
anul 2019 cand au fost inaintate 105 cereri de chemare in judecata.

Acest fapt se datoreaza inclusiv numarului tot mai mare de acte administrative emise de Centru,
precum si de constientizarea tot mai inalta a complexitdtii consecintelor si a insemndtatii
caracterului constatdrilor consemnate in deciziile emise de Centru.

Prin urmare, pe parcursul anului 2020, reprezentantii Centrului au asigurat participarea in
cadrul a 307 sedinte de judecata in ordine de contencios administrativ, intocmind 200 de acte
procedurale necesare pentru examinarea cat mai eficienta a cauzelor judiciare.

Totodata, remarcam ca in 5 procese de judecata Centrul a fost atras ca autoritate publica ce a
depus concluzii, in conformitate cu prevederile art. 74 alin. (1) Cod de Procedura Civila.

La fel, mentionam cd pe parcursul anului 2020 a fost finalizata examinarea a 34 dosare
judecatoresti in care hotdrarile/deciziile instantelor judecatoresti au ramas definitive si
irevocabile, dintre care:

- 29 hotarari/decizii judecatoresti au fost emise in favoarea Centrului;

- 5 cazuri s-au soldat cu insucces pentru Centru.

Dinamica hotdrdrilor judecatoresti 2020

m hotdréarile emise in favoarea Centrului

M cazuri de insucces
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Astfel, constatam ca in 85% din numarul de dosare judiciare examinate, actiunile intreprinse de
Centru au fost considerate legale si intemeiate de cdtre instantele de judecata.

De mentionat ca, reiesind din specificul aspectelor abordate in cererile de chemare in judecats,
in 90% obiect al examinarii actiunilor in contencios administrativ il constituie anularea deciziilor
emise n urma investigatiilor efectuate de Centru cu privire la constatarea/lipsa incalcarii
principiilor de protectie a datelor cu caracter personal, 9% constituie anularea deciziilor cu
privire la refuzul inregistrarii in Registrul de evidenta al operatorilor de date cu caracter
personal, 1% reprezinta cauzarea pretinselor prejudicii.

Dinamica comparativda a numdrului de dosare si sedinte de judecatd
in ordine de contencios administrativ, in perioada 2017-2020

350
307
300
250
214
200
150 —= 125
100
50
0
2017 2018 2019 2020
2017 2018 2019 2020
B dosare de judecata 35 76 105 126
M nr. sedintelor de judecata 125 214 272 307

La capitolul reprezentdrii intereselor Centrului in instanta de contencios administrativ, este
important a exemplifica un dosar judiciar de rezonanta, examinarea judecatoreasca al caruia
s-a finalizat in perioada de referintd, soldandu-se cu succes pentru Autoritatea de protectie a
datelor cu caracter personal si avand impact asupra realizdrii drepturilor unui numar impunator
de subiecti de date cu caracter personal:

La 20 mai 2020, Curtea Suprema de Justitie a Republicii Moldova a decis in mod irevocabil
mentinerea in vigoare a deciziei Centrului din 16 noiembrie 2018, prin care a fost constatatd
prelucrarea neconformda a datelor cu caracter personal cu cerintele legislatiei in domeniul
protectiei datelor cu caracter personal de cdtre Ministerul Afacerilor Interne, prin intermediul
Sistemului Informational Automatizat ,Registrul informatiei criminalistice si criminologice”,

ultimul fiind obligat sa distruga informatiile ce contin date cu caracter personal referitoare la
subiectul de date vizat de aceasta prelucrare, care au fost colectate/obtinute de la autoritatile/

institutiile nerecunoscute din regiunea transnistreand.

La caz, in cadrul examinarii celor invocate in plangere de catre subiectul de date cu caracter

personal, Centrul a scos in evidenta practica vicioasa de receptionare si stocare de catre

autoritatile constitutionale ale Republicii Moldova a informatiilor parvenite de la structurile
neconstitutionale din stanga Nistrului.
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

Urmeaza a sublinia ca, prelucrarea in mod automatizat a datelor cu caracter personal ale
cetatenilor statului Republicii Moldova in baza unor informatii parvenite de la structurile
neconstitutionale, care de fapt nu pot fi considerate autentice/veridice, precum si utilizarea
acestora in detrimentul subiectului de date cu caracter personal vizat, reprezinta o incalcare
grava a drepturilor si libertatilor omului.

Tn acest sens,urmeaza a remarca Hotararea Consiliului Superior al Magistraturii (CSM) nr.209/14
din 10 aprilie 2012 “cu privire la demersul domnului Oleg Efrim, ministru al Justitiei, referitor la opinia
asupra adresdrii domnului Eugen Carpov, viceprim-ministru, pe marginea aborddrii unor probleme
de naturd juridicd’, prin care CSM a constatat: “cd orice act emis de autoritdtile autoproclamate din
aceastd parte a Republicii Moldova contravin din capul locului Constitutiei, faptul referindu-se in
egald mdsurd si asupra oricdror hotdrdri, decizii, sentinte pronuntate de judecdtoriile instituite in
regiunea datd ilegal. Astfel, Consiliul considerd ca fiind inacceptabile orice colabordri, conlucrdri in
aspect juridic si propuneri de solutii juridice cu structurile din regiunea transnistreand.”

Tn consecinta, in jurisprudenta ce vizeazd Republica Moldova, Curtea Europeand a Drepturilor
Omului in numeroase cazuri (Ilascu si altii vs. Moldova si Rusia; Eriomenco c.Republicii Moldova
si Federatiei Ruse; Mozer c. Republicii Moldova si Federatiei Ruse; Catan altii c. Republicii
Moldova si Rusiei) a constatat ilegalitatea actelor adoptate de entitati nerecunoscute si
neconstitutionale din stanga Nistrului.

De specificat ca, potrivit Declaratiilor depuse odata cu instrumentul de ratificare al Conventiei
nr. 108 pentru protectia persoanelor referitor la prelucrarea automatizata a datelor cu caracter
personal, Republica Moldova nu a declarat rezerve asupra dispozitiilor conventiei, in ceea ce
priveste aplicarea acesteia asupra teritoriului din regiunea transnistreana. Astfel, Republica
Moldova are obligatia de a asigura protectia drepturilor si libertatilor fundamentale ale
cetdtenilor sai in ceea ce priveste prelucrarea datelor cu caracter personal, in special a dreptului
la inviolabilitatea vietii intime, familiale si private, pe intreg teritoriul sau.

in ordinea procedurii contraventionale

Pe parcursul anului 2020, au fost intocmite 125 procese-verbale cu privire la contraventii, fiind
constatate 170 fapte contraventionale aferente incalcarii prevederilor legale din domeniul
protectiei datelor cu caracter personal, prin prisma prevederilor art.74! - 74 Cod contraventional,
cauzele contraventionale fiind expediate spre examinare in instanta de judecata competenta.

Dinamica proceselor-verbale
cu privire la contraventie intocmite
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Spectrul faptelor contraventionale constatate prin prisma articolelor vizate de Codul
contraventional in baza incalcdrilor comise la prelucrarea datelor cu caracter personal sunt
reflectate in diagrama ce urmeaza:

Faptele contraventionale constatate

Tn context, se releva c3, in pofida faptului cd pe parcursul anului 2020 o perioad3 de timp
a fost restrictionat accesul in instantele de judecata din motivul pandemiei COVID-19,
agentii constatatori ai Centrului au participat la peste 470 sedinte de judecata pe cauzele
contraventionale aflate in examinare, atat in instanta de fond cat si la Curtea de Apel Chisindu.

= nerespectarea cerinfelor fati de
asigurarea securitatii datelor cu
caracter personal

= prelucrarea datelor cu caracter
personal fara notificarea si/sau
autorizarea organului de control

= incélcarea drepturilor subiectului
datelor cu caracter personal

incélcarea regulilor de prelucrare,
stocare si utilizare a datelor cu
caracter personal

= transmiterea transfrontaliera a
datelor cu caracter personal cu
incilcarea legislatiei privind
protectia datelor

= retuzul de a turniza itormatiile sau
documentele solicitate de Centrul

National pentru Protectia Datelor cu
Caracter Personal

= neindeplinirea in termenul stabilit a
deciziei Centrului

Urmeaza a fi precizat ca, odata cu intrarea in vigoare la 01.01.2020 a noilor prevederi a Codului
Contraventional, instantele de judecata recurg la aplicarea procedurii scrise in examinarea
cauzelor contraventionale, in conformitate cu prevederile art. 464' si 464’ ale Codului
Contraventional, practica considerata de catre Centru aplicabila la solutionarea cauzelor
contraventionale de o complexitate redusa, nefiind necesara prezenta fizica a agentului
constatator in cadrul sedintelor de judecata.

De mentionat ca din totalul celor 125 de cauze contraventionale expediate spre examinare in
instanta de judecata pe parcursul perioadei de referinta, in 30 de proceduri examinate Centrul
a obtinut castig de cauzd, instanta de judecata recunoscand vinovatia persoanelor in privinta
carora au fost fntocmite procese-verbale cu privire la contraventie, cu stabilirea sanctiunilor
in forma de amenda. Suplimentar, urmeaza a fi mentionat ca alte 124 de proceduri se afla in
prezent in examinare pe rol in instantele de judecata, inclusiv pe marginea unora din cauzele
contraventionale initiate fn 2019.

Cu titlu informativ, numarul si dinamica proceselor-verbale cu privire la contraventii intocmite
in perioada de cand Centrul a dobandit calitatea de agent constatator este reflectata in tabelul
ce urmeaza:
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? Perioada de referinta  Numarul proceselor-verbale cu privire la contraventie Dinamica
2012-2013 4-26 1550%
2013-2014 26-34 131%
2014-2015 34-24 129%
2015-2016 24-33 138%
2016-2017 33-52 157%
2017-2018 52-92 177%
2018-2019 92-105 114%
2019-2020 105-125 119%

ACTIVITATEA DE REPREZENTARE IN INSTANTELE DE JUDECATA
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CAPITOLUL YV

ACTIVITATEA DE SUPRAVEGHERE A PRELUCRARILOR
DE DATE CU CARACTER PERSONAL

Activitatea de inregistrare a operatorilor si sistemelor de evidenta a datelor cu caracter personal

In perioada anului 2020, Directia prevenire,supraveghere si evidentd din cadrul Directiei generale
supraveghere si conformitate a examinat 1472 de notificari depuse in vederea inregistrarii in
Registrul de evidenta a operatorilor de date cu caracter personal, atat a operatorilor de date cu
caracter personal cat si a sistemelor de evidenta tinute in forma automatizata si/sau manuald
in care sunt prelucrate date cu caracter personal.

Amintim ca prevederile cadrului normativ national din domeniul protectiei datelor cu caracter
personal,in special art.23 al Legii privind protectia datelor cu caracter personal,impun obligatia
operatorilor de date cu caracter personal sa notifice Centrul (personal sau prin intermediul
persoanelor imputernicite de catre operatori) anterior operatiunilor de prelucrare a datelor
cu caracter personal intr-un sistem de evidentd automatizat sau manual, cu prezentarea
informatiilor care jutifica prelucrarea datelor cu caracter personal, precum si asigurarea
implementarii masurilor organizatorice si tehnice necesare pentru protectia datelor cu caracter
personal.

In cadrul examinarii notificdrilor depuse la Centru spre autorizare si inregistrare, au fost
efectuate 995 verificari prealabile.

Ca rezultat al examindrilor notificarilor depuse in perioada de raportare au fost inregistrati 504
operatori de date cu caracter personal si 710 sisteme de evidenta a datelor cu caracter personal.

Informatia privind inregistrarea operatorilor si a sistemelor de evidenta in care sunt prelucrate
date cu caracter personal in Registrul de evidenta al operatorilor de date cu caracter personal,
in dinamica pentru anii 2016-2020, este reflectata in tabelul care urmeaza:

Numarul Numsrul Numarul sistemelor Numarul Numarul deciziilor de
total de . de evidenta a datelor sistemelor de refuz contestate in

Anul .- . operatorilor ’ . < . .
notificari . . cucaracter personal evidenta refuzate ordine de contencios

. inregistrati A o PR ag .
examinate : inregistrate a fi inregistrate administrativ

2016 850 386 761 89 1

2017 1046 500 843 203 0

2018 1388 639 938 451 1

2019 1652 654 944 708 1

2020 1472 504 710 762 2

Din informatia mentionata, numdrul notificarilor depuse spre examinare la ,Ghiseul unic” al
Centrului pe parcursul anului 2020 a fost in usoara scadere. Astfel, si la acest capitol se observa
cd, din motivul situatiei pandemice provocate de COVID-19, care a impus restrictii in activitatea
tuturor entitatilor de drept public si privat, operatorii de date cu caracter personal au fost mai
putin activi in vederea notificarii sistemelor de evidenta gestionate,comparativ cu anii precedenti.
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

Principalele aspecte examinate in mod cert si primordial la evaluarea/analiza notificarilor si
actelor aferente acestora, depuse in vederea inregistrarii in Registrul de evidenta a operatorilor
de date cu caracter personal, ca si in anii precedenti, au fost urmatoarele:

» Corectitudinea determinadrii calitatii de operator de date cu caracter personal sau persoana
fmputernicita de catre operator, in raport cu sistemele de evidenta notificate;

» Existenta temeiului legal de prelucrare a datelor cu caracter personal,;

e Conformitatea madsurilor organizatorice si tehnice necesare pentru protectia datelor cu
caracter personal declarate de catre operatorul de date cu caracter personal cu prevederile
cerintelor fatd de asigurarea securitatii datelor cu caracter personal la prelucrarea acestora
in cadrul sistemelor informationale de date cu caracter personal;

» Existenta instructiunilor oferite de catre operator pentru persoanele imputernicite printr-un
contract sau alt act juridic care va avea caracter obligatoriu pentru parti si care va stabili
obiectul si durata prelucrarii, natura si scopul prelucrarii, statul in care vor fi prelucrate
datele cu caracter personal, tipul de date cu caracter personal, categoriile subiectilor de date,
obligatiile si drepturile operatorului si ale persoanei imputernicite etc.;

e Conditiile in care se realizeaza transmiterea transfrontaliera a datelor cu caracter personal
tinand cont de natura acestora, scopul si durata prelucrdrilor propuse, de statul de destinatie,
de legislatia acestuia, precum si de normele profesionale si masurile de securitate respectate
in statul de destinatie etc.

Totodatad, in anul 2020 se observa cresterea numarului notificarilor refuzate a fi inregistrate/
autorizate, cele mai frecvente motive de refuz fiind:

1) indicarea in formularul de notificare a unor informatii neveridice referitor la: categoriile de
date cu caracter personal, scopurile de prelucrare, modul de colectare, precum si termenul
de prelucrare a datelor cu caracter personal, care nu corespund cu cele stabilite in actele
anexate la notificare;

2) neindicarea in formularul notificarii a informatiilor referitor la persoanele fmputernicite
de catre operator in cazul prelucrdrii datelor cu caracter personal in numele si pe seama
operatorului de date cu caracter personal;

3) stabilirea in politica de securitate si in documentatia referitoare la aceasta a unor masuri
organizatorice si tehnice necesare pentru protectia datelor cu caracter personal care nu
corespund prevederilor cerintelor fata de asigurarea securitatii datelor cu caracter personal
la prelucrarea acestora in cadrul sistemelor informationale de date cu caracter personal;

4) supravegherea prin mijloace video a unor spatii/bunuri care nu apartin operatorului de date
cu caracter personal sau supravegherea neconfoma a spatiilor de lucru, in special a tehnicii
de calcul ale salariatilor, inclusiv al mijloacelor de introducere a datelor de catre acestea
(tastaturi), fapt care duce la eventuale cazuri de incalcare de catre angajator a prevederilor
art. 91 alin. (1) lit. f) al Codului muncii, precum si a securitatii si confidentialitatii datelor cu
caracter personal, in cazul in care prin imaginile video este posibila vizualizarea introducerii
credentialelor de autentinficare de cdtre utilizatorii interni in sistemele de evidenta
gestionate de catre operator.

Ca si In anii precedenti, cel mai des au fost notificate si inregistrate sisteme de evidenta
auxiliare, care nu constituie/reflecta activitatea de baza a operatorilor de date cu caracter
personal, cum ar fi: evidenta contabila, resursele umane, supravegherea video, corespondenta,
etc.,sisteme care cu certitudine contin date cu caracter personal si, la fel,urmeaza a fi notificate
Centrului.
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Mai mult, in vederea oferirii suportului metodologic si consultativ operatorilor de date cu
caracter personal si/sau persoanelor imputernicite, privind procedura de notificare a sistemelor
de evidentad si inregistrare in calitate de operator in Registrul de evidentd al operatorilor de date
cu caracter personal, pe parcursul anului 2020, doar angajatii subdiviziunii responsabile pentru
inregistrarea operatorilor/sistemelor de date cu caracter personal, au oferit telefonic sau prin
e-mail, 2030 de consultatii si instructiuni. Din nou, reiesind din situatia specificd determinatd

de pandemia COVID-19, pe parcursul perioadei de referinta au predominat consultatiile oferite
la telefon sau prin posta electronica, fara prezenta fizica a solicitantilor de consultatii la sediul
Centrului, fapt care a avut impact semnificativ atat asupra calitatii notificarilor inaintate si
actelor intocmite de operatori in vederea inregistrdrii in Registrul de evidenta a operatorilor

de date cu caracter personal, cat si asupra numarului de notificari depuse la .Ghiseul unic” spre
examinare.

Activitatea de prevenire a neconformitatii prelucrarii datelor cu caracter personal

Tn perioada anului 2020, in scopul prevenirii practicilor neconforme de prelucrare a datelor cu
caracter personal, Centrul a informat, inclusiv prin intermediul paginii web oficiale, operatorii de date
cu caracter personal din diferite domenii asupra multiplelor cazuri de compromitere a securitatii si
confidentialitatii datelor in diferite state, care s-au soldat cu aplicarea unor amenzi semnificative
aplicate operatorilor care au admis prelucrarea neconforma a datelor cu caracter personal.

La fel in contextul asigurarii prevenirii neconformitatilor la prelucrarea datelor cu caracter
personal, reiesind din cresterea constanta a numadrului sesizarilor legate de prelucrarea datelor
cu caracter personal prin intermediul camerelor de supraveghere video, Centrul a elaborat si
publicat pe pagina web oficiald opinia autoritdtii asupra aspectelor practice si legale in legdturd
cu instalarea si gestionarea mijloacelor de supraveghere video, de care urmeazd sa tina cont
persoanele fizice si juridice care intentioneaza sa prelucreze date cu caracter personal prin
intermediul sistemelor de evidenta a supravegherii video.

In scop preventiv, informativ si aplicativ, in perioada de referintd Autoritatea national3
de protectie a datelor cu caracter personal a emis recomandari/opinii in vederea asigurarii
conformitatii prelucrarii datelor cu caracter personal, vizand urmatoarele aspecte:

» Prelucrarea datelor cu caracter personal in contextul pandemiei de coronavirus (COVID-19)
in Republica Moldova: Centrul a accentuat asupra riscurilor si provocarilor privind protectia
persoanelor in partea ce vizeaza prelucrarea datelor cu caracter personal in contextul combaterii
Coronavirusului (COVID-19), in special, a datelor privind starea de sanatate a pacientilor.

» Aspecte privind inregistrarea si transmiterea on-line a sedintelor consiliilor locale: opinia
autoritatii fn legatura cu inregistrarea si transmiterea in direct prin intermediul internetului
a sedintelor consiliilor locale.

* Precizdri privind inregistrarea si transmiterea in direct prin intermediul internetului a sedintelor
consiliilor locale: in contextul reactiei societatii civile, precum si a unor autoritdti publice locale,
care au tratat gresit opinia expusa anterior fn legatura cu fnregistrarea si transmiterea in direct
prin intermediul internetului a sedintelor consiliilor locale, Centrul a venit cu precizdri clare
cd nu intentioneaza sa restrictioneze inregistrarea si transmiterea in direct prin intermediul
internetului a sedintelor consiliilor locale, precum si cu repere exacte cu caracter aplicativ
pentru a asigura prelucrarea conforma a datelor cu caracter personal in contextul abordat.

Informatiile mentionate supra pot fi vizualizate integral pe pagina web a Centrului www.
datepersonale.md la rubrica Legislatie/Recomandarile CNPDCP, (accesand link-ul: https://
datepersonale.md/legislation/ncpdp-guidelines/).
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Totodata, in_contextul realizdrii atributiei Centrului de monitorizare a respectdrii legislatiei
cu privire la protectia informatiei si verificarea aplicdrii acesteia, in special a dreptului la

informare, de acces la date, de interventie asupra datelor si de opozitie, precum si avand ca scop
neadmiterea/prevenirea fncalcarii drepturilor subiectilor ale caror date cu caracter personal
au fost/sunt prelucrate de cdtre organele de drept din Republica Moldova, entitati care, in
exercitarea competentelor, prelucreaza un volum impundtor de date cu caracter personal,
Centrul a intervenit in raport cu ultimii asupra urmatoarelor aspecte:

» Executarea prevederilor art. 15 al Legii privind protectia datelor cu caracter personal si mdsurile
intreprinse in vederea asigurdrii respectdrii drepturilor subiectilor de date cu caracter personal:

Este notabil ca libera circulatie a datelor cu caracter personal intre autoritdtile competente in
scopul prevenirii, depistarii, investigarii sau urmaririi penale a infractiunilor sau al executadrii
pedepselor, inclusiv al protejarii Tmpotriva amenintarilor la adresa securitatii publice si al
prevenirii acestora in cadrul jurisdictiei Republicii Moldova, trebuie facilitatd asigurand, totodata,
un nivel ridicat de protectie a datelor cu caracter personal.

Centrul pledeaza cu fermitate pentru asigurarea unei concilieri intre dezideratul juridic protectia
datelor cu caracter personal si prelucrarea datelor cu caracter personal in cadrul actiunilor de
prevenire si investigare a infractiunilor, punerii in executare a sentintelor de condamnare si al
altor actuni din cadrul procedurii penale sau contraventionale in conditiile legii.

Potrivit art. 12-14 al Legii nr. 133/2011 privind protectia datelor cu caracter personal, subiectul
de date dispune de dreptul la informare, dreptul de acces la datele cu caracter personal si dreptul
de interventie asupra datelor cu caracter personal, in virtutea cdrora subiectul poate solicita de
la operatorul de date, informatie cu privire la: scopurile prelucrarii, categoriile de date avute in
vedere si destinatarii sau categoriile de destinatari carora le sunt dezvdluite datele; datele cu
caracter personal care fac obiectul prelucrdrii, precum si originea acestor date; principiile de
functionare a mecanismului prin care se efectueaza prelucrarea automatizata a datelor care
vizeaza subiectul datelor cu caracter personal; informatii cu privire la consecintele juridice
generate de prelucrarea datelor cu caracter personal pentru subiectul acestor date; informatii
privind modul de exercitare a dreptului de interventie asupra datelor cu caracter personal, etc.

In lumina prevederilor Legii nr. 133/2011, operatorii au obligatia de a raspunde cererilor

subiectilor de date, fara intarzieri nejustificate, cu exceptia cazului in care operatorul aplicd
limitdri statuate de lege in raport cu drepturile subiectilor de date.

Astfel, potrivit art. 15 al Legii nr.133/2011 (intitulat ,Exceptii si restrictii”), prevederile art. 4 alin.
(1),art.12 alin.(1) si (2),art.13,14 si 28 nu se aplica in cazul in care prelucrarea datelor cu caracter
personal este efectuata in cadrul actiunilor prevazute la art. 2 alin. (2) lit. d) si la art. 5 alin. (5)
lit. g), In scopul apararii nationale, al securitatii statului si mentinerii ordinii publice, al protectiei
drepturilor si libertatilor subiectului datelor cu caracter personal sau ale altor persoane, daca
prin aplicarea acestora este prejudiciata eficienta actiunii sau obiectivul urmarit fn exercitarea
competentelor legale ale autoritatii publice. Prelucrarea datelor cu caracter personal in scopurile
stabilite la alin. (1) nu poate depasi perioada necesara atingerii obiectivului urmadrit.

In acord cu art. 15 alin. (3) al Legii nr. 133/2011, dupa incetarea situatiei care justifici aplicarea
alin. (1) si (2) din articolul 15, operatorii vor lua masurile necesare pentru a asigura respectarea
drepturilor subiectilor datelor cu caracter personal prevazute la art. 12-14 (informarea
subiectului datelor cu caracter personal, dreptul de acces la datele cu caracter personal, dreptul
de interventie asupra datelor cu caracter personal).

In acelasi context, potrivit art. 15 alin. (4) al Legii nr. 133/2011, autoritatile publice tin evidenta
aplicarii exceptiilor stabilite la alin. (1) si informeaza Centrul, in termen de 10 zile, despre
datele cu caracter personal prelucrate in conditiile prezentului articol.
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In optica celor prezentate, Centrul a solicitat: Procuraturii Generale, Ministerului Afacerilor
Interne, Ministerului Apdrdrii, Serviciului de Informatii si Securitate, Centrului National
Anticoruptie, Serviciului Vamal furnizarea, in termen de 30 de zile, a informatiei cu privire la
urmatoarele aspecte:

- Numarul total de cazuri in care au fost aplicate exceptiile si restrictiile fn temeiul art. 15 alin.
(1) al Legii nr. 133/2011;

- Numarul de cazuri in care a fost realizata informarea subiectului de date cu caracter personal
dupa incetarea situatiilor care au conditionat aplicarea exceptiilor si restrictiilor reglementate
de art. 15 alin. (1) al Legii nr. 133/2011 si modalitatea de realizare a informarii subiectului;

- Numarul de cazuri in care a fost omisa informarea subiectului de date cu caracter personal
dupa incetarea situatiilor care au conditionat aplicarea exceptiilor si restrictiilor reglementate
de art. 15 alin. (1) Legii nr. 133/2011, cu nuantarea motivelor care au conditionat o atare
omisiune;

- Existenta unor verificari pe plan intern vizavi de asigurarea respectarii dreptului la informare
a subiectului de date, ulterior decaderii situatiilor care au conditionat instituirea exceptiilor
si restrictiilor statuate la art. 15 alin. (1) al Legii nr. 133/2011.

Urmeaza a remarca ca marea majoritate a entitdtilor mentionate au prezentat informatii evazive,
neoferind raspunsuri clare la intrebarile fnaintate, atat in ceea ce priveste careva date statistice,
cat si din punct de vedere a eventualei existente a unor mecanisme Si masuri organizatorice Si
tehnice certe implimentate in vederea asigurdrii evidentei eficiente a persoanelor in privinta
carora au fost instituite restrictii la realizarea drepturilor, cat si a persoanelor in raport cu
care au fost/urmeaza a fi realizate drepturile urmare a epuizarii scopului pentru care aceste

restrictii au fost anterior instituite. Or, circumstantele constatate denota necesitatea stringenta
de instituire a mecanismelor si parghiilor corespunzatoare legislative, inclusiv intreprinderea
de catre entitatile vizate a masurilor necesare intru asigurarea si eficientizarea realizarii
drepturilor subiectilor de date cu caracter personal, fapt care, cu parere de rau, nu a fost realizat.

» Legalitatea prelucrdrii datelor cu caracter personal stocate in resursele informationale automatizate
de stat

Urmare a activitatii analitice efectuate in raport cu informatia acumulata de la Agentia Servicii
Publice, a fost sistematizata, per institutie, statistica operatiunilor de accesare a datelor cu
caracter personal stocate in diverse sisteme informationale de stat: Registrul de stat al populatieli,
Registrul bunurilor imobile, Registrul de stat al conducdtorilor de vehicule, Registrul de stat al
transporturilor, Registrul unitdtilor de drept, dezagregate pe ani, efectuate de catre utilizatorii:
Ministerului Afacerilor Interne, Centrului National Anticoruptie, Procuraturii Generale, Autoritatii

Nationale de Integritate, Ministerului Apararii, Serviciului Vamal, Serviciului fiscal de Stat,

entitati care s-au identificat cu cel mai mare numar de accesadri a datelor cu caracter personal
efectuate.

Tn context, reliefam in tabelul ce urmeaza informatia privind numarul operatiunilor de accesare
a datelor cu caracter personal in resursele informationale de stat mentionate, efectuate de
catre utilizatorii autorizati ai autoritatilor indicate supra:
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Numarul de accesari efectuate in sistemele informationale
de stat: RSP, RBI, RST, RSCV, RUD prin intermediul

Institutia vizata SIA , Acces-Web” si COI

2018 2019 2020
Ministerul Afacerilor Interne 3541231 20887797 11213170
Serviciul de Informatii si Securitate 93897 78939 65180
Centrul National Anticoruptie 96017 112235 86891
Procuratura Generala 20109 24611 19985
Serviciul Vamal 28509 25551 12381
Ministerul Apararii 347 2050 1002
Autoritatea Nationala de Integritate nu a fost solicitata 20740 17217

Serviciul Fiscal de Stat

informatia pentru

anul 2018 3541231 3535927

Astfel, in vederea asigurdrii monitorizarii respectdrii legislatiei cu privire la protectia datelor
cu caracter personal, Centrul a solicitat entitatilor mentionate prezentarea, in termen de 60 de
zile, a informatiei cu privire la unele aspecte tangentiale operatiunilor de accesare a datelor
cu caracter personal stocate in sistemele informationale indicate in demersurile de referinta, si
anume:

36

Categoria subiectilor a caror date cu caracter personal stocate in sistemele informationale
indicate in demersuri, sunt susceptibile de a fi accesate si tipologia datelor cu caracter
personal care sunt accesate per fiecare categorie de subiecti;

Temeiurile de fapt, de drept si scopurile care de reguld intemeiaza operatiunile de accesare
a datelor cu caracter personal stocate in sistemele informationale indicate;

Operatiunile care sunt efectuate in raport cu datele cu caracter personal stocate in sistemele
informationale indicate (consultare, imprimare si stocare ulterioard, copiere, divulgare,
combinare, transmitere, inclusiv transmiterea transfrontaliera, etc.);

a) In cazul efectudrii operatiunilor de imprimare, copiere si stocare ulterioard, urmeaza a
fi precizate detaliile cu privire la masurile implementate si orientate spre prevenirea
actiunilor neintentionate, care pot genera distrugerea, copierea neautorizata, pierderea
sau defectarea suportului material pe care sunt stocate datele cu caracter personal,
extrase din sistemele informationale indicate;

b) Termenele de stocare a datelor cu caracter personal care au fost extrase din sistemele
informationale indicate;

¢) In ce scopuri este efectuata operatiunea de extragere a datelor cu caracter personal din
sistemele informationale indicate;

d) Confirmarea/infirmarea informatiei cu privire la depistarea/identificarea unor brese de
securitate declansate urmare a efectuadrii operatiunilor de accesare, imprimare, copiere
si stocare ulterioara, a datelor cu caracter personal stocate in sistemele informationale
indicate;

e) Masurile implementate in scopul prevenirii,depasirii,combaterii si escaladarii incidentelor
de securitate si remedierii vulnerabilitatilor de securitate;
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- Existenta unei inregistrari si evidente a persoanelor care efectueaza operatiuni de accesare
a datelor cu caracter personal, stocate in sistemele informationale indicate;

- Lista persoanelor autorizate care dispun de dreptul de acces la sisteme informationale;

- Daca accesarea prin intermediul COl ofera posibilitatea de a identifica persoanele care
efectueaza accesarile;

- Motivul evitarii efectuarii accesdrii prin intermediul aplicatiei SIC ,Acces-WEB” si utilizarea
masiva a COl.

De mentionat cd, si in acest caz, entitatile vizate fie au oferit rdspunsuri evazive si neconcludente,
fie nu au raspuns la demersul Centrului, ultimul fiind nevoit a interveni repetat in vederea
acumularii informatiilor necesare, fapt care demonstreaza, spre regret, ineficienta/insuficienta
masurilorintreprinse de operatoriivizatiintruasigurareatinerii evidentei eficiente aoperatiunilor
de accesare a datelor cu caracter personal, stocate in diferite resurse informationale de stat,
efectuate de catre utilizatorii autorizati ai acestora.

Suplimentar, in contextul asigurarii prevenirii prelucrarilor neconforme de date cu caracter
personal, Centrul reitereaza ca, lipsa/insuficienta implementarii masurilor de asigurare
a securitatii si confidentialitatii datelor cu caracter personal, la modul practic, precum si
inexistenta unui control riguros asupra corectitudinii operatiunilor de prelucrare a datelor cu
caracter personal efectuate, poate duce, iminent, la prelucrari neconforme a datelor cu caracter
personal ale subiectilor de date vizati, generand in final, eventuale litigii civile cu repararea
prejudiciilor materiale si morale, impunerea emiterii de catre Centru a deciziilor de suspendare
si/sau ncetare a operatiunilor de prelucrare a datelor cu caracter personal.

Totodata, este de mentionat necesitatea realizarii obligatiei operatorilor de date cu caracter
personal vizand revizuirea politicii de securitate a datelor cu caracter personal si documentatiei
referetoare la aceasta, cel putin o datd in an, ca rezultat al modificdrilor sau reevaluarii
componentelor acesteia, tinand cont de evolutia tehnologiilor informationale utilizate pentru
prelucrarea datelor cu caracter personal, de regimul juridic al protectiei datelor cu caracter
personal, precum si necesitatea asigurarii implementarii principiilor de protectie a datelor cu
caracter personal, in mod implicit, pana la elaborarea si punerea in functiune a sistemelor
informationale automatizate.
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CAPITOLUL VI

AVIZAREA S| ELABORAREA PROIECTELOR
DE ACTE NORMATIVE

Avizarea actelor normative

Tn temeiul prevederilor art. 32 alin. (2) al Legii nr. 100/2017 cu privire la actele normative,
proiectele actelor normative care tin de domeniul protectiei datelor cu caracter personal se
transmit spre avizare Centrului National pentru Protectia Datelor cu Caracter Personal.

Drept urmare, pe parcursul anului 2020, catre Centru au parvenit spre avizare 65 de proiecte de
acte normative nationale/internationale, care au fost examinate prin prisma respectarii principiilor
de protectie a datelor cu caracter personal, precum si a asigurarii drepturilor si libertatilor
persoanelor fizice in ceea ce priveste prelucrarea datelor cu caracter personal, dintre care:

- 9 proiecte de acorduri/tratate internationale;
- 3 proiecte de acte normative de modificarea legilor, codurilor;
- 53 proiecte de acte normative ale Guvernului si altor autoritati.

Procentajul avizelor oferite de catre Centru pe parcursul anului 2020

Proiecte de I
acorduri/ tratat

internationale

14%

Proiecte de acte
normtive ale
Parlamentului

5%

Proiecte de acte
normative ale
Guvernului si altor
autoritati
81%

M Proiecte de acorduri/ tratate internationale

@ Proiecte de acte normtive ale Parlamentului

O Proiecte de acte normative ale Guvernului si altor
autoritati

De mentionat ca, aspectele reglementate prin actele normative transmise in vederea avizarii au
fost diverse, fiecare act vizand domenii si proceduri distincte care necesitau studiere minutioasa
in vederea asigurarii obiectivitatii si legalitatii avizelor oferite. Chiar si in aceste conditii, in cele
mai multe cazuri, la avizarea proiectelor de acte normative s-a determinat ca este necesara
completarea si revizuirea textelor actelor respective, fiind fnaintate obiectii si propuneri de
rigoare prin prisma necesitatii respectdrii reglementdrilor legale referitoare la protectia datelor
Cu caracter personal.
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Prin urmare,asupra majoritatii proiectelor de acte normative analizate s-au efectuat recomandari
pentru ajustarea acestora si armonizarea lor cu dispozitiile legale privind protectia datelor cu
caracter personal.

De mentionat cd, comparativ cu anii precedenti, in perioada de referinta se atesta o crestere
de circa 15% a avizelor inaintate Autoritdtii nationale de protectie a datelor cu caracter
personal vizand aprobarea actelor corespunzdtoare implementarii sistemelor informationale
automatizate in care urmeaza a fi prelucrate date cu caracter personal.

Tn continuare prezentam, pentru exemplificare, unele dintre cele mai relevante proiecte de acte
normative avizate:

- Proiectul hotararii de Guvern pentru aprobarea Conceptului Platformei Guvernamentale de
instruire de la distanta (e-Learning) si a Regulamentului privind utilizarea si administrarea
acestuia, unde s-a propus racordarea conceptului vizat la cadrul normativ in domeniul protectiei
datelor cu caracter personal,precum si includerea in textul proiectului prescris a noilor prevederi
care vor asigura respectarea drepturilor subiectului de date cu caracter personal.

- Proiectul Regulamentului privind utilizarea, administrarea si dezvoltarea portalului
guvernamental al cetateanului, unde a fost propusa revizuirea pct. 5, 7,9, 11, 13, 19, 20 si 24
ale proiectului Regulamentului prescris, reiesind din necesitatea de asigurare a securitatii si
confidentialitatii datelor cu caracter personal pentru toti participantii la schimbul de date pe
platforma de interoperabilitate.

- Proiectul hotararii de Guvern privind aprobarea unor masuri necesare pentru asigurarea
securitatii cibernetice la nivel guvernamental.

- Proiectul hotararii Guvernului cu privire la aprobarea Conceptului serviciului guvernamental
de notificare electronica (MNotify) si Regulamentului privind modul de functionare si utilizare
a serviciului guvernamental de notificare electronica, unde a fost propusa revizuirea termenelor
de pdstrare a datelor cu caracter personal si modalitatea automatizata de stergere a acestora
in SI MNotify.

- Proiectul hotararii Guvernului cu privire la aprobarea Regulamentului cu privire la organizarea
si functionarea Sistemului informational automatizat ,,E-Integritate”,unde s-a propus racordarea
masurilor tehnice si organizatorice necesare pentru protejarea datelor cu caracter personal
fmpotriva distrugerii, modificarii, blocarii, copierii, raspandirii, precum si impotriva altor actiuni
ilicite In conformitate cu Cerintele fatd de asigurarea securitatii datelor cu caracter personal la
prelucrarea acestora in cadrul sistemelor informationale de date cu caracter personal.

— Proiectul de hotdrare de Guvern cu privire la aprobarea proiectului de lege pentru modificarea
unor acte normative, prin care s-a propus, inclusiv, modificarea Legii privind protectia datelor cu
caracter personal,in spetd aart.23,24 si 25, prin care se intentioneaza substituirea obligativitatii
notificdrii operatiunilor de prelucrare a datelor cu caracter personal cu alte proceduri, cum ar
fi: evaluarea impactului asupra protectiei datelor cu caracter personal, consultarea prealabila,
desemnarea responsabilului de protectia datelor. Astfel, analizand prin prisma considerentelor
expuse fn Regulamentul (UE) 2016/679 al Parlamentului European si al Consiliului din 27
aprilie 2016 privind protectia persoanelor fizice in ceea ce priveste prelucrarea datelor cu
caracter personal si privind libera circulatie a acestor date si de abrogare a Directivei 95/46/CE
(GDPR), care consemneaza rationamentele privind necesitatea abrogarii obligatiei de notificare
privind prelucrarea datelor cu caracter personal si inlocuirea acesteia cu anumite proceduri si
mecanisme eficace, Centrul a apreciat propunerea fnaintata ca fiind oportuna. Totodata, avand
in vedere ca modificarile propuse de autorul proiectului nu acopereau toate procedurile care
urmeaza a fi implementate de operator si persoana imputernicitd, urmare a excluderii notificarii,
Centrul a venit cu un sir de propuneri de imbunatatire a proiectului.
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Numdrul de solicitdri de avizare, parvenite in anul 2020, per entitdti

Ministerul Agriculturii, Dezvoltarii Regionale s1 Mediului -
Ministerul Finantelor _
Cancelaria de Stat _
Ministerul Justifier -
Ministerul Sanatifii, Muncii si Protectiei Sociale | NN
Ministerul Economiei si Infrastructurii -
Ministerul Afacerilor Interne _
0 5 10 15 20 25

B Nr. solicitarilor de avizare parvenite

Elaborarea proiectelor de acte normative

Pe parcursul anului 2020, activitatea Centrului pe segmentul creatiei
legislative a fost canalizata pe elaborarea proiectului de lege privind
Modificarea modificarea si completarea art. 27 al Legii 133/2011 privind protectia
datelor cu caracter personal, care a fost aprobat de Parlamentul Republicii
Moldova la 09 iulie 2020, intrat in vigoare la 24 august 2020.

Conditia esentiala care a fundamentat initierea prezentului proiect de

lege, a constat inclusiv in necesitatea stringenta de optimizare si eficientizare a procedurii
de efectuare de cdtre Centru a investigatiilor/controlului privind conformitatea prelucrdrii
datelor cu caracter personal, sub aspect de reglementare a unui termen care sa fie proportional
complexitatii procedurii de verificare a conformitatii prelucrarii datelor cu caracter personal.

Astfel, prin proiectul de lege s-a propus ca termenul de examinare si solutionare a plangerii
fnaintate Centrului sa fie de 3 luni, cu posibilitatea prelungirii justificate a acestuia la fiecare

30 de zile, in functie de complexitatea cauzei, volumul de informatii ce urmeaza a fi obtinute si

analizate, comportamentul participantilor vizati, conduita autoritatilor relevante si importanta
procedurii administrative pentru partea interesata, dar nu mai mult de 6 luni.

art. 27 al Legii
133/2011

Pe de alta parte, acest proiect de lege a inglobat amendamente in partea ce vizeaza informarea
subiectului de date cu caracter personal despre cursul examinarii plangerii sale, la solicitarea
ultimului sau la fiecare prelungire, cu indicarea motivelor obiective ce determina prelungirea
termenului de examinare. Respectiv, subiectul de date cu caracter personal, in situatia in care nu
va fi satisfacut de modul de examinare a petitiei sale, va avea posibilitatea de a contesta actiunile
controlorului de stat care are in examinare petitia sa, in instanta de judecata sau la Centru.

O alta conditie care s-a aflat la premisa elaboradrii proiectului de lege mentionat, a constat in
necesitatea la fel de stringenta de dispersare si organizare clara a responsabilitatilor angajatilor
Centrului in procesul de examinare a plangerilor si desfdsurare a procedurii de verificare a
conformitatii prelucrarii datelor cu caracter personal, intru eficientizarea procesului de lucru
si evitarea blocajelor interne institutionale, cat si reglementadrii posibilitatii de delegare a
responsabilitatii de emitere/semnare a deciziilor Centrului, pe langa directorul si directorul
adjunct al autoritatii, si personalului abilitat cu functii de control al Centrului, in conformitate
cu competentele atribuite prin ordinul directorului.
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CAPITOLUL VII

COOPERAREA INTERNATIONALA

Stabilirea si dezvoltarea cooperarii internationale in domeniul protectiei datelor cu caracter
personal a continuat a fi unul din elementele de baza in fortificarea capacitatilor functionale
ale Centrului in anul 2020.

Chiar daca anul de referinta a fost un an al provocarilor, reiesind din situatia pandemica la
nivel global, Centrul a incercat sa isi concentreze activitatea pe intdrirea relatiilor bilaterale si
multilaterale cu partenerii externi, atat in cadrul organizatiilor internationale cat si individual.
Pentru atingerea acestui scop angajatii Centrului au participat la sedintele de lucru ale Comitetelor
europene si internationale. Trebuie de mentionat ca din cauza situatiei pandemice globale, anul
2020 a fost unul limitat in ceea ce priveste intalnirile si sedintele internationale in formatul in care
aveau loc anterior. Cu toate acestea unele progrese totusi au fost inregistrate. Pe parcursul anului
2020 reprezentantii Centrului au participat la diverse conferinte, reuniuni si grupuri de lucru.

. /-O’_ ~
/
* *
» 252
il

European Data Protection Board

« Sedintele plenare ale Comitetului European pentru Protectia Datelor

Pe parcursul anului 2020, reprezentantii Centrului au participat la reuniuni plenare organizate
de Comitetul European pentru Protectia Datelor (CEPD), care au avut loc la Bruxelles, Belgia.
Printre cele mai importante sedinte se numadra: Sedinta plenara din 28-29 ianuarie 2020 si
sedinta plenara din 18-19 februarie 2020.

Importanta sedintelor mentionate se contureaza prin incercarea de a elabora mecanisme de
cooperare internationala pentru a facilita asigurarea aplicarii efective a legislatiei privind
protectia datelor cu caracter personal, acordarea de asistenta internationald reciproca in
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

asigurarea aplicarii legislatiei din domeniul protectiei datelor cu caracter personal, inclusiv prin
notificare, asistenta in investigatii si schimb de informatii, sub rezerva unor garantii adecvate
pentru protectia datelor cu caracter personal si a altor drepturi si libertati fundamentale.
Acestea ofera posibilitatea de implicare a partilor interesate in discutiile si activitatile care au
ca scop intensificarea cooperdrii internationale in domeniul aplicarii legislatiei privind protectia
datelor cu caracter personal, precum si da posibilitatea promovarii schimbului reciproc si a
documentatiei cu privire la legislatia si practicile in materie de protectie a datelor, inclusiv in
ceea ce priveste conflictele jurisdictionale cu tarile terte.

Globalizarea fluxurilor de date necesita consolidarea la nivel international a drepturilor
persoanelor la protectia datelor. Pentru aceasta, trebuie adoptate principii solide privind
protectia datelor personale, menite sa faciliteze circulatia transfrontaliera a datelor cu caracter
personal, asigurand in acelasi timp un nivel ridicat si coerent de protectie, fara lacune si
lipsite de complexitate inutild. Astfel, una din functiile sedintelor plenare ale CEPD este o
colaborare structurata intre autoritatile de protectie a datelor cu caracter personal, lucru pe
care reprezentantii Centrului il realizeaza in permanenta.

.__r. .‘.\ L{J‘_‘\ -
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-
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CONVENTIA 108 a CONSILIULUI EUROPEI

* Sedintele plenare in cadrul Consiliul Europei

Comitetul Consultativ al Conventiei pentru protectia persoanelor cu privire la prelucrarea
automatizatd a datelor cu caracter personal (Conventia 108)

Protectia datelor este un drept protejat inca din anii 80 prin tratate internationale, prima
conventie internationald care a intrat in vigoare a fost elaborata de Consiliul Europei. Protectia
datelor este supusa unui proces de regandire nu numai in Uniunea Europeana, ci si in cadrul
Consiliului Europei. Aici reformele se caracterizeaza prin protectia cetdtenilor statelor membre
in functie de dezvoltarea tehnologiei. Incd din octombrie 2011 au inceput discutiile privind
modernizarea Conventiei 108, Comitetul Consultativ (T-PD) ajungand la adoptarea, in 2012, a
unui text de protocol de revizuire. Comitetul ministrilor a decis infiintarea unui comitet ad-hoc
privind protectia datelor format din reprezentanti ai statelor membre ale Consiliului Europei
cu misiunea de a finaliza modernizarea Conventiei 108 prin negocierea formala a textului
protocolului de amendare.

Procesul de modernizare a Conventiei 108 are ca finalitate transformarea sa intr-un instrument
juridic international cu valoare universala, aplicabil si statelor din afara Consiliului Europei.
Mentionam cd, potrivit situatiei de la finele anului 2020, din cele 47 state membre ale Consiliului
Europei si 8 non membre (total 55 state), Protocolul amendat la Conventia 108 pentru protectia
persoanelor referitor la prelucrarea automatizata a datelor cu caracter personal, a fost semnat
de 33 state din numarul total si ratificat de 10.

In perioada de raportare, Centrul a participat la doud sedinte plenare ale Comitetului Consultativ
al Conventiei 108, care au avut loc la distanta (on-line). Aceste intruniri au pus accent in primul
rand pe prezentarea facuta de secretariat cu privire la activitdtile si evolutiile majore din
domeniul protectiei datelor in 2020, in special la publicarea textului compilat, care contine
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actualizarile furnizate de delegatii, dar si cu privire la cele trei declaratii comune emise de
presedintele Comitetului Conventiei 108 si a Comisarului pentru protectia datelor al Consiliului
Europei:

a) cu privire la dreptul la protectia datelor in contextul pandemiei COVID-19 (publicat la 30
martie 2020),

b) privind urmadrirea digitala a contactelor (publicat la 28 aprilie 2020) si

c) referitor la “O mai buna protectie a persoanelor in contextul fluxurilor internationale de date:
necesitatea de supraveghere democratica si eficientd a serviciilor de informatii (publicat la 7
septembrie 2020)".

Aceste prezentdri/declaratii vin sa explice unele aspecte din domeniul protectiei datelor
cu caracter personal dificil a fi gestionate si care nu pot fi solutionate decat prin cooperare
internationala eficientd. Or, tinand cont de dezvoltarea tehnologica rapida, de prelucrare
a informatiilor si de intensificarea fluxului international de date, sunt necesare a fi stabilite
mecanisme la nivel international, care ar permite statelor de a se informa si consulta cu privire
la protectia datelor. In acest sens, sedintele plenare ale Comitetului Consultativ al Conventiei
108 vin ca instrumente internationale cu caracter regional care contribuie la dezvoltarea si
evolutia domeniului protectiei datelor.

Tot in perioada de raportare, reprezentantul Centrului a participat la Reuniunea internationala
de cooperare cu furnizorii de servicii electronice, care a avut loc in perioada 26-28 februarie
2020 la Tbilisi (Georgia). Reuniunea mentionatd a fost organizata in cadrul proiectului CyberEast,
ca o continuare a proiectelor Cybercrime @ EAP, prin care se propune de a sprijini tarile din
Parteneriatul Estic in construirea si mentinerea parteneriatelor cu entitatile din sectorul privat,
in principal furnizori de servicii Internet, pentru consolidarea mecanismelor de cooperare si
incredere intre sectorul privat, cetateni si autoritatile de justitie penala.

¢ Implementarea prevederilor Acordului de Asociere RM-UE

La acest aspect este de mentionat ca in perioada de raportare Centrul a elaborat si prezentat
Ministerului Afacerilor Externe si Integrarii Europene cat si Ministerului Economiei si
Infrastructurii raportul final general privind implementarea actiunilor din Planul National de
Actiuni privind Implementarea Acordului de Asociere 2017-2019. Tot in limitele acestui capitol
a fost facuta avizarea la noua Agenda de Asociere 2021-2027.

 Cooperarea cu agentiile Uniunii Europene

In conformitate cu prevederile stipulate la articolul 19 alin. (2) din Acordul de cooperare
dintre Republica Moldova si Eurojust, potrivit caruia ofiterul de protectie a datelor Eurojust si
Autoritatea de protectie a datelor din Republica Moldova fisi vor raporta reciproc, minim o data
fn an, asupra implementarii prevederilor acordului mentionat supra, Centrul a prezentat catre
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

Eurojust informatia privind activitatea sa, privind implementarea prevederilor legale in materie
de protectie a datelor cu caracter personal, cat si privind colaborarea interinstitutionala cu
Procuratura Generala.

Mentiondm ca cooperarea cu Eurojust reprezinta un punct-cheie in dezvoltarea raporturilor de
asistenta juridica internationala in materie penala in concordanta cu standardele europene si
in sensul vectorului de integrare europeana a Republicii Moldova.

Aceasta permite ca Eurojust sa sprijine, prin diverse mecanisme moderne de care dispune,
eforturile de prevenire, contracarare si urmadrire penald a unui sir de incdlcari grave, precum si
sprijinirea organelor de drept din Republica Moldova.

 Cooperarea cu Autoritatile de Protectie a Datelor din tarile membre ale Uniunii Europene

Pe parcursul anului 2020, Centrul a solicitat opinia si experienta mai multor Autoritati de
Protectie a Datelor din tarile membre ale Uniunii Europene cum ar fi: Romania, Austria, Belgia,
Bulgaria, Italia, Franta, Germania, Grecia, Spania, Portugalia, Olanda, etc., cu privire la utilizarea
camerelor de supraveghere video in celulele detinutilor. Aceasta solicitare a survenit urmare
multiplelor adresari referitor la legalitatea utilizarii camerelor de supraveghere video (CCTV)
instalate in celulele detinutilor in penitenciare si/sau in izolatoare de detentie provizorie
aflate sub egida organelor de politie. Scopul acestui demers a fost preluarea bunelor practici
europene, precum si aplicarea adecvata a cadrului normativ in solutionarea problemelor
aferente camerelor de supraveghere video in celulele detinutilor. In acest scop, APD-urile au
fost indemnate sa comunice Centrului experienta statelor lor referitor la urmatoarele subiecte:

- Este permisa utilizarea camerelor de supraveghere video (CCTV) in celulele detinutilor in
penitenciare si/sau in izolatoare de detentie provizorie?

- Care acte normative/legislative reglementeaza temeiul legal al utilizarii acestora?
- (are sunt scopurile declarate de utilizare a CCTV in aceste cazuri?

- (Care este perioada permisa de stocare a informatiilor detinute?

- 1n ce conditii imaginile obtinute prin CCTV pot fi dezvaluite tertilor?

- Pot fi restrictionate drepturile subiectului de date vizat, in cazul dat, drepturile prevazute de
Conventia 108, GDPR sau Directiva UE 680/2016, in special daca subiectii de date pot sa se
opuna prelucrarii datelor cu caracter personal prin intermediul CCTV?, etc.

Informatia deja receptionata de la APD-uri la tematica expusa, precum si cea in curs de a fi
receptionata de Centru, este/urmeaza a fi sistematizatd in vederea studierii bunelor practici si
deciderii fn continuare asupra aplicabilitatii acestora la nivel national.

Proiecte internationale

Pe parcursul anului 2020, Centrul a aplicat si a beneficiat de suport in cadrul mai multor proiecte
internationale, dupa cum urmeaza:

Programul Erasmus+

Centrul, a participat in cadrul Programul Erasmus+ la Apelul 2020 — EAC/A02/2019 ,Actiune
Cheie 2 (KA2) — Cooperarea pentru inovare si schimbul de bune practici; Consolidarea capacitatilor
in domeniul invatdmdntului superior” Tn cadrul apelului mentionat supra se propunea realizarea
urmatorului Proiect: Oportunitati UE de cariera digitald prin intermediul organizdrii cursurilor
de instruire in domeniul protectiei datelor cu caracter personal pentru persoanele din medii
defavorizate. Obiectivul general al proiectului propus a fost promovarea antreprenoriatului
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persoanelor din medii defavorizate printr-o abordare adaptata, bazata pe cele mai bune practici
pentru demonstrarea conformitatii cu cadrul legal UE in domeniul protectiei datelor. n cadrul
Programului Erasmus+, Centrul a participat in calitate de membru al unui consortiu impreuna
cu parteneri din Bulgaria, Italia, Grecia si Polonia.

Proiectul TAIEX - Instrumentul de asistenta tehnica si schimb de informatii

Domeniul Mass-media

* ,Dreptul la libertatea de exprimare si protectia datelor cu caracter personal in contextul
unor eventuale provocadri la nivel global! (pandemia COVID -19)”

Domeniul Sanatatii Publice

» ,Prelucrarea si protectia datelor cu caracter personal in domeniul sdndtdtii publice
in contextul unor eventuale provocdri la nivel global! (pandemia COVID -19)”

Tn contextul pandemiei la nivel global provocatd de COVID-19, apar tot mai multe intrebari cu
privire la legalitatea utilizarii si divulgarii datelor cu caracter personal referitoare la starea de
sanatate de catre reprezentantii mass - media in conformitate cu prevederile GDPR. Tn acest
scop, Centrul si-a planificat organizarea unei conferinte internationale ,,Dreptul la libertatea de
exprimare si protectia datelor cu caracter personal in contextul unor eventuale provociri la nivel
global! (pandemia COVID - 19)” pentru reprezentantii mass-media, scopul conferintei fiind de
a prezenta informatii, exemple de bune practici si solutii inovatoare in scopul stabilirii unui
echilibru corect dintre libertatea de exprimare si dreptul la viata privata, precum si faptul de
a face un schimb de experienta intre pdrti. Aplicarea la proiectul mentionat, s-a efectuat prin
intermediul platformei on-line TAIEX, dar in final proiectul nu a fost acceptat.

Tn domeniul sandtatii publice, Centrul a aplicat in anul 2020 si a obtinut

suport din partea proiectului TAIEX fn organizarea atelierului de lucru
~Prelucrarea si protectia datelor cu caracter personal in domeniul sanatadtii

publice in contextul unor eventuale provocdri la nivel global! (pandemia
COVID - 19)”. Scopul atelierului de lucru este de a consolida si a spori
abilitatile reprezentantilor din domeniul sanatatii publice cu privire la
eventualele provocari care pot aparea la nivel global in contextul pandemiei de COVID - 19,
care necesitd totodatd respectarea drepturilor si libertatilor fundamentale ale persoanelor fizice
in ceea ce priveste protectia datelor cu caracter personal atunci cand prelucrarea este necesara
din motive de interes public in domeniul sanatatii publice, precum si adoptarea bunelor practici
pe baza jurisprudentei relevante; de a stabili echilibru intre prelucrarea, pastrarea si divulgarea
datelor cu caracter personal referitoare la sandtate dreptul la confidentialitatea vietii private;
de a promova suport in analiza specializatd, orientata spre prevederile Legii privind protectia
datelor cu caracter personal in domeniul specific de aplicare - cel al sanatatii; de a familiariza
reprezentantii din domeniul medical cu noile provocari ce tin de prelucrarea datelor cu caracter
personal etc. Evenimentul va fi organizat pentru reprezentanti ai Ministerului Sanatatii, Muncii
si Protectiei Sociale si institutiilor medicale, ai Ministerului Justitiei, Ministerului Afacerilor
Interne si Inspectoratului General al Politiei. Evenimentul va fi moderat de experti in protectia
datelor cu caracter personal din Croatia, Slovacia si reprezentanti din cadrul Centrului. Reiesind
din situatia la nivel global a pandemiei SARS- COV - 2, evenimentul va avea loc on-line la
sfarsitul lunii ianuarie 2021, pentru aproximativ 300 de persoane, separat pe 3 regiuni ale tarii:
centru, nord si sud.

Proiect

TAIEX
obtinut
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CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

CAPITOLUL VI
ACTIVITATI DE INSTRUIRE S| SENSIBILIZARE

Tn anul 2020, Centrul a continuat desfasurarea activitatilor de instruire si sensibilizare. Perioada
de referinta a fost marcata de pandemia COVID-19, fapt care a influentat asupra numarului
activitdtilor de instruire. Din aceleasi considerente, in anul 2020 cea mai mare parte din
activitdtile de instruire si sensibilizare au fost desfasurate on-line.

Tn anul 2020 instruirile au fost organizate atat pentru sectorul public cat si cel privat, cu
precadere in municipiul Chisinau. Chiar daca aceste activitdti au avut loc on-line, participantii
au manifestat un interes sporit in dorinta de a-si consolida cunostintele in domeniul aferent
protectiei datelor cu caracter personal si de a conforma activitatea legatd de prelucrarea datelor
cu caracter personal la prevederile legale din domeniu.

Actiuni de sensibilizare

Principalele activitati de informare si sensibilizare a
societatii asupra importantei domeniului protectiei datelor
cu caracter personal desfasurate de Centru pe parcursul
perioadei de raportare:

- 17 ianuarie 2020 - formator acreditat de catre Proiectul
Uniunii Europene Twinning, reprezentant al Centrului a
promovat un dialog de discutii libere cu studentii Facultatii
de Drept, anul Il a Universitdtii Libere Internationale
din Republica Moldova, cu genericul ,Protectia datelor cu

caracter personal pentru audienta tdndrd” La discutii au
participat circa 50 de studenti.

- 28 ianuarie 2020 - de Ziua protectiei
datelor, Centrul a desfasurat, in premiera,
un eveniment public pentru parinti si
copii cu genericul ,Protejeazd-ti copilul
in mediul online”. Evenimentul a fost
organizat in parteneriat cu Inspectoratul
General al Politiei, Compania ,Moldcell’,
Asociatia Obsteasca ,Parinti Solidari” si
Directia generala educatie, tineret si sport
din municipiul Chisinau. Evenimentul a
adunat circa 60 de parinti, inclusiv copii, din
cadrul comitetelor parintesti si de elevi din
institutiile de Invatamant primar, secundar si general din sectorul Botanica, mun. Chisinau.

- 29 ianuarie 2020 - Centrul a continuat runda de evenimente dedicate Zilei protectiei datelor,
prin organizarea evenimentului de informare pentru studenti - ,Dreptul de acces la informatie
si dreptul la viata privatd” cu participarea studentilor ultimului an de studii de la Facultatea de
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Drept, ULIM si Facultatea de Jurnalism,
USM, inclusiv, cu  participarea
reprezentantilor societatii civile -
Promo-Lex, Centrul de Resurse Juridice,
Centrul de Investigatii Jurnalistice
etc. La eveniment au fost prezenti 14
participanti.

In  contextul activitatilor  de
sensibilizare aimportantei domeniului
protectiei  datelor cu  caracter
personal, in cadrul proiectului UE
Twinning ,Consolidarea capacitatilor
Centrului National pentru Protectia
Datelor cu Caracter Personal” finantat
de Uniunea Europeana, au fost elaborate diverse materiale informative destinate diferitor
categorii de subiecti de date (inclusiv minorilor, parintilor), precum si operatorilor de date cu
caracter personal. Materialele informative au fost utilizate pe parcursul anului 2020 in cadrul
multiplelor activitati organizate de Centru, acestea avand drept scop atat informarea despre
drepturile subiectilor de date si responsabilizarea acestora la prelucrarea conforma a datelor cu
caracter personal, cat si asigurarea legalitatii prelucrarii datelor cu caracter personal de catre
operatori. Unele modele de materiale informative pot fi vizualizate la compartimentul anexe

ale prezentului raport.

Activitati de instruire

In perioada ianuarie-decembrie 2020, Centrului a desfdsurat 7 sedinte de lucru cu reprezentantii
institutiilor publice si private pe aspectele ce vizau: asistenta la elaborarea codurilor de conduita
in diverse sfere de activitate, examinarea legilor sectoriale, ghidare si consultanta etc.

Totodata, reprezentantii Centrului au organizat 4 instruiri la care au fost prezenti circa 500 de
participanti din municipiul Chisindu si din raioanele Republicii Moldova.

- la 27 februarie 2020, la
invitatia Centrului de Cooperare
Politieneasca Internationala,
angajatii Directiei Conformitate a
Centrului au desfasurat o sedinta
de instruire a colaboratorilor
Centrului Cooperare Politieneasca
Internationala.

- la 4 iunie 2020, la invitatia
conducerii Congresului Autoritatilor
Locale din Moldova (CALM),
reprezentantii Centrului au avut o
alocutiune in cadrul webinarului,
pentru secretarii consiliilor locale,
membri ai Retelei Secretarilor din
cadrul CALM, cu tema: . Elaborarea politicii de securitate si a Requlamentului de prelucrare a datelor
cu caracter personal in cadrul APL”. La webinar au participat circa 85 de secretari ai consiliilor
locale.

www.datepersonale.md 47

VIl

w
o4
<
N
=
@
%)
zZ
w
%)
w-
w
o
=)
o
'_
%)
z
w
a
=
<C
=
=
'_
O
<



VIl

w
o
<
N
=
a
w
P4
w
0
&
w
o«
=)
o
'_
2]
Z
w
a
=
<
=
=
'_
()
<

CENTRUL NATIONAL PENTRU PROTECTIA DATELOR CU CARACTER PERSONAL AL REPUBLICII MOLDOVA

- la 27 iulie 2020, la solicitarea Centrului de Instruire in Domeniul Relatiilor de Munca,
reprezentantul Centrului a participat in calitate de formator, moderand un seminar privind
protectia datelor cu caracter personal.

- la 17 noiembrie 2020, Centrul a desfasurat un training despre protectia datelor cu caracter
personal la solicitarea Centrului de Instruire in Domeniul Relatiilor de Munca. La eveniment
au participat circa 150 de persoane - directori de scoli, gradinite, gimnazii, dar si angajati din
domeniul medical. Instruirea a avut loc on-Lline.

Activitatea de mediatizare a Centrului

La inceputul anului 2020, a fost lansata noua pagina web a Centrului www.datepersonale.md,
fapt care constituie o realizare importanta atat pentru institutie cat si pentru societate per

general,or,aceasta este o sursa de informare indispensabila, care faciliteaza accesul utilizatorilor
la totalitatea informatiilor vizand activitatea Autoritatii nationale de control a prelucrdrilor de
date cu caracter personal, precum si actualitatile aferente domeniului protectiei datelor la nivel
national si international.

Actuala pagina web a Centrului este inovativa si corespunde tuturor cerintelor si necesitatilor
actuale din punct de vedere tehnic si organizatoric. De mentionat ca aceasta realizare a fost
posibila datorita suportului acordat de Proiectul UE Twinning ,Consolidarea capacitatilor
CNPDCP” finantat de Uniunea Europeana.

Pe parcursul anului 2020, au fost elaborate si publicate pe pagina web a

49034 Centrului www.datepersonale.md - 80 de comunicate, articole si anunturi.
vizualizari Totodatd, in perioada de referintd Centrul a elaborat si publicat 4 buletine
pe pcaﬁ:;';c";’fb 4 informative trimestriale, vizand inclusiv informatii statistice despre
in 2020 activitatea Centrului, precum si informatii utile si actuale la nivel national

si international la capitolul protectiei datelor cu caracter personal.

In perioada de referintd, despre activitatea Centrului s-a mentionat in circa 70 articole de
presa. Cifra s-a redus la jumatate fata de cea din anul precedent pe fundalul crizei pandemice,
care a dus la suspendarea mai multor evenimente ale Centrului. Printre sursele media care
au mediatizat activitatea institutiei au fost: Agora, Moldpres, TVR Moldova, Moldoval, Bizlaw,
Sputnik Moldova, privesc.eu, Agentia de stiri - Info Prim Neo, Curentul.md, Noi.md, tribuna.md,
Radio Chisinau, democracy.md, Ziarul Moldova Suverana, publika.md, TV8.md, jurnal.md.

Interesul tot mai mare a cetatenilor fata de activitatea Autoritatii nationale
14712 de protectie a datelor cu caracter personal se deduce inclusiv din mediul
vizualizari retelelor de socializare. In context, pagina oficiald de Facebook a Centrului
pe Facebook/ - www.facebook.com/CNPDCP, potrivit postarilor inregistreaza circa 1500
CNPDCP in .. . < e . . .
2020 de vizitatori, lunar. Numdrul urmaritorilor este si el in ascensiune - 2338
cu 37% mai mult in 2020 comparativ cu anul 2019.
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CAPITOLUL IX

MANAGEMENTUL RESURSELOR UMANE

Personalul constituie resursa cea mai valoroasa care contribuie la cresterea eficientei si eficacitatii
institutiei. Sustinerea, stimularea si aprecierea la justa valoare a personalului angajat sunt factorii
esentiali pentru mentinerea unui climat organizational si psihologic pozitiv la locul de munca.

Autoritatea nationala de protectie a datelor cu caracter personal isi desfasoara activitatea prin
personalul care asigurd realizarea interesului public in domeniul de competentd, si anume,
functionari de demnitate publica, functionari publici si personal auxiliar.

Directorul si directorul adjunct exercita functii de demnitate publica care cad sub incidenta
Legii nr.199/2010, iar activitatea functionarilor publici este reglementata de Legea nr.158/2008
cu privire la functia publica si statutul functionarului public. Drepturile si responsabilitatile
personalului auxiliar sunt stipulate in legislatia muncii.

La indeplinirea sarcinilor, personalul Centrului tine cont de interesul public in domeniul
protectiei datelor cu caracter personal, in conformitate cu prevederile Legii privind protectia
datelor cu caracter personal nr. 133/2011.

Conform Legii nr. 182/2008, structura Centrului este alcatuita din 8 subdiviziuni structurale, iar
efectivul-limita constituie 45 de unitati care sunt distribuite in felul urmator:

e 2 functii de demnitate
publica (director si director
adjunct);

Statul de personal al Centrului

* 42 functii publice,inclusiv1l
functii publice de conducere
si 31 functii de executie;

“ Functii de demnitate
publica
“ Functii de conducere
o 1 functie auxiliara
(conducator auto).

Astfel, la 31 decembrie 2020,
gradul de ocupare al functiilor
din cadrul Centrului a constituit
35 unitati de personal, cu un
raport de incadrare de doar
77,8 %, dintre care:

2 functii de demnitate publica;

= Functfii de execufie

Personal auxiliar

» 32 functii publice, dintre care: 11 functii de conducere; 21 functii de executie, dintre care 16
sunt controlori (controlori de stat principali - 4, controlori de stat superiori — 4, controlori de
stat - 8), 3 consultanti (principal - 1, superior - 1, consultant - 1) si 2 specialisti principali;

» 1 functie auxiliara (conducator auto).

www.datepersonale.md 49

MANAGEMENTUL RESURSELOR UMANE




[
=z
<
=
o)
o
(@]
|
w
2}
o
o)
0
|
a4
-
=]
'_
zZ
w
=
w
(O]
<
P4
<
=
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Functii ocupate in cadrul Centrului
potrivit situatiei din 31 decembrie 2020

© Functii de executie

W Personal auxiliar

Astfel, comparativ cu anul precedent de raportare, gradul de ocupare a functiilor/posturilor a
fost in crestere cu aproximativ 3,8 puncte procentuale.

Gradul de ocupare cu personal in perioada 2018-2020

Anul Unitati aprobate Efectiv, angajati Ponderea, %
2018 45 32 71
2019 45

33 73

Centrul a pledat si pledeaza permanent pentru o politica de egalitate de gen si de tratament
egal intre barbati si femei in procesul de recrutate si de gestionare a resurselor umane.Asa dar,
din numarul total de angajati, la sfarsitul perioadei de referintd, ponderea barbatilor a fost de
40 %, iar cea a femeilor, respectiv, de 60 %.

Tn context, diagrama de mai jos demonstreaza c3 ponderea femeilor este mai mare decat cea a
barbatilor, atat la ocuparea functiilor de executie, cat si a celor de conducere.

14

12

10

W Barbati

u Femei

Functii de demnitate Functii de conducere Functii de executie  Personal auxiliar
publica

50 www.datepersonale.md



RAPORT DE ACTIVITATE PENTRU ANUL 2020

Colectivul Centrului este unul relativ tanar, iar varsta medie a angajatilor fn anul 2020 a fost
de 36 ani. Ca si in anul precedent, in structura pe categorii de varste, se mentine cea mai mare
pondere a persoanelor cu varsta cuprinsa intre 35-45 ani (40 % din total) si cele cu varsta de
25-35 ani (31,4 % din total).

Angajarea tinerilor specialisti in cadrul Centrului este un fenomen continuu, influentand pozitiv
structura profilului de varsta a personalului, si doar atat, or, acest fapt, spre regret, nu aduce
dupad sine o influentd pozitiva si asupra activitatii autoritatii. Astfel, se observa o crestere a
ponderii angajatilor cu varsta mai mica de 25 ani, ceea ce constituie 5,7 % din numarul total de
angajati, fiind de doua ori mai mare comparativ cu anul 2019.

Celelalte categorii de varsta au avut ponderi mai reduse.

Personalul Centrului pe categorii de vdrsta

Total efectiv Functiile de Functie publica Functie publica Personal
Anul 2020 . . ’ ’ . . ..
persoane demnitate publica  de conducere de executiei auxiliar
Numarul de 35 2 11 21 1
persoane
e <25 ani 4 - - 4 -
e 25-35 ani 11 - 1 10 -
e 35-45 ani 14 1 7 6 -
e 45-55 ani 4 1 2 1 -
e 55-63 ani 1 - 1 - -
* 63 ani< 1 - - - 1

Cel mai tanar angajat in anul 2020 avea 24 de ani, iar cel mai varstnic — 65 de ani.

Politica de recrutare a Centrului are drept scop asigurarea necesarului optim de personal in baza
principiilor de competitie deschisa,transparentd, sanse egale, precum si merit profesional.Aceste
principii sunt necesare pentru recrutarea unui personal care va realiza pe viitor obiectivele
propuse de cdtre autoritate.

Tn perioada de referinta au fost organizate si desfasurate 8 concursuri pentru ocuparea functiilor
publice vacante, dintre care 2 concursuri prelungite.

Aici trebuie de accentuat faptul ca, 4 concursuri au fost suspendate pe o perioada de mai
mult de 2 luni, in legatura cu instituirea in Republica Moldova a starii de urgenta in sanatate
publica, reiesind din situatia epidemiologica atat din tara, cat si la nivel mondial, precum si in
scopul implementarii masurilor de prevenire si control al infectiei cu Coronavirus de tip nou
(COVID-19), ulterior fiind reluate.

Tn 2020 la concurs au fost scoase 11 functii publice vacante si temporar vacante, dintre care
1 functie de conducere si 10 de executie, cum ar fi: 1 functie de Sef Serviciu de informare,
comunicare cu mass-media si e-Transformare, 4 functii de controlori de stat in Directia
conformitate, 2 functii de controlori in Directia prevenire, supraveghere si evidentd, 1 functie de
consultant in Directia relatii externe si integrare europeana, 1 functie de consultant in Serviciul
resurse umane, 1 functie de specialist principal in Serviciul documentare si arhivre si 1 functie
de auditor intern in Serviciul audit intern.
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Pentru participare la concursuri au fost depuse 68 de dosare ale candidatilor.n scopul asigurarii
transparentei procesului de organizare a concursului, pe pagina web a institutiei (www.
datepersonale.md) si pe cea guvernamentala (www.cariere.gov.md) au fost plasate informatiile
cu privire la organizarea si desfasurarea concursurilor.

Ca urmare, in rezultatul concursurilor petrecute, au fost angajate 9 persoane, dintre care 7 fiind
functionari publici debutanti. Pe parcursul anului de raportare 3 functionari publici debutanti au
fost confirmati in functiile publice, obtinand calificativul ,bine” la evaluarea activitatii petrecute
la finalizarea perioadei de proba, totodata fiindu-le conferit si gradul de calificare ,consilier de
clasa a IlI-a”. De mentionat, ca ceilalti 4 functionari publici debutanti urmeaza a fi evaluati si,
dupa caz, confirmati in functiile publice detinute, in primul semestru al anului 2021.

Ca si in anii precedenti, Centrul se confrunta cu problema lipsei auditorului intern. Deja pe
parcursul mai multor ani, incepand cu anul 2017, functia de audit intern a fost in permanenta
expusa la concurs, dar fara rezultate, din motivul lipsei candidatilor, ca urmare a coraportului
disproportionat dintre nivelul de salarizare, raportat la volumul de lucru si responsabilitatile
solicitate in fisa postului.

Totodata, trebuie de mentionat cd, concursul pentru ocuparea functiei publice vacante de
consultant in Serviciul resurse umane a fost anulat, deoarece invingatorul concursului a refuzat
fncadrarea in functia publica, motivul fiind salariul neatractiv. Tn anul 2021 acest concurs
urmeaza a fi reluat.

Tn acelasi timp, trebuie de specificat c3,in baza de merit,au fost promovati in functii superioare
4 angajati, 2 functionari publici au fost transferati in alte subdiviziuni ale Centrului, in
scopuri de serviciu iar 2 functionari publici au asigurat si continud sa asigure pana in prezent
interimatul a 2 functii de conducere, pe perioada suspendarii raporturilor de serviciu ale
titularilor functiilor.

Inanul 2020, se observa o fluctuatie de personal mai scizuta in comparatie cu anul 2019, numarul
de persoane ale cdror raporturi de munca au incetat fiind de 6, fata de cele 8 din anul precedent,
dintre care 2 persoane s-au transferat in alte autoritati publice, iar ceilalti 4 au demisionat la
cerere.

De mentionat cad fluctuatia personalului cu sarcini si atributii de control din cadrul Centrului se
mentine si in acest an, astfel inregistrand o pondere de 50 % din numdrul total de demisionati.
Aceasta crestere a fost cauzatd de nivelul de salarizare irelevant in raport cu complexitatea
activitatii de verificare a legalitatii privind prelucrarea datelor cu caracter personal.

Fenomenul fluctuatiei la un nivel foarte tnalt, care sporeste riscul de pierdere a memoriei
institutionale si de distorsionare a activitatii institutiei,este determinat de carentele din legislatia
privind salarizarea. Astfel, salariul de referinta al angajatilor Centrului este cu aproximativ 50%
mai mic comparativ cu salariul acordat in cadrul altor entitati din sectorul bugetar cu activitati
si competente similare.

Mai mult ca atat, dupd investirea considerabild in buna pregatire profesionald a angajatilor, in

ridicarea nivelului cunostintelor, priceperilor si deprinderilor de munca necesare, in special in

domeniul de competentd, angajatii decid sa plece in alte autoritati publice pentru un pachet
salarial mai atractiv. Drept exemplu, in prezent, 3 dintre fostii angajati ai Centrului activeaza

fn cadrul Autoritatii Nationale de Integritate, entitate mult mai atractiva din punct de vedere a
salariilor oferite angajatilor sai.

Un element important in cadrul politicii de management a resurselor umane este tendinta de
dezvoltare profesionala continua a angajatilor. In acest sens, a fost elaborat planul anual de
dezvoltare profesionala, conform cdruia, angajatii Autoritatii nationale de protectie a datelor cu
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caracter personal au urmat 5 cursuri de instruire interna si 17 cursuri de instruire externa. Astfel,
numarul de ore de instruire al participantilor a constituit 474 de ore astronomice.

Dezvoltarea profesionald continud a functionarilor publici din cadrul Centrului in anul de
referinta s-a realizat preponderent la Academia de Administrare Publica, prin activitati de
instruire desfasurate in mod mai putin obisnuit decat in anii precedenti, in legatura cu situatia
determinata de pandemia COVID-19.

Astfel, cursurile de dezvoltare profesionala s-au desfasurat in diferite formate:

» in sala de curs (of-line);
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« la distant3 (on-line);

e mixt: la distantd prin intermediul ,Platformei LearnIn”, precum si cu prezenta fizica in ultima
zi a cursului la Academia de Administrare Publica.

La Academia de Administrare Publica, care este prestatorul de servicii de instruire si centrul de
promovare a politicii de stat in domeniul dezvoltdrii profesionale a functionarilor publici de
toate nivelurile, 18 angajati ai Centrului au participat la 16 cursuri de dezvoltare profesionala,
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obtinand certificate de dezvoltare profesionala in urmatoarele competente: Integrarea
profesionald in functia publicd, Etica si integritatea profesionald, Eficientizarea activitatii profesionale
in administratia publicd, Elaborarea si coordonarea proiectelor de acte normative, Managementul
conflictelor, Managementul serviciilor publice, Planificarea strategicd si operationald in administratia
publicd, Gestionarea eficientd a stresului la locul de muncd.

Totodata 2 angajati ai Centrului au participat la Atelierul de lucru cu genericul ,,Gestionarea
incidentelor cibernetice”, organizat de I.P.,Serviciul Tehnologia Informatiei si Securitate

Cibernetica” in parteneriat cu I.P.,Agentia de Guvernare Electronica” si Academia de e-Guvernare
din Estonia.

Un accent forte in anul 2020 s-a pus pe instruirea interna a angajatilor. Astfel, in contextul
pandemiei globale, conducerea Centrului, periodic, a realizat instruirea personalului referitor
la masurile-cheie in partea ce tine de prevenirea si atenuarea infectiei COVID-19 la locul de
munca. Tn acest sens, a fost elaborat si un ghid cu reguli concrete, pentru a ajuta angajatii s3
isi pastreze sandtatea si siguranta la locul de munca.

Tn aceeasi ordine de idei, este necesar de mentionat c&, a fost asigurata si instruirea introductiv
generala in domeniul securitatii si sanatatii in munca, inclusiv a noilor angajati.
La fel,n perioada de referinta au fost efectuate si alte cursuri de dezvoltare profesionala interna

cu diverse tematici, cum ar fi cu privire la: ,utilizarea semnaturii electronice”, ,utilizarea paginii
web a Centrului (www.datepersonale.md)” etc.

Pe parcursul anului de raportare, pentru exercitarea eficienta a atributiilor de serviciu, merite
deosebite in activitate, manifestare a spiritului de initiativa si contributie deosebitd in realizarea
unor sarcini specifice, pentru activitate indelungata si ireprosabila in cadrul institutiei, precum
si cu prilejul Zilei functionarului public, unui angajat al Centrului i-a fost conferitd Diploma
Guvernului.

Tn scopul asigurarii unui management eficient al resurselor umane in anul 2020 au fost elaborate
391 acte administrative interne, ce tin de raporturile de munca ale salariatilor, precum si un
sir de documente interne ce reglementeaza activitatea diferitor comisii, cum ar fi: Comisia de
concurs, Comisia de evaluare si evidenta a cadourilor, Comisia de disciplina etc.
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CAPITOLUL X

ACTIVITATEA ECONOMICO-FINANCIARA

Bugetul CentruluiafostelaboratconformprevederilorLegiifinantelor publicesiresponsabilitatile
bugetar-fiscale nr.181/2014 si regulile stabilite de Ministerul Finantelor. Astfel, prin Legea
bugetului de stat pentru anul 2020 nr.172/2019, pentru Autoritatea de protectie a datelor cu
caracter personal au fost aprobate alocatii in suma de 7 907,9 mii lei la componenta resurse
generale.

Totodatd, prin Hotdrarile Guvernului nr. 854/2020 si nr. 896/2020 privind modificarea Legii
bugetului de stat pentru anul 2020, alocatiile Centrului au fost majorate cu 70,0 mii lei si,
respectiv, cu 200,0 mii lei, in scopul acoperirii partiale a cheltuielilor pentru implementarea
prevederilor Legii nr.270/2018 privind sistemul unitar de salarizare in sectorul bugetar, la
capitolul ,remunerarea muncii”, precum si pentru achitarea premiului anual personalului din
unitatile bugetare pentru rezultatele activitatii in anul 2019, stabilit prin Hotdrarea Guvernului
nr. 811/2020.

Suplimentar, Centrului i-au fost alocate mijloace financiare in suma de 208,0 mii lei pentru
acordarea indemnizatiei unice angajatilor infectati cu COVID-19 in timpul exercitarii atributiilor
de serviciu, in conformitate cu Legea nr.69/2020 cu privire la instituirea unor masuri pe perioada
de urgentad in sandtate publica, conform Hotdrarii Guvernului nr. 895/2020.

Astfel, bugetul precizat al Centrului pentru anul 2020 a constituit 8 385,9 mii lei.

Analiza alocatiilor bugetare pentru anul 2020

Repartizarea Bugetului aprobat Repartizarea Bugetului
2020 (mii, lei) precizat 2020 (mii,lei)

® Cheltuieli de

personal
il - ® Cheltuieli de
seltl‘:lﬂ:rlll $t s personal
roErye
1091,7 = Bunuri si servicii
L 5989,2
nefinanciare m Active
nefinanciare
Pre;:;atii Prestatii sociale
sociale
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Potrivit situatiei la data de 31 decembrie 2020, bugetul Centrului a fost executat in marime de
7 583,3 mii lei, ceea ce constituie 90,4% din bugetul precizat, fiind in crestere in comparatie cu
perioada anilor 2017-2020.

Executarea bugetului in perioada 2017-2020

100

80
60
40
20

0

Anul 2017 Anul 2018 Anul 2019 Anul 2020

™ Ponderea

Mijloacele financiare alocate din bugetul de stat au fost indreptate spre acoperirea cheltuielilor
necesare pentru intretinerea activitdatii Autoritatii nationale de protectie a datelor cu caracter
personal pe urmatoarele directii:

Executarea cheltuielilor in anul 2020 (mii lei)

Indicatori Aprobat  Precizat = Executat Executat fata de precizat (%)
Cheltuieli de personal 5719,2 5989,2 5946,3 99,3
Bunuri si servicii 1586,7 1091,7 775,6 71,1
Prestatii sociale 60,0 253,0 249,1 98,5
Active nefinanciare, inclusiv: 542,0 1052,0 612,3 59,0
mijloace fixe 217,0 807,0 413,1 51,2
stocuri de materiale circulante 325,0 245,0 199,2 81,3
TOTAL 7907,9 8385,9 7583,3 90,4

In structura cheltuielilor, cea mai mare pondere o detin ,cheltuielile de personal”, dar urmeaza
a fi specificat ca, mijloacele financiare alocate in suma de 5 719,2 mii lei au fost insuficiente
In vederea remunerdrii muncii angajatilor, precum si pentru achitarea premiului anual pentru
rezultatele activitatii din anul 2019. Astfel, in rezultatul Tnaintarii demersului corespunzator
catre Ministerul Finantelor, alocatiile precizate au constituit 5989,2 mii lei.

Bugetul precizat la capitolul,bunuri si servicii” a constituit 1 091,7 mii lei. Cheltuielile executate
la aceasta categorie au fost de 775,7 mii lei, formand un sold neutilizat in marime de 316,0 mii
lei. Astfel s-au format economii la servicii de locatiune, deplasari de serviciu si alte servicii.

La capitolul ,prestatii sociale” au fost aprobate initial alocatii in marime de 60,00 mii lei. Dar,in
urma alocarii mijloacelor financiare din fondul de rezerva al Guvernului in suma de 208,0 mii lei
(achitarea indemnizatiei unice angajatilor care s-au infectat cu COVID-19 in timpul exercitarii
atributiilor de serviciu), alocatiile precizate au crescut pana la 253,0 mii lei.

Odata cu modificarea structurii Centrului si majorarea, in anul 2017, a efectivului-limita de
personal, a intervenit necesitatea extinderii spatiului de munca, fapt realizat abia la mijlocul
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anului 2020. Tn acest sens, Centrul a primit in folosinta spatiu suplimentar situat la etajul IV
al sediului in care isi desfasoara activitatea, in vederea asigurarii conditiilor optime pentru
buna desfasurare a activitatii si realizarea atributiilor de baza. Astfel, au fost procurate bunuri
(mobilier, tehnica de calcul, etc.), cheltuieli reflectate la capitolul ,active nefinanciare”.

In conformitate cu Hotararea Guvernului nr. 1419/2016, Planul de achizitii publice pentru anul
2020 al institutiei a fost elaborat si publicat pe pagina web a Centrului: https://datepersonale.
md/wp-content/uploads/2020/02/Planul-de-achizitie-2020.pdf.

In vederea realizarii planului mentionat, pe parcursul perioadei de referintd, au fost incheiate
35 contracte de achizitii publice, dintre care:

- 34 contracte de valoare mica privind achizitionarea de bunuri si servicii;

- 1 contract prin procedura de negociere fara publicare prealabild a unui anunt de participare,
aferent serviciilor de administrare tehnica a SIA ,Registrul de evidenta a operatorilor de date cu
caracter personal”.De mentionat cd, pct. 11 lit.f) din Hotdrarea Guvernului nr.883 din 25.11.2011
cu privire la aprobarea Conceptului tehnic al sistemului informational automatizat ,Registrul de
stat al operatorilor de date cu caracter personal’, stipuleaza c3 1.S. ,Centrul de Telecomunicatii
Speciale”, in prezent I.P.,Serviciul Tehnologia Informatiei si Securitate Cibernetica” are calitatea
de entitate care va asigura asistenta si mijloacele tehnice necesare implementarii si functionarii
Registrului,va reprezenta entitatea care va prelua solutia informatica si va asista implementarea
si administrarea acestui sistem informatic.

Toate contractele au fost inregistrate la Trezoreria de Stat.

Trebuie de precizat ca, la incheierea contractelor de valoare mica, s-au luat in calcul factorii
precum: oportunitatea cheltuielilor si criteriul celui mai scdzut pret, aldturat unor cerinte tehnice
atent stabilite, ceea ce a condus la utilizarea eficienta a mijloacelor financiare alocate Centrului.

Aplicarea procedurilor de achizitie publica a asigurat contractarea operatorilor economici
calificati si cu experienta in domeniul executdrii contractelor de achizitie publica.

Toate contractele de achizitii incheiate intru asigurarea necesitatilor Centrului au fost executate
integral si in termen.
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PROBLEME SI OBIECTIVE

Probleme cu care se confrunta Centrul

Este regretabil faptul ca, pe parcursul mai multor perioade de raportare deja, se constata acelasi
spectru al preocupadrilor/problemelor cu care se confrunta Autoritatea nationala de protectie

a datelor cu caracter personal. De mentionat ca preocuparile majore reflectate de la an la an,
inclusivin rapoartele de activitate ale Centrului,genereaza impedimente tot mai accentuate atat
n activitatea institutionala si organizatorica, cat si in dezvoltarea domeniului protectiei datelor
cu caracter personal la nivel national. Or, tinand cont de faptul ca solutionarea problemelor
stringente cu care se confrunta Centrul, in mare parte, depaseste competenta acestei autoritati,
devine si mai dificild asigurarea dezvoltdrii domeniului de competenta.

Tn acest sens, problemele de ordin legal, institutional, de preceptie si aplicabilitate, care necesita
solutionare stringenta intru depdasirea stagndrii domeniului protectiei datelor cu caracter
personal la nivel national, sunt urmdtoarele:

* neconcordanta intre cadrul legal national din domeniul protectiei datelor cu caracter personal
si reglementdrile existente la nivel european, si anume, Regulamentul (UE) 2016/679 al
Parlamentului European si al Consiliului din 27 aprilie 2016 privind protectia persoanelor fizice
in ceea ce priveste prelucrarea datelor cu caracter personal si privind libera circulatie a acestor
date si de abrogare a Directivei 95/46/CE si Directiva (UE) 2016/680 a Parlamentului European
si a Consiliului din 27 aprilie 2016 privind protectia persoanelor fizice referitor la prelucrarea
datelor cu caracter personal de cdtre autoritatile competente in scopul prevenirii, depistarii,
investigarii sau urmdririi penale a infractiunilor sau al executdrii pedepselor si privind libera
circulatie a acestor date si de abrogare a Deciziei-cadru 2008/977/JAl a Consiliului;

* nivelul discriminatoriu al salarizdrii functionarilor din cadrul Centrului in raport cu cel prevazut
pentru alte organe de control cu statut similar si care, tinand cont de specificul activitatii
desfasurate ce prezuma indubitabil prelucrarea datelor cu caracter personal, sunt supuse
verificarii legalitatii prelucrdrii datelor de catre Centru. In acest sens, pot fi indicate spre
exemplu urmatoarele entitdti: Serviciul de Informatii si Securitate, Ministerul Afacerilor Interne,
organele procuraturii, Centrul National Anticoruptie, Autoritatea Nationala de Integritate,
Serviciul prevenirea si combaterea spaldrii banilor etc.;

e numdrul mic de angajati ai Centrului conform statului de personal de 45 unitati, in raport cu
volumul tot mai mare de lucru, in special in subdiviziunile de baza ale autoritatii: Directia
generala supraveghere si conformitate, Directia juridica, mai ales in contextul investirii
autoritatii pe parcursul ultimilor ani cu multiple atributii suplimentare (de exemplu prin: Legea
comunicatiilor electronice, Legea cu privire la prevenirea si combaterea spdlarii banilor si
finantarii terorismului, Legea cu privire la prevenirea si combaterea terorismului etc.), fara fi
create/asigurate si mecanisme institutionale fiabile intru realizarea sarcinilor prescrise;

* fluctuatia cadrelor si insuficienta/lipsa la nivel national a specialistilor calificati in domeniul
protectiei datelor cu caracter personal;
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« inexistenta garantiilor corespunzatoare pentru colaboratorii Centrului in ceea ce priveste riscurile
generate de activitatea de control si actiunile de imixtiune a unor organe, in spetd Centrul
National Anticoruptie, cu scopul de a intimida angajatii Centrului prin fabricarea de dosare;

* ineficienta si insuficienta pdrghiilor coercitive pentru prelucrarea ilegald a datelor cu caracter
personal, motivul fiind caracterul dublu, contradictoriu si susceptibil a procedurilor de examinare
a constatdrilor rezultate in urma verificarii legalitatii prelucrarii datelor cu caracter personal,
manifestat prin dublarea examinadrii in instantele de judecatd, in aceeasi perioadd, a acelorasi
acte si constatari emise de Centru, atat in ordine de contencios administrativ cat si in procedura
contraventionald. Or, deciziile emise de Centru in ordinea statuata de art. 27 al Legii privind
protectia datelor cu caracter personal, prin care se constata fncdlcarea prevederilor legale de
domeniul protectiei datelor cu caracter personal, pe de o parte sunt pasibile contestarii in
ordine de contencios administrativ, iar pe de alta parte, servesc drept baza la constatarea
faptelor contraventionale si intocmirea proceselor-verbale cu privire la contraventie, care se
expediaza spre examinare in instanta de judecata. Astfel, pe langa faptul ca pentru comiterea
aceleiasi fapte/incdlcari, operatorul de date cu caracter personal este supus raspunderii/
sanctionarii de 2 ori - circumstante ce contravin principiilor de individualizare si atragere
la raspundere a persoanei, se evidentiaza si situatii fn care, acelasi operator, pentru aceeasi
faptd, in ordine contraventionald este recunoscut vinovat de cdtre instanta de judecatd iar in
ordine de contencios administrativ, este declarat ca fiind nevinovat, sau viceversa. Or, este cu
atat mai bizara situatia descrisa tinand cont de faptul ca in cazul ambelor spete (procedura
contraventionala si procedura de contencios administrativ) la bazd existd una si aceeasi decizie
de constatare a incalcdrii comise la prelucrarea datelor cu caracter personal. Tn acest context,
existenta unor astfel de proceduri contradictorii au dus, in unele cazuri, la determinarea
ineficientei actiunilor intreprinse de Centru pentru a contracara prelucrdrile neconforme de
date si a preveni sdvarsirea altor incdlcari ce vizeaza dreptul la inviolabilitatea vietii intime,
familiale si private a subiectilor de date cu caracter personal. Or, circumstantele descrise sunt
si mai dezolante si dezarmante pentru Autoritatea nationald de control a prelucrarilor de date
cu caracter personal, tinand cont de numarul angajatilor subdiviziunilor de resort ale Centrului
care este absolut infim in raport cu volumul excesiv de munca pus pe umerii acestora;

* utilizarea abuziva a prevederilor legale din domeniul protectiei datelor cu caracter personal, in
special de catre reprezentantii autoritatilor publice, la pretinsa argumentare a refuzului in

prezentarea informatiilor solicitate prin prisma realizarii dreptului de acces la informatie;

* lipsa mecanismelor, garantiilor procedurale si de control efectiv in cazul organelor de drept la
efectuarea masurilor speciale de investigatii, care ar asigura un just echilibru intre interesul
organului de urmdrire penald de a acumula anumite probe si drepturile subiectilor de date cu
caracter personal vizati. Spre exemplu, nu exista o evidenta a faptului daca subiectilor de date cu
caracter personal care au fost supusi masurilor speciale de investigatii le-a fost realizat dreptul
de a fi informati in acest sens sau daca a fost restrictionata informarea acestora si motivele care
au dus la amanarea informarii etc. Or, la moment nu exista un mecanism de informare post
factum a subiectilor de date cu caracter personal privind interceptarea telefonica a acestora
sau privind desfasurarea in privinta lor a altor mdsuri speciale de investigatii, or, obligatia

realizarii drepturilor subiectilor de date cu caracter personal, odata cu epuizarea scopului
pentru care aceste drepturi au fost restrictionate (dreptul de informare, de acces la date etc.)
este prevdzuta atat de art. 15 al Legii privind protectia datelor cu caracter personal cat si de
prevederile legale specifice domeniului de activitate (Codul de procedura penala, Legea privind
activitatea speciald de investigatii etc.). In context, este de mentionat inexistenta unui registru
electronic al interceptarilor telefonice, comunicatiilor electronice sau a altor madsuri speciale
de investigatie, cum ar fi filajul etc., instituirea caruia ar constitui o solutie eficienta de depasire
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a deficientelor indicate supra. Informatia mai detaliata la tematica datd este reliefata supra,
la compartimentul Activitatea de prevenire a neconformitdtii prelucrarii datelor cu caracter
personal;

» numdrul mare a operatiunilor de accesare a datelor cu caracter personal stocate in resursele
informationale automatizate de stat, efectuate in lipsa unui scop si temei legal, in special de catre
angajatii organelor de drept, precum si lipsa sau insuficienta mdsurilor necesar a fi implementate
in vederea tinerii evidentei eficiente a operatiunilor de prelucrare a datelor cu caracter personal.
Informatia mai detaliata vizand aspectul dat este reflectata supra, la compartimentul Activitatea
de prevenire a neconformitatii prelucrarii datelor cu caracter personal.

Obiective pentru anul 2021

Obiectivele de baza ale Centrului pentru anul 2021, dar fara a se limita le cele descrise in
continuare, se vor centra in vederea:

* asigurdrii conformadrii cadrului legal national din domeniul protectiei datelor cu caracter personal
la reglementadrile noi existente la nivel european, prin aprobarea de catre Parlamentul Republicii
Moldova in lecturad finala a proiectelor de legi: privind protectia datelor cu caracter personal
si privind Centrul National pentru Protectia Datelor cu Caracter Personal. Totodatd, urmare
a realizdrii obiectivului dat, se perinda obligativitatea elaboradrii si implementdrii cadrului
normativ precum si intern aferent punerii in aplicare a noilor prevederi legale;

* asigurarii ridicdrii nivelului de salarizare a functionarilor din cadrul Centrului, racordat celui
prevazut pentru alte organe de control si de drept cu statut similar, care, tinand cont de
specificul activitatii desfasurate ce prezumd indubitabil prelucrarea datelor cu caracter
personal, sunt supuse verificdrii legalitatii prelucrarii datelor de catre Centru;

» majordrii efectivului limita de personal a Autoritatii nationale de control a prelucrarilor de
date cu caracter personal, in raport cu volumul de lucru si competentele atribuite Centrului, or,
reiesind din actualul specific al activitatii, pentru o buna desfasurare a competentelor legale
este necesara majorarea statelor de personal pana la 150 de unitati;

 realizdrii in continuare a Planului de actiuni pentru implementarea Acordului de Asociere
Republica Moldova - Uniunea Europeanad;

 continuarii si amplificarii actiunilor de sensibilizare a societatii privind importanta domeniului
protectiei datelor cu caracter personal, atat din perspectiva respectdrii/cunoasterii drepturilor
subiectilor de date, catsi prin prismaasigurariiimplementarii obligatiilor aferente operatorilor
de date cu caracter personal;

* contribuirii la ridicarea nivelului de interpretare corectd si aplicare conforma a prevederilor legale
din domeniul protectiei datelor cu caracter personal de catre actorii implicati in prelucrarea
datelor cu caracter personal, inclusiv prin asigurarea echilibrului intre prevederile legale
aferente drepturilor de acces la informatie, libertatii de exprimare si protectiei datelor cu
caracter personal;

 contribuirii la crearea practicii judiciare uniforme la aplicarea prevederilor legislatiei privind
protectia datelor cu caracter personal;

 sensibilizarii partenerilor de dezvoltare in realizarea proiectelor comune, in vederea asigurarii
nivelului adecvat de protectie a datelor cu caracter personal in Republica Moldova.
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Materiale informative elaborate si utilizate in activitatea Centrului

Cantrul National
pentru Prolecm Datelor
cu Caracter Personal

Legalitatea prelucrarii datelor 4

Pralect finantat de
Uniunea Europeand

Este de importantd
vitala ca anumite
date sa fie prelucrate
n chestiuni
de viata si moarte

Project finanjat de
Uniunea Europeana

cu caracter personal

Obligatii
legale

sl

Operatorul este obligat
sa prelucreze datele
cu caracter personal

in virtutea unei
obligatiuni legale

=5

88

Interese .

publice ®
Autoritétile si

organizatiile publice,

in contextul sarcinilor

si intereselor
publice

., 022 820 804

£54, Centrul Natlonal
= = s AN g pentru Protectia Datelor
iciul de viata al prelucrari
! L-d

datelor cu caracter personal

Cand si cum stergem
datele cu caracter personal

Ce date cu caracter personal, in ce scop,
ce categorii de subiecti de date, cum de

Cand si de ce arhivam
datele cu caracter personal

obfinut datele cu caracter personal, unde
vor fi prelucrate, pentru cat timp

Definirea

Cine le va accesa, cum vor fi
prelucrate, cand vor fi accesate,
de ce vor fi prelucrate?

/

Cat timp, in ce scopuri stocam

datele cu caracter personal

Cat de sigura este resursa IT

Cum prelucram
datelor cu caracter personal

= 022 820 804
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Cine are acces la
date?
Monitorizati
persoanele care
au acces la datele
cu caracter
personal.

Verificati modalitatea de prelucrare a datelor
cu caracter personal in companie!

Intrebari esentiale pe care trebuie s vi le puneti, daca prelucrati
date cu caracter personal

B B 0B B

Ce date aveti?
Explicati ce date cu
caracter personal
sunt prelucrate.

Cui cine le
impértasiti?
Aflati cui transferati
datele.

De ce date aveti
nevoie?
Evaluati de ce date
aveti nevoie.

Unde sunt stocate
datele dvs.?
Evaluali locatiile din
punct de vedere
al securitatii.

Ce date trebuie
sé prelucrati si
ce date veti sterge?
Asigurati
legitimitatea datelor
prelucrate.

Va testati
securitatea?
Evaluati securitatea
prelucrérii datelor.

Cine stabileste
de ce trebuie
prelucrate datele cu
caracter personal?
Evaluati daca sunteti
un operator de date
Sau o persoana
imputemicita de
operator.

Angajatii dvs. sunt
informati despre
prelucrarea datelor
si aspectele legate
de securitate?
Desfasurati instruiri
periodice pentru
personal.
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Centrul Mational
pentru Protectia Datelor
cu Caracter Per: 1

Cat timp trebuie
sa pastrati datele?
Definiti termenii
de stocare a
datelor.

Aveti nevoie sa
desemnati un
responsabil de
protectia datelor cu
caracter personal?
Efectuati o evaluare
a impactului asupra
protectiei datelor cu
caracter personal.

022 820 804

Project finantat de
Uniunea Europeand

Ce aveti?

Inventariere

Cunostinte

Operator de date/Operator
asociat/Persoand
imputernicitd de operator
Responsabilitate Acorduri
cu persoana imputernicitd
de operator
Baz juridica
Principii

Ce retea, aplicatii,
baze de date,
sisteme sunt implicate?

o

Tehnologie

Acest material 8 fost pregatit In cadndl Prosectulul UE Twinning
1 “Consoidares € Centrulus National pentru Pratectia
Datelor cu Camcter Personal al N!'p{llsll:h Moidowa” finantat de
T Uniunes Eisopeand
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Procesul de respectare a cerintelor fata
de protectia datelor cu caracter personal

Centrul National
pertru Proteciia Datelor
«cu Caracter Personal

0 www.datepersonale.md
© centruf@datepersonalamd
0 www.facebook com/CNPDCP

Care sunt riscurile? Ce trebuie sa faceti? Faceti aceasta! Ati reusit?
Evaluare Analiza Implementare Evaluare
Ateliere
Nivelul de congtientizare de lueru / instruiri .

din partea angajatilor EpR Campanii de florsri

congtientizare

Elaborati planul de Implementati

R At : "

Auditul pl are a solutiilor documentatia. Managementul
proceselor si pentru problemele de Desemnati un elucriril dats}
procedurilor prelucrare a datelor cu responsabil de RISRACIILL Sy

| P tia datelor
Controale de securitate:
AT criptare, protectia Implementati
\I"':lt::ﬂ;;:llﬂ!“& |a faza de concepere, doct fia si Monitorizarea
a;rﬂicaui ! protectie implicita, procedurile de securitatii
controlul accesului, securitate
managementul rolului

Informa; 3 4 pe ceningele Fegul ulut Contacteazd-ne la Linia specializati
i e pe s e, | scsemenenee . (022 820 804

s’ lor eu Car P &l (CHPDCF]
a aceslor date (Regularmentul general peivind protectia dateloe) S S i o
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‘Centrul Mational

hd b
H pentru Protectia Datelor
daulir]. G $a ne comporam St

© www.datepersonale.md

© centru@datepersonale.md
= 0 www.facebook com/CNPDCP
Prolect finanjat de H

Uniunea Europeana

Au trecut timpurile paralelor bizare si Aflati ce date au colectat, postat sau distribuit

complexe. Aceste parole sunt greu de refinut, despre dvs. online alte persoane sau organizatii Analizafi ce distribuiti public si impactul
dificil de scris, dar pot fi usor de spart de (scoli, cluburi sportive sau alte site-uri ale & o Fa TG Atile 1150t avea astinia
cétre un atacator clbernetic, avand in vedere comunitatii locale) P ! P P
computerele super-rapide de astazl. Cheia f i dvs., familiei sau angajatorului dvs.
pentru parolele bune este sé fie lungi; cu cat ;

mai multe caractere, cu atdt mai bine.

Acestea se numesc fraze de acces: un tip de

parold puternica care este formata dintr-o

propozitie scurtd sau cuvinte aleatoril, latd Constientizati ca aceste resurse sunt

doua exemple: 3 B S :
disponibile pentru oricine altcineva,

Imi place s& beau cafea dimineatal inclusiv infractorii cibernetici, care pot

: utiliza informatiile respective pentru a

pierdut-melc-tarat-plaja v tinti. Fiti suspiciosi, De exemplu,
dacé primiti un apel telefonic urgent

Ambele sunt putemice, confin peste douszeci g evl careppreﬁn i

de caractere, sunt ugor de retinut 5| simple de phikae il 2

scris, dar greu de spart. Retineti totusi ca banca dvs., doar simplul fapt ca ;

lungimea parolei este cea mai importanta. persoana respectiva cunoaste cateva
informatii de baza despre dvs. nu
dovedeste ca este cineva de la banca.

Aveti nevoie de o parold unicd pentru fiecare Inchideti apelul in mod politicos, apol

cont. Dac reutilizati aceeasi parola pentru sunati banca |a un numar cunoscut, de

mai multe conturi, vd supuneti unui pericol a incredere, pentru a confirma ca apelul
s — ARG
mare. Tot ce trebuie sa faca un atacatar a venit din partea lor. La fel este

Eﬁirﬂ?gﬁ,gme:;fﬁf: ;gi{in;;:;:;:b i Accesati portalul www.haveibeenpwned.com si cu e-mailul, doar pentru ca un e-mail
inclusiv ale dvs., apoi s4 foloseasca parola pentru a vedea care dintre site-urile contine niste date cunoscute despre dvs.

dvs. pentru a se conecta |2 toate celelalte utilizate de dvs. au fost sparte, parolele nu inseamna ca este legitim.
conturi, |a fel ca si dvs dvs. fiind potential compromise.

Acest material & fost pregitt in catl Prowctulul UE Twinning informatia prezen r'u'umz.a:c cormole Fegul
“Conscidares Capacitiilor Centrulisi National pentry Pratectia 2016/679 privind protectia pers or fizic

l1a o cu Caracler Personal al Republic Moldova® finanjal de pralucrarma datalor o acter rm.mml gl pei
TRIENIEE  |niunes Exfopeand | & acesior date (Regpd tul general privind p

oz Linia
a Cenl uhul Natianal pentru Proteciis
Datelor eu Caracter Peraanal {CNPDCF)

Aflati daca datele dvs. sunt
prelucrate in mod legal

timp stabili
criteriile pentru stab

( ti ]
tinatarii datel
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Inainte de a publica fotografii, recenzii §i
comentarii pe refelele de socializare,
gandeste-te cum te va putea afecta acest
lucru peste cétiva ani, cand vel fi celebru!
Internetul Nu Uité Niciodata!

gisesti documentele unei persoane,

du-lllapoln inuh ieoD""W-Ild.

socializare. Obligati céuta defin&torul
dommentulul este a polltld. nuata.

IIF

Gandesgte-te de cel putin trei ori inainte de a
publica un comentariu insultétor despre
cineva, deoarece acesta poate afecta negativ
viala persoanei i poate oferi informatii despre
tine, ca parsoand.

Datele tale cu caracter personal sunt
numele, prenumele, numénul de telefon,
adresa, notele gcolare §i comportamentul.
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Dac# primesti scrisori in lant, cu sarcini pe
care frebule s3 le indeplinesti, de exemplu, sa
transferi bani pe un anumit cont bancar sau sa
arunci cu ceva in sora ta mai micd, ignord
scrisoarea $i nu o trimite prietenilor. Daca vei
continua s& primesti astfel de scrisori,
informeazii-ti périntii.
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O www.datepersonale.md
plnw Pnlw'n Datelor O centru@datepersonale.md
0 www facshook com/CNPDCP

Dac# crezi cd identitatea ta este folosita de o M'm

e adrsa pomeimncnence 022 820 804 =R,

-
Datele tale cu caracter personal pot fi folosite
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Datele tale cu caracter personal sunt
utilizate la scoald, deoarece acest lucru este
necesar pentru a beneficia de studii. Nu
dezvilui datele tale cu caracter personal altor
persoane fard permisiunea périntilor,

Datele tale cu caracter personal sunt
utilizate de c&tre medicul tiu pentru a avea
grijél de sénétatea ta.

Dac# un strédin iti intreabd numele, prenumele Dac# cineva te sund si doreste sé afle ceva
sau numérul de telefon, nu reactiona. Spune-le despre tine sau périntii taj, nu reactiona si
périntilor despre aceastal spune-le périntilor despre asta.

Parintii t3i tiu cumn §i cine folosegte datele Dac3 un strdin i scrie pe retelele de socializare
tale cu caracter personal. Daca banuiegti cd si T]i cere s&-i trimii fotografia ta unde egti
cineva doreste s& ,fure” datele tale cu caracter dezbrécat, nu face acest lucry, pentru cé nu stii
personal pentru a le folosi in scopuri ce va face acea persoand cu fotografia ta si cum
meschine, informeaz&-i parintii. va fi folosita pentru a te umili.
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ACTIVITY REPORT FOR THE YEAR 2020

INTRODUCTION

In order to inform the society about the evolution of the field of personal data protection, the National
Center for Personal Data Protection of the Republic of Moldova (Center) presents the Activity Report
for 2020.

The year 2020 was a specific one especially for the field of personal data protection, during this
period the data protection required an increased attention from the whole society as a result of the
global pandemic COVID -19.

The pandemic has required the application of rapid and efficient measures in various areas of activity,
determining to increased use of digital technologies. The use of the latest information technologies
for remote communication, work or distance learning has become the new “normal” in the daily life
of the society. However, this leap in the digitization of our lives requires increased personal data
protection.

Even if the pandemic had an impact on the Centre’s activity, making it impossible to carry out or
postpone planned activities, as well as insignificantly reducing the number of activities performed,
reflected in this report, the reference period is marked by multiple achievements, being focused on
continuous implementation of legislation in the field of personal data protection, the optimal exercise
of the legal attributions of supervision and control of the conformity of personal data processing,
examination and settlement of complaints and notifications received and ex officio verifications of
aspects related to personal data processing, in the purpose of ensuring the observance of the principles
of protection of these data by the controllers in the public and private sectors, the elaboration and
endorsement of the draft normative acts with incidence in this field, the strengthening of internal
and external cooperation in the field of personal data protection.

Similarly, the report reflects the priority issues and concerns, the situation in the field of personal
data protection, offers recommendations and opinions of the Center, as well as exemplifies a series
of violations found by the Center in its work and to ensure the confidentiality of personal data known
within the exercise of control attributions, in accordance with the provisions of art. 29 and art. 31
of the Law on personal data protection, they are depersonalized in order not to allow interference
in private life, such as the impossibility of associating them with an identified or identifiable person.

Respectfully, .

Y
( (:_"‘JC {.-(’.-C e et
F’ P

Eduard RADUCAN

Director of the National Center
for Personal Data Protection
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GENERAL PRESENTATION

z Year 2020 in numbers

<

% REQUESTS / COMPLAINTS ACTIVITY OF CONTROL
§ 11191 correspondence documents: 303 initiated controls

é 5115 inbox 170 contravention cases
E 4564 outbox 125 drawn up minutes

679 internal
833 complaints

43 suspension /cessation/
destruction decisions

SURVEILLANCE ACTIVITY ACTIVITY OF REPRESENTATION
IN THE COURTS

777 court proceedings:

1472 examined notifications

504 registered controllers

710 registered personal 470 in contravention proceeding

data filing systems
762 refused decisions

307 in administrative litigation

BUDGET ALLOCATIONS 2020

INFORMATION AND AWARENESS-RAISING (thousand, MDL)

ACTIVITY

2030 consultations for controllers

14712 views on Facebook/ NCPDP account
49034 views on NCPDP web page

80 press releases/articles on the web page

HUMAN RESOURSES

35 out of 45 staff-limit

8 competitions held

9 persons employed / 7 debutants

6 persons resigned
21 training courses w = Staff expenditures # Goods and services

# Non-financial assets Social benefits
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CHAPTERI

EXAMINATION OF REQUESTS
ADDRESSED TO THE CENTER

During 2020, the Center examined 11191 correspondence documents. This figure shows a
steady increase over the years in the number of correspondence documents submitted to the
authority for examination.

Thus, even if the year 2020 was marked by the pandemic COVID-19, which also had an impact
on the activity of the Center, this year there is a consistent trend both in the part concerning the
rights of personal data subjects by submitting complaints about alleged non-compliance with
data processing, as well as personal data controllers in order to comply with the obligations
prescribed by the Law on personal data protection and to know the relevant regulations in
order to ensure the conformity with personal data processing.

Comparative statistics of the Center’s correspondence documents, for the years 2014-2020

Year Total Inbox Outbox Complaints Internal
correspondence documents documents documents

2014 4361 1738 1836 302 485
2015 5408 2425 2098 420 465
2016 5654 2811 2055 410 374
2017 6692 3605 2455 554 316
2018 8361 4180 3113 637 431
2019 10468 4982 4217

The significant increase, from year to year, in the number of correspondence documents
examined by the Center, demonstrates the increased degree of importance of the field of
personal data protection in the society. Furthermore, this fact undoubtedly determines the
steady and substantial increase of the Center employees’ workload.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Information in dynamics on the correspondence of the Center, for the years 2014-2020

Reference period

2014-2015
2015-2016
2016-2017
2017-2018
2018-2019
2019-2020

Total correspondence

4361-5408
5408-5654
5654-6692
6692- 8361
8361-10468
10468-11191

Dynamics
124%
15%
118%
125%
125%
17%

More representative information on the ever-increasing dynamics of the number of
correspondence documents, over a longer period, covering practically the entire period of
effective activity of the National Authority for Personal Data Protection, is further reflected:

DYNAMICS OF CORRESPONDENCE DOCUMENTS

10000

8000

6000

4000

2011

Activity of examination of personal data subject’s complaints

= Total correspondence

2014 2015 2016

2019 2020

During the reference period, the Center examined 833 complaints received from natural
persons — personal data subjects. Compared to the previous reporting year (743 complaints

registered in 2019), the number of complaints increased by 12%.

From the total number of complaints registered in 2020, 303 cases were examined in a complex
way, regarding the control over the lawfulness of the processing of personal data.
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Dynamics of the number of complaints 2009-2020
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From the specifics of the complaints addressed, the Center emphasized the following guidelines
of the mentioned topics:

v
v

N N N N S NN

\

Processing of personal data through video / audio surveillance systems: 158 cases;

Processing of personal data without notification and / or authorization of the control body in
the field personal data processing, as well as processing of personal data by an unregistered
controller: 21 cases;

Processing of personal data in the electronic communications sector: 6 cases;
Processing of personal data of minors: 2 cases;

Publication of court decisions without their depersonalization: 24 cases;
Processing of personal data in the financial sector, insurance companies: 33 cases;
Processing of personal data in the on-line environment and the media: 15 cases;
Processing of personal data stored in various state information resources: 30 cases;
Processing of personal data by disclosure on social networks: 107 cases;

Processing of personal data in the absence of the consent of the personal data subject, as
well as in the absence of any other legal basis: 130 cases;

Enforcement of personal data subjects’ rights (access, information, intervention, opposition):
228 cases;

Processing of personal data in the medical field: 17 cases;

Processing of personal data in the police sector (MIA, NAC, General Prosecutor Office, etc.): 62
cases.
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General situation regarding complaints examined in 2020
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B Processing of personal data in the medical field

W Processing of personal data through video / audio surveillance systems

B Processing of personal data by unregistered controllers

i Processing of personal data in the electronic communications sector

M Processing of personal data by the method of publication of court decisions

B Processing of personal data in the financial sector

W Processing of personal data in the on-line environment and the media

B Processing of personal data in the police sector (MIA, NAC, General Prosecutor Office, etc.)
B Processing of personal data stored in various state information resources

B Processing of personal data by disclosure on social networks

® Enforcement of personal data subjects’ rights (access, information, intervention, opposition)

W Processing of personal data of minors
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CHAPTERI

ACTIVITY OF CONTROL

Comparative information on the control activity, for the years 2018-020

Acts issued as a reaction to controls

Number of controls initi-

Period . o - Decisions on
ated based on: complaints Decisions on Decisions on

for com- . . e cessation of destruction/  Cases of contra-
parison / notification, requests for erZO naldata  personaldata €rAsure of data ventions found /
cross-border transfer P . P . processed in the minutes issued
processing processing g
;(g:; 326 16 4 27 191/92
Year
2019 376 26 8 24 186/105
Year
2020 303 20 6 17 170/125

The conformity control of personal data processing with the requirements of the Law on
personal data protection is performed exclusively by the National Center for Personal Data
Protection and may be initiated: on the basis of the complaint of the data subject; complaints /
self-notification; request of cross-border transmission of personal data.

During the reference period, 303 control materials were initiated and examined, of which:
- 275 based on the complaints of personal data subject, complaints /self-notification,
- 28 based on the cross - border transmission of personal data authorization requests.

The comparative analysis in relation to the previous year reveals that during 2020 it was noticed
an insignificant decrease in the number of controls initiated on the basis of the complaints
submitted by personal data subjects. In the opinion of the Center, the important factor that
caused the revealed difference is the pandemic situation generated by COVID-19 virus, or,
during the reference period, a state of emergency was declared in the Republic of Moldova,
periodically ceasing the activity of all institutions, including the activity of the Center, and the
population being in isolation.

In addition, it is noted that, especially taking into account the amendments of the Law no. 124 of
July 9, 2020 (in force since August 24, 2020) on the provisions of art. 27 of the Law on personal
data protection, the verification of the conformity of personal data processing operations based
on the data subjects’ complaints is initiated / started only following the prior realization, by
the data subjects of their rights stipulated in art. 12-14, 16-17 of the Law on personal data
protection, directly to personal data controllers, an aspect that also influenced the number of
controls initiated in 2020.

It should be mentioned that_the amendments made in 2020 on the provisions of art. 27 of the
Law 133/2011 have an important role for the activity related to the control of the legality of
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personal data processing. However, the changes brought essential conceptual and procedural
improvements, on the one hand providing clarity to the actions needed to be taken by data

subjects submitting complaints to the Center as well as by data controllers, and on the other
hand by establishing expressly organizational aspects such as: procedures, deadlines, criteria
and even competencies,which have come to streamline and optimize the institutional capacities
related to the control of the legality of personal data processing.

It is relevant to mention, the tendency of increasing the complexity of the issues addressed
in the complaints and the number of parties involved in the case, thus generating a variety of
control actions to be taken in order to verify the lawfulness of personal data processing, which
become more voluminous and complicated.

In 2020, considering the pandemic situation in the country, controls on the lawfulness of the
processing of personal data were carried out, in most cases ex officio being applied the written
procedure for obtaining the necessary information to examine the non-compliance invoked
and the settlement of the cases notified.

As a result of the control materials examined by the Center and finalized with the finding of
a violation of the legal provisions in the field of personal data protection, depending on the
consequences resulting from the admitted violations and the seriousness of the violations
found, the constraint measures were ordered manifested by:

- Suspension of personal data processing — 20 cases,

- Destruction / erasure of personal data processed regarding the infringement of legal
provisions — 17 cases,

- Cessation of personal data processing - 6 cases.

At the same time, according to the control activity carried out as an ascertaining body, according
to the facts stated in Articles 74' - 74° of the Contravention Code, during the year 2020,
125 minutes on offense were drawn, 170 contravention facts being established and sent for
examination in the Court, according to the provisions of the Contravention Code.

The spectrum of contravention facts found indicates the frequent nature of violations committed
in the processing of personal data, as follows:

- art. 74! para. (1): failure to comply with the requirements for ensuring the security of personal
data when processing them within the personal data filing systems - 20 cases;

- art. 74! para. (2): processing of personal data without notification and / or authorization of
the control body in the field personal data processing, as well as processing of personal data
by an unregistered controller - 48 cases;

- art. 74* para. (3): violation of the personal data subjects’ rights, the right to be informed - 9
cases;

- art. 74! para. (4): infringement of personal data processing, storage and usage rules - 69
cases;

- art. 74! para. (5): cross-border transfer of personal data with violation of personal data
protection legislation -1 case;

- art. 74? para. (1): refusal to provide the information or documents requested by the National
Center for Personal Data Protection in the process of exercising control powers, presentation
of inauthentic or incomplete information, as well as failure to submit the required information
and documents within the deadline established by law - 22 cases;

—art. 74%:failure to comply, within the deadline, with the decision of the Center on the restoration
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of the personal data subject’s rights, including on the suspension or cessation of personal data
processing, on blocking, partial or complete destruction of personal data processed in breach
of the legislation on personal data protection - 1 case.

Activity related to the authorization of cross-border transmission of personal data

Regarding the activity related to the authorization of personal data cross-border transfer, in
the light of the provisions of Art. 32 of the Law on personal data protection, it is important to
reiterate that the cross-border transfer of personal data which are object to processing or to
be processed after transmission can only take place with the authorization of the Center, in the
manner established by law and only in the case in which the state of destination ensures an
adequate level of protection of data subjects’ rights and data intended for transfer.

In 2020,the Center authorized the cross-border transfer of personal data only in cases of suitably
documented requests made by the actors involved, focusing on respecting the principles of
personal data protection and the rights of data subjects concerned, as well as on the proof
of ensuring the optimal level of protection of the data transmitted and / or collected for the
purpose of further processing outside the Republic of Moldova.

At the same time, in the context of the activity revealed above, it should be mentioned that the
demarches and notifications examined by the Center were related to public and private entities
from countries such as: Germany, Romania, Latvia, Ukraine, Holland, Italy, Ireland, Finland, Russia
Federation etc.

Therefore, in 2020 the Center received 70 requests concerning the cross-border transfer of
personal data, of which 28 - based on requests and 42 through notifications submitted at the
Center’s “One-Stop-Shop”. Thus, from 28 demarches submitted to the Center, in 14 cases, the
cross-border transfer of personal data was authorized and in other 14 cases, the requests were
resolved by issuing refusal decision in authorizing the cross-border transfer. Regarding the

number of notifications submitted by data controllers at the Center’s "One-Stop-Shop” on the
intension of personal data cross-border transfer, 13 cases were authorized and 29 were refused.

As in the previous reporting period, the refusal to authorize the cross-border transfer of
personal data was determined by: the non-compliance with the basic conditions of the requests
submitted for examination and / or lack of authenticated copies of the documents confirming the
circumstances and legal instruments on which the request for legal assistance is based. In this
context, in the part regarding the non-compliance with the basic conditions of the demarches
/ requests, aspects such as: lack of consent of the data subject concerned; invalid consent
for certain operations indicated in the request; the lack of a determined, legitimate and non-
excessive purpose; the unjustified large number of targeted subjects or the excessive volume
of data that the controller intended to process and transmit in the context of cross-border
transfers of personal data outside the border of the Republic of Moldova; failure to present the
documents necessary to establish the legality of the cross-border transfer of personal data or
presentation of unauthenticated documents, are highlighted.

Regarding the cases of refusal to authorize the cross-border transfer of personal data based
on a notification submitted to the Center’s “One-Stop-Shop”, in the majority of cases it was
noted: the description of the operations of personal data processing was not described; the
data protection measures were not indicated within the filing systems; lack of controller’s
instructions designed to processor to act on its behalf, etc.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

CHAPTERIIII

RECOMMENDATIONS AND CASE
STUDIES OF 2020

The Center, periodically informs the society about priority issues and concerns in the field
of personal data protection, in particular about the situation in the field of the protection of
personal data subjects rights.

At the same time, in order to ensure the prevention of violations similar to those already found,
committed to personal data processing,annually, including through activity reports, the Personal
Data Protection Authority presents cases / issues related to the field of reference.

Recommendations and opinions issued by the Center in 2020:

Thus, during 2020, the Center issued recommendations and opinions regarding some situations
of general applicability or major interest for the society, with the aim of providing clarity in the
compliant and unequivocal applicability of the legal provisions in the field of personal data
protection when processing these data. Among the opinions / recommendations offered by the
Center during 2020 were the following:

Personal data processing in the context of the COVID -
19 pandemic in the Republic of Moldova

The Center emphasized the risks and challenges of the protection of individuals with regard to
personal data processing in the context of the fight against Coronavirus (COVID-19), in particular
patient’s health data.

The fight against COVID-19 is a valuable goal shared by all nations, including the Republic of
Moldova, and must therefore be supported in the best possible way to reduce and eliminate the
spread of this virus. Since the launch of COVID-19, various health data processing operations have
been witnessed on a daily basis in the context of combating COVID-19. All such processing of
personal health data must be an integral part of concentrated efforts to maintain public health, and
data protection can in no way be and is in no way an obstacle to safequarding lives, respectively,
the principles applicable by national legislation in the field of personal data protection always
allow a balance of the interests at stake.

As not every operation of health data processing can be justified by the state need to maintain
public health, it becomes urgent to maintain and implement a mechanism based on the concept
of balance between public health / public security and the right to personal data protection.

It should be taken into account that health data is a special category of data, recognized as such,
in all existing state jurisdictions that have a strong legal framework for personal data protection
and which acceded to Convention 108 of 28.01.1981 for the Protection of Individuals with regard
to Automatic Processing of Personal Data, not only in the Republic of Moldova. The special nature
of health data leads to a much more rigorous conduct in their processing, but also security rules
to ensure the confidentiality of data from health authorities, other state authorities, legal entities
under private law, individuals and so on (controller, processor, third party). However, namely this
operation of processing personal data can generate extremely negative effects in relation to the
rights of the data subject concerned.
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Obviously, the principles of personal data protection remain in force even during the fight against
the COVID-19 pandemic for all actors involved in this fight. According to art. 4 of Law 133/2011
on personal data protection, in order to achieve the objectives pursued, personal data must be
processed fairly and lawfully, collected for specified, explicit and legitimate purposes and not
further processed in a way incompatible with those purposes, be accurate and, if necessary,
updated or stored in a form that allows identification of personal data subjects for no longer than
is necessary for the purposes for which the data were collected and further processed. In the same
context, the processing of health data by the controller, the processor or a third party who need
to substantially process personal data may fall within the legal basis requlated in art. 5 para. (5)
let. b), ¢), d), e) and art. 7 para. (1) let. a) and b) of Law 133/2011 on personal data protection -
processing is necessary for protection of public health or processing is required for the purposes
of preventive medicine, medical diagnosis, the provision of care or treatment to the personal data
subject, or the management of health-care services, acting in the interest of the personal data
subject.

Furthermore, the personal data subjects should receive transparent information on the activities
of their personal data processing and the categories of such data, including the retention period
of the data collected, the purposes of the processing, etc. The information provided should be
easily accessible and provided in clear and simple language. In this order, the rights of personal
data subject are reqgulated by Law 133/2011 on personal data protection, which also remain in
force and they are to be respected by all controllers and processors, we are talking about: the
right to information of personal data subject - art. 12; the right of access to personal data - art.
13; the right of intervention upon personal data - art. 14; the right of the personal data subject
to object - art. 16.

In the case of the establishment of exceptions and restrictions in connection with the existence of
circumstances established in para. (1) art. 15 of Law 133/2011 on personal data protection that
justifies the restriction of the personal data subjects rights, after the termination of the situation
that justified the application of exceptions and restrictions regulated by para. (1) and (2) of art.
15, the controllers will take the necessary measures to ensure the compliance of the personal data
subjects rights provided in art. 12-14.

In accordance with art. 11 of Convention 108 of 28.01.1981 on the Protection of Individuals with
regard to Automatic Processing of Personal Data, any exceptions and restrictions on the size of the
processing of personal data must be governed by law, to respect the fundamental human rights
and freedoms and is a necessary measure in a democratic society.

Relevant is the Joint Statement by Chair of the Committee of Convention 108 and Data Protection
Commissioner of the Council of Europe on the right to data protection in the context of the
COVID-19 pandemic, adopted on 30.032020, Strasbourg, noting that the communication to the
public by health and government authorities should remain a priority to be in a capacity to
protect, inform and advise the public. Nonetheless, during such communications, the publication
of sensitive data (such as the health related data) of specific individuals should be avoided and
it is recommended that the processing of such data is only done, if additional technical and
organizational measures [...].

It should be mentioned the Statement of the European Data Protection Board (EDPB) on the
processing of personal data in the context of the COVID-19 outbreak (the content of which can be
viewed by accessing the link:

https.//edpb.europa.eu/sites/edpb/files/files/filel/edpb_statement_ 2020 _processingpersonald
ataandcovid-19 en.pdf).

www.datepersonale.md 79

o
I
o
~
[V
o
n
=
o
>
'_
wn
w
77}
<<
o
[a)
=
<
%)
b4
=
'_
<
o
P4
w
=
=
o
&}
w
o



o
N
o
N
[T
o
%)
=
a
=)
'_
1%}
i
)
<
(&)
[a)
P4
<
(%)
P4
o
'_
<
a
zZ
i}
=
=
(@]
(@)
i}
x

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Particular attention should be paid to the principles of personal data protection and by the media
institutions that inform the population about the coronavirus pandemic. Their effort should be
aimed at maintaining the confidentiality of COVID-19 victims and not allowing their identity to
be disclosed.

During the professional activity from home, as a measure to combat COVID-19, secure e-mail
addresses will be used for the transmission of information containing personal data, encryption
methods and technical measures of communication intended strictly for the performance of
professional duties, in order to avoid triggering security breaches.

The processing of personal data on the location of data subjects for the purpose of monitoring
whether they comply with the isolation regime, may be included in the legal basis of public health
protection. However, this operation of processing personal data, which is extremely intrusive, must
be implemented with particular caution, proportionality and the absolute implementation of all
security measures, as such an operation entails serious implications for the fundamental rights
and freedoms of the personal data subjects. The development of these surveillance solutions or
other electronic applications (information systems) designed to combat the COVID-19 pandemic
must be based on a prior impact assessment of data processing on the fundamental rights and
freedoms of personal data subjects and must design data processing to prevent or minimize the
risk of negative interference with fundamental rights and freedoms. For information purposes, the
operation of processing personal data by the method of monitoring the location of individuals
(data subjects), in order to determine compliance with the isolation regime, it is to be ceased
immediately, once the purposes for which the personal data of the data subject are collected and
processed have been achieved.

Aspects regarding the recording and live streaming of local council meetings

During the year 2020, the Center received multiple addresses requesting the opinion of
the authority regarding the recording and live streaming of local council meetings via the
Internet. In this regard, the Center came up with the following benchmarks:

Analyzing the approached topic, it should be noted that by publishing via Internet the meetings of
local councils, will be provided access to certain information that is discussed during the meetings,
not only for stakeholders in the locality, but for an unlimited number of people.

We draw attention to the fact that the issue discussed during the meetings does not refer only
to activities regarding the administrative organization of the locality, but also individual cases /
cases involving specific individuals, which may reveal certain aspects of privacy, such as material
situation or special categories of data, for example health data.

In this respect, we would like to inform about the following notions and provisions of Law no. 133
of July 8, 2011 on personal data protection namely:

controller - a natural or legal person governed by public law, or by private law, including public
authority, agency or any other body which alone or jointly with others determines the purposes
and means of the processing of personal data expressly provided by applicable law;

processing of personal data - any operation or set of operations which is performed upon
personal data, whether or not by automatic means, such as collection, recording, organization,
storage, keeping, restoring, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, blocking,
erasure or destruction;
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personal data filing system — any structured set of personal data which are accessible according to
specific criteria, whether centralized, decentralized or dispersed on a functional or geographical basis;

personal data - any information relating to an identified or identifiable natural person (personal
data subject). An identifiable person is one who can be identified, directly or indirectly, in particular
by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity;

According to the provisions of art. 4 of the Law on personal data protection, the personal data
that are subject to processing must be: processed correctly and in accordance with the provisions
of the law; collected for specified, explicit and legitimate purposes and not further processed in a
way incompatible with those purposes; appropriate, relevant and not excessive in relation to the
purposes for which they are collected and /or further processed.

In accordance with art. 5 para. (1) of the Law on personal data protection, the operations of
personal data processing are carried out with the consent of the personal data subject. At the same
time, the consent of the personal data subject is not required in the cases provided exhaustively
by art. 5 para. (5) of the same legislative act, for example, for carrying out an obligation of the
controller according to the law or the performance of tasks carried out in the public interest or in
the exercise of public authority prerogatives vested in the controller or in a third party to whom
the personal data are disclosed.

Finally, it should be mentioned that individual decisions could contain special categories of
personal data that reveal the social affiliation of individuals, health data, etc. The processing of
these categories of data is to be carried out in strict accordance with the provisions of art. 6-8
of Law no.133/2011, based on the requirement to ensure the increased level of protection due
to the presence of special risks for the right to inviolability of intimate, family and private life.

Next, we note the provisions of art. 17 para. (1) of Law no. 436-XVI of December 28, 2006 on local
public authority, according to which the meetings of the local council are public. Para. (2) of the
same article, mentions that any interested person may attend the meetings of the local council.

In addition, para. (3) of the same normative act, stipulates that citizens, associations established
in accordance with the law and other interested parties have the right: a) to participate, in
accordance with the law, in any stage of the decision-making process; b) to have access to the
information regarding the locality budget and the way of using the budgetary resources, to the
draft decisions and to the agenda of the meetings of the local council and of the city hall; c) to
propose the initiation of the elaboration and adoption of some decisions; d) to present to the local
public authorities recommendations, in their own name or on behalf of groups of inhabitants of
the respective communities, regarding various draft decisions to be debated.

In this regard, we note that the mentioned normative act does not establish the right of citizens,
associations and other stakeholders to record and unploaded local council meetings in the online
space, but offers the opportunity for interested parties to participate in the decision-making process.

At the same time, according to par. (1), art. 3 of the Law about the status of the local elected person
no. 768-XIV of February 2, 2000, in the corresponding administrative and territorial unit the local
elected person is official - the representative of authorized or executive body of local public authority.

We emphasize that, in the context of art. 11 of the Law on freedom of expression, information
on the private and family life of the public person or the person exercising a public function, can
be disclosed only if it has a public interest (interest of society and not the simple curiosity of
individuals about events relating to the exercise of public power in a democratic state or to other
matters which, normally, do not arouse the interest of society or any part of it).
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Even according to the ECHR’s reasoning, public persons must accept certain interferences in their
private lives more than ordinary persons must, and the accessible degree of research is to be all
the greater the more important the public person in question and the information that is revealed.
The element that arouses the public interest can be the status of the person (the mandate of the
local elected person) or any other circumstances related to the exercise of the mandate of the local
elected person.

Thus, certain information, including personal data concerning a local elected person could become
information of public interest in the measure that it does not affect the capacity to exercise the
public function of the given person, taking into account the existence of the right to respect for his
private and family life.

Based on the above reasoning, taking into account the tasks of public interest or resulting from
the exercise of public authority with which the controller is invested (Local Council, City Hall),
the latter should analyze in the light of the above rules and clearly requlate, by a normative act,
what topics are to be placed publicly, what categories of personal data will be disclosed in this
regard, how to inform the personal data subjects about the placement of meetings on the Internet,
offering the possibility to exercise the right to opposition, ensuring the measures of security and
confidentiality of personal data, establishing a concrete deadline for which the information will be
made public, the mechanism for deleting these records, etc. Respectively, it must clearly establish
which meetings are to be recorded and subsequently placed in the public space, who are the
persons designated / authorized to record the meetings and broadcast them in the public space,
under the legal conditions.

At the same time, considering that the data controller (Local Council / City Hall) establishes the
purpose and means of personal data processing and it is responsible for any processing of personal
data carried out, only he has the right to decide on the possibility of providing personal data for
public access.

Specifications regarding the recording and live streaming of local council meetings

In the context of the reaction of civil society, as well as some local public authorities, who have
wrongfully interpreted the previous opinion on recording and live streaming of local council
meetings via the Internet, the Center emphasizes that it does not intend to restrict the recording
and live streaming through the internet of local council meetings, while certain reasoning
previously set out on the given topic was taken out of context and misinterpreted.

In these circumstances, it is necessary to highlight the following:

- Transparency and access to information is one of the essential components of any democratic
system. In order for citizens to be able to get involved in public affairs, to participate in decision-
making processes, to monitor the way in which the authorities respect their responsibilities and
the elected person’s promises, they must have access to truthful information about done actions,
and the authorities to ensure transparency in the decision-making process.

- In the same context it should be noted that according to para. (1) art. 3 of the Law about the status
of the local elected person no. 768-XIV of February 2, 2000, in the corresponding administrative
and territorial unit the local elected person is official - the representative of authorized or
executive body of local public authority. Public persons must accept certain interferences in their
private lives more than ordinary persons must. Thus, certain information, including personal data
concerning a local elected person could become information of public interest in the measure
that it does not affect the capacity to exercise the public function of the given person, taking into
account the existence of the right to respect for his private and family life.
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- In accordance with art. 17 para. (1) of the Law no. 436-XVI of December 28, 2006 on local public
authority, the meetings of the local council are public. Para. (2) of the same article, mentions
that any interested person may attend the meetings of the local council. However, we note that
the mentioned normative act does not establish their right / obligation to record and place the
meetings of the local councils in the online space. Even if the provisions of art. 17 para. (3) of the
mentioned law prescribe the obligation to ensure the transparency of the meetings of the local
council, this is to be done, inclusive in accordance with the provisions of the legislation on personal
data protection, which requires compliance with certain requirements / principles in this regard.

- We emphasize that the openness of certain personal data must be provided by the normative
acts that regulate certain legal relations. We specify that even according to the provisions of
point 30 of Regulations on procedure for maintaining the State register of local acts, approved by
Government Decision no. 672 of August 28, 2017, the individual decisions issued / adopted by the
local public administration authorities can be viewed publicly only in depersonalized form. The
same approach needs to be taken to ensure the transparency of local council meetings, following
the recording and live streaming via internet of the topics discussed, especially in the part aimed
at making individual decisions.

-Finally it should be noted that often, taking into account tasks of public interest or resulting
from the exercise of the prerogatives of public authority with which the local councils are invested,
at meetings are discussed not only issues related to the local community or the administrative
activity of the authority, but also aspects related to the private life of some concrete persons,
which could reveal, for example, information / data about the social affiliation of persons (families,
children, elderly people in difficulty), health data etc.
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In these circumstances, as well as in order to ensure a balance between the right to freedom of
expression and the right of access to information, on the one hand, and the right to personal data
protection, on the other hand, the Center intervened with certain recommendations regarding the
recording and live streaming of local council meetings via the Internet.

Respectively, it was recommended that local councils come up with clear regulations, through
normative acts, what topics are to be placed publicly, what categories of personal data will be
disclosed in this regard, how to inform people about the placement on the Internet of meetings,
offering the possibility to exercise the rights as personal data subjects, ensuring security and
confidentiality measures of personal data, establishing a concrete deadline for which the
information will be made public, the mechanism for deleting these records, etc. The normative act
must clearly establish which meetings / part of the meetings are to be recorded and placed in the
public space, who are the persons designated / authorized for the recording of the meetings and
their dissemination in the public space, under the legal conditions.

Some aspects regarding the specific cases of 2020

Non - compliant disclosure of health personal data

Based on the complaint of a data subject, the Center initiated the examination of the legality of
personal data processing, carried out by collecting and disclosing information regarding the health
data of the complainant, by the director of the company in which the complainant worked and the
director of a medical institution.

In fact, it was invoked that the complainant’s employer requested from the medical institution
information from medical certificates, such as the administered stationary treatment and the
treatment period, without his consent.

www.datepersonale.md 83



o
N
o
N
[T
o
%)
=
a
=)
'_
1%}
i
)
<
(&)
[a)
P4
<
(%)
P4
o
'_
<
a
zZ
i}
=
=
(@]
(@)
i}
x

NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Analyzing the content of the company’s interpellation, sent to the medical institution, the Center
established that the company in question requested information on medical leave provided to
complainant in the period 2015-2020 by the neuropathologist, as well as the diagnosis under
which these medical leave was provided.

According to the presented materials, it was noted that the employer requested the information
regarding the health data of the complainant in order to be presented in the court.

Subsequently, the IMSP sent at the requester’s address a reply in which it disclosed information
on the treatment period and the nature of the disease of the complainant, in accordance with the
sick leaves issued, namely:

1., 29.01.2016 - 07.02.2016, gynecological outpatient treatment. Doctor ...”;
2. ,01.07.2019 - 11.07.2019, gynecological outpatient treatment. Doctor ...";
3. ,27.01.2020 - 07.02.2020, gynecological outpatient treatment. Doctor ...”;

The notion of private life integrates both “traditional” aspects, such as the right to image, the
marital status of the person, identity, health, religious affiliation, physical and moral integrity,
sentimental life, but also “modern” aspects related to new perceptions in social life regarding
abortion, homosexuality, transsexuality, etc.

In this context, the information on the patient’s health, the results of investigations, diagnosis,
prognosis, treatment, written in the medical documentation of the patient, represent special
categories of personal data, presenting a high level risks for the right to intimate, family and
private life and it will be necessary to ensure the confidentiality of these data, in compliance with
the Law on personal data protection.

Corresponding to the case, were highlighted the provisions of the Law No 263/2005 on the rights
and responsibilities of the patient, which contains special legal rules aimed at strengthening
fundamental human rights in the health care system, ensuring respect for the dignity and integrity
of the patient and, based on sensitive health data, establishes strict conditions for their disclosure.
It should be noted that patient health data, by their nature, might present a risk for data subjects
when processed and therefore require increased protection. These data are subject to a prohibition
principle and there must be a limited number of circumstances in which such processing is lawful.
At the same time, the confidentiality of medical data is a professional secret, which is a form of
the right to respect for privacy. Prohibition of the disclosure of medical information, classified as
confidential, is necessary to guarantee that medical institutions ensure the patient’s right to privacy.

Thus, including art. 12 of the Law on Patient Rights and Responsibilities,emphasizes the obligation
of the medical worker to protect health data. Consequently, the confidentiality of information on
the request for medical assistance, examination and treatment, including other information which
constitutes medical secrecy, is ensured by the attending physician and the specialists involved in
the providing of health services or in biomedical research (clinical study), and by other persons
to whom this information has become known due to the exercise of professional and service
obligations (paragraph (2));

At the same time, the information that is considered confidential can be provided only if the
patient explicitly consents or at the request of his legal representative (close relative), under the
conditions agreed by the patient, to the extent appropriate to his ability to understand, if a measure
of legal protection has been instituted in respect of the patient or if the law expressly requires
it (paragraph (3)). In special situations, the presentation of confidential information without the
consent of the patient or his legal representative (close relative) is allowed: ¢) at the reasoned
request of the criminal investigation body, the court in connection with the criminal investigation
or judicial process, in accordance with the legislation (paragraph (4)).
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Therefore, the Center noted that the disclosure of information on the treatment period and the
nature of the diseases in the case examined took place contrary to the above-mentioned legal
provisions and the principles of personal data processing provided in art. 4 para. (1) let. a) and b)
of the Law on personal data protection.

Violation of the rights of personal data subjects

Art. 12-14, 16-17 of the Law no. 133 of July 8, 2011 on personal data protection establishes
personal and inviolable rights (right to information, right of access, right of intervention,
opposition), which the personal data subject may perform them in relation to the data
controller who has carried out the processing of his personal data.

Continuing the above recital, it is shown that during 2020, the Center registered and examined
complaints from data subjects, who reported about the non-compliance by data controllers
of their rights, in particular the right of access to personal data processed by controllers,
noting that some data controllers do not respond to data subjects’ requests, do not respond
within the deadline provided by law, and do not ensure the effective exercise of their rights
in the field of personal data protection.

At the beginning of 2020, the Center received a complaint from a personal data subject, requesting
the examination of the alleged violation of the right of access to personal data concerning him,
by a lending company.

In this context, the data subject invoked the fact that he submitted a request to the lending
company, indicating the personal data concerning him, but was not informed by the company’s
representatives about the result of the examination of his request.

In this regard, the personal data subject submitted another request to the lending company
requesting information on the processing of his personal data, context in which, even until the
date of submission of the complaint to the Center, the lending company did not offer him any
answer.

Thus, following the examination of the mentioned complaint, the Center found the violation of the
provisions of art. 13 para. (1) of the Law on personal data protection by the lending company, in
the part related to the non-compliance with the right of access to the processing of personal data
concerning the data subject.

As a result, to the lending company was drawn up minutes on the contravention based on art. 74*
para. (3) of the Contravention Code.

Processing by disclosure / publication of state’s
identification number (IDNP) of personal data subjects

The Center received complaints from some personal data subjects, who requested the verification
of the legality of their personal data processing, by a bailiff, manifested by the publication in the
Official Gazette of the Republic of Moldova of an announcement on the tender, in which the IDNPs
of the personal data subjects are indicated.

Examining the legal framework governing the activity of bailiffs, the Center found that the legal
provisions applicable to the reference case do not include the publication of the IDNP of the
natural person (debtor / creditor) in the announcements published in the Official Gazette of the
Republic of Moldova, and art. 9 of the Law on personal data protection expressly establishes the
cases / grounds when the IDNP may be processed.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

In this regard, it should be mentioned that the state identification number (IDNP) is subject to
a special legal regime, established in art. 9 of the Law on personal data protection, according to
which, processing of personal data of individual’s state identification number (IDNP), fingerprints
or any other identifier of general application may be performed if:

a) the personal data subject has given his consent;
b) processing is expressly stipulated by law.

It is important to mention that the Center did not doubt or deny the rights of the bailiff, provided
by the Enforcement Code, regarding the undertaking of certain actions that are strictly necessary to
fulfill the attributions dictated by law. However, all potential operations that involve the processing
of personal data in order to perform legal duties must be carried out in compliance with the
principles established by the Law on personal data protection.

Thus, as a result of the examination of the case, it was found that the processing by disclosure
/ publication of the IDNP of personal data subjects, by the bailiff, in the Official Gazette of the
Republic of Moldova, to which an unlimited number of persons have access, took place contrary to
the provisions of art. 4 para. (1) let. a), art. 5 para. (1) and art. 9 and art. 29 of the Law on personal
data protection.

Respectively, to the bailiff was drawn up minutes on the contravention based on art. 74* para. (4)
of the Contravention Code.

Personal data protection vs.
freedom of expression and the right to information

As a whole, it should be noted that the right to respect for private, intimate and family life,
as well as the right to freedom of expression are two fundamental rights found in both
international acts on the protection of human rights and freedoms and the Constitution of
the Republic of Moldova.

It should be noted that the Constitution of the Republic of Moldova grants and guarantees
to every citizen the freedom of thought, opinion and expression in public by word, image or
other possible means, as long as it does not harm the honor, dignity or right of another person
to its own opinion. At the same time, in art. 55 of the supreme act can be found the limitation,
according to which, any person exercises its constitutional rights and freedoms in good faith,
without violating the rights and freedoms of others.

The exercise of these freedoms, as long as it carries duties and responsibilities, may be
subject to such formalities, conditions, restrictions or penalties as it is prescribed by law and
necessary in a democratic society, in the interests of national security, territorial integrity or
public safety, for the prevention of disorder or crime, for the protection of health or morals,
for the protection of the reputation or rights of others, for preventing the disclosure of
information received in confidence, or for maintaining the authority and impartiality of the
judiciary power.

Thus, we can see that the situations examined generate an extensive and complex issue,
due to the rights and values that are the subject of the created legal relationship, thus
necessitating a conciliation between some of the fundamental rights governing a rule of law
and a democratic society: the right to information, freedom of expression and the right to the
inviolability of privacy.
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The Center was notified through the complaints of some data subjects, who complained about the
allegedly illegal actions of a civic activist regarding the publication on the personal profile of the
social network “Facebook”, without their consent, of videos containing the usual category of their
personal data — name, surname, position held and the public institution where the personal data
subject works in, and most importantly — home address.

When examining the cases, it was determined that the profile account of the person who posted
the videos on the social network “Facebook’, are accessible to any user of the network, whether we
are talking about his friends or followers of the social network, who can view posts/ publications
in the news feed from other users and which have a direct link to those posts through search
engines.

Also, for each case, it was established that video recording images capture the home address of
the data subjects - street and house number, which were disseminated in the public, through the
social network “Facebook”. Without having their consent, the information in question was viewed
and distributed by an impressive number of people / users.

At the same time, regarding the publication / disclosure on the social network “Facebook” of
personal data - home address / residence visa of data subjects, the Center analyzed separately
1) the purpose of personal data processing - publication / dissemination of home address of
personal data subject, information regarding the natural person, which according to art. 3 of the
Law on personal data protection represent personal data, as well as 2) the means of personal data
processing, which were used by the controller when publishing / disseminating them, in particular
- home address, on personal profile page of the social network “Facebook”.

Regarding the examined cases, the Center found that by publishing the video on the personal
profile of the social network “Facebook” by the civic activist was revealed the usual category of
personal data - name, surname, position held and public institution where the personal data

subject works in, data that are closely related to the status of public person. The public nature of
the facts in which the data subject is involved, holding a public function, public dignity, represents
a situation in which the processing of such data is carried out under the conditions of art. 10 of
the Law on personal data protection.

It is easy to specify, in general terms that, when we speak about the persons exercising certain
public functions, the degree of interference in the inviolability of privacy is much higher, compared
to persons who do not have such a status. Moreover, this degree of interference extends to the
hypothesis of public circumstances /public facts and in the case of the existence of topics that may
be of public interest. However, it should be kept in mind that the state has a positive obligation to
legislate legal mechanisms to protect the inviolability of privacy even in the case of public officials,
who are involved in public circumstances / facts and / or targeted in matters of public order. It
is inadmissible that this category of personal data subjects be deprived of legal guarantees and
mechanisms to ensure the protection of their constitutional right - inviolability of privacy.

Contrary to the above, it should be pointed out that in the part related to the disclosure /
dissemination of the video recording in public on the social network “Facebook”’, without the
consent of the data subject of the usual category of personal data - the home address emphasizes
that the processing of such data poses an increased risk to the privacy and family life of the data
subject, as it does not fall into the category of public information, unlike other personal data -
name, surname, position held and the public institution where the data subject works in, things
that could be considered public information once the data subject is a civil servant / person with
a position of public dignity / public person.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

In the context of the examined cases, it was noted that the civic activist - data controller
according to the art. 3 of the Law on personal data protection, has had the obligation to ensure
the confidentiality of personal data, namely the home address, in view of the obligation provided
in art. 29 of the Law on personal data protection.

Therefore, for each case, the Center found that the publication / disclosure on the profile of social
network “Facebook” of the personal data of the data subjects, namely the home address, in the
absence of their consent, is contrary to the provisions of art. 4 para. (1) let. a), art. 5 para. (1) and
art. 29 para. (1) of the Law on personal data protection.

Thus, in both cases, regarding the civic activist, was drawn up minutes on the contravention based
on art. 74* para. (4) of the Contravention Code.

Non-compliance with confidentiality and security of personal data

The Center received the notification of a data controller - economic agent, through which the
latter reported the occurrence of a security incident materialized by the detection by third parties,
in a forest, of an impressive number of time cards of employees of the mentioned economic agent
(394 persons), which contain personal data such as: name, surname, personal code, identification
code within the unit, photo.

Thus, following the examination of the materials related to the security incident, it was determined
that the persons responsible for violating the internal instructions of the controller are: human
resources specialist and an employee within the entity, violating the provisions of the Regulation
on personal data protection of the company’s employees, which states that:

- in the case of temporary non-use of paper or electronic information carriers containing personal
data, they shall be kept in secure metal locks or lockers;

- the removal and introduction of the means of personal data processing from / in the security
perimeter shall be registered in the register.

Therefore, it was found the violation of the provisions of art. 29 para. (2) and art. 30 para. (2) of
the Law on personal data protection, because the actions / inactions of the responsible persons,
manifested by non-compliance with the internal instructions of the controller, in ensuring the
confidentiality and security of personal data to which they had access, caused the security incident
in the form of disclosure by dissemination of the personal data of 394 data subjects, including
unauthorized access to such data, or, according to the information provided by the controller, the
data cards of the data subjects have been detected by passers-by, so third parties.

As a result, given the presence of the constitutive signs of the complex of contraventions provided
by art. 74* para. (1) and para. (4) Contravention Code, in respect of the responsible persons within
the data controller, minutes were drawn up regarding the contravention.

At the same time, despite the circumstances indicated above, given the security incident, if the
controller does not have a legitimate and explicit need, based strictly on a well-defined purpose,
the Center ordered the controller to reassess the need of using the state identification number in
the timing cards issued by the controller, if this does not involve disproportionate costs of time,
means and labour.

As a result, in the context of the execution of the legal measures ordered by the Center,the economic
agent informed about the replacement of the state identification number on the time cards with
the tabular number of the employee, the latter additional identification being necessary also in
view of the fact that there are many cases when employees have the same name and surname.
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Accessing personal data stored in the
state information resources by police officers

The Center received several requests from the General Police Inspectorate (IGP), based on which
procedures were initiated to verify the compliance of personal data processing performed by
employees of a subdivision of the National Inspectorate of Investigations within IGP.

It was established from the content of the proceedings that the examination of the notified issues
concerned approximately 12,000 operations of personal data accessing. Data that have been
stored in the state information systems and carried out by the employees of that entity.

The circumstances examined by the Center in these cases have shown with certainty the huge
number of personal data access operations carried out by police officers, targeting an impressive
number of data subjects, and the fact that a large part of these operations have not been based
on a well-defined purpose, an express legal basis and a causal link between a material / file under
examination and the natural person whose personal data were subject to processing by accessing
/ viewing / printing, etc.

In particular, a multitude of violations were established, both of the provisions of the Law on
personal data protection and of the Regulation on the requlation of personal data processing by
the subdivisions of the Ministry of Internal Affairs approved by Order of the Minister of Internal
Affairs of the Republic of Moldova no. 444 of 28.12.2012 and updated by the Order of the Minister
of Internal Affairs of the Republic of Moldova no. 260 of 04.09.2017, such as:

- a very large number of operations for accessing / consulting personal data that have not been

recorded in the registers of records of accesses / processing of personal data by authorized users;

—_failure to duly complete the column ‘justification, purpose, basis and necessity of accessing /
processing personal data” from the Register of records of accessing / processing of personal data.
However, it should be clarified that the legal basis which may be the basis for the processing of
personal data in various information systems, in particular in the state registers and which would
grant the personal data controller / user the right to carry out such operations, is conditioned
by the situation in which the personal data controller / user examines a material, in which the
personal data subject is concerned, thus demonstrating a causal link between the personal data
processed and the material examined, provided that a non-excessive volume of data is processed,
strictly necessary for the purpose. Thus, it is not enough to indicate as having a legal basis only
the information such as “need for work” / “criminal case” / “criminal file” etc .;

- refusal to provide the information requested by the Center in order to carry out the control
activity under the claim that it falls under the category of documents attributed to State Secret.
Analysing the categories of information attributed to state secret, indicated in the Nomenclature
of information attributed to State Secret, approved by Government Decision no. 411 of 25.05.2010
and the provisions of the Government Decision no. 1176 of 22.12.2010 for the approval of the
Regulation on ensuring the secret regime within public authorities and other legal entities, it was
found that the information to be made available to the Center does not belong to the category of
information that can be attributed to State Secret. Thus, the allegations made regarding this case
by concerned users and controller were considered critical, because the assignment alleged to state
secrecy of information and materials necessary to be kept / managed by authorized users with the
right to access state information resources represented just a shield in presenting certain evidence.

Consequently, in all cases concerning the total of 12,000 operations for personal data accessing,

the Center found a violation of the provisions of the Law on personal data protection through the
actions / inactions of IGP / INI employees.
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At the same time, necessary measures were ordered to be taken by the IGP / INI and the Ministry
of Internal Affairs, such as the following:

The entities concerned shall dispose the implementation of additional measures for personal data
protection, in the part related to the record of accesses / consultations of personal data stored in
the state registers to which it has access, by:

- strengthening the internal control (quarterly or half-yearly) regarding the obligation for the IGP
and INI staff to keep the Register of manual and / or electronic records of accesses / processing
performed, in order not to admit in the future the access / consultation of personal data by the IGP
and INI staff, in case of non-existence of the causal link between: (1) the special file / analytical

file / operative file / search file / criminal case / contravention case and (2) the person concerned;

- strengthening the internal control regarding_the obligation to keep in the Register of records
of accesses / processing the requests (reports / notes) submitted to the user in order to access /
consult information resources and disclosure of personal data by the IGP and INI;

- registration (in the chancellery / other responsible subdivision) in the established order of the
Registers of manual and / or electronic records of the accesses / processing performed;

- the creation of an internal mechanism, which would establish that upon the dismissal or transfer
of the Ministry of Internal Affairs’ employee to another subdivision, the Register of the manual and
/ or electronic records of the accesses / processing performed shall be sent for archiving;

- the transmission of the Register of manual and / or electronic records of the accesses / processing
is to be included in the liquidation list, which the MIA/IGP employee is to present upon dismissal;

- keeping the Register of manual and / or electronic records of the accesses / processing carried
out in strict accordance with the legal requirements, filling in all the indicated fields;

- informing each MIA employee, by signature, of the content of the MIA Order no. 444 of
28.12.2012 on the approval of the Regulation on the regulation of personal data processing by
the subdivisions of the Ministry of Internal Affairs, etc.
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CHAPTER IV

ACTIVITY OF REPRESENTATION
IN THE COURTS

In administrative contentious

During the year 2020, the Center’s interests were represented in the contentious administrative
courts in 126 court hearings, amongst which: 121 as a defendant; 5 as a public authority
concluding conclusions.

Thus, there is an increase in the number of actions submitted for examination in the courts
in which the documents issued by the National Authority for Personal Data Protection were
challenged, which in the reporting period reached 121, in comparison to 2019 when 105
lawsuits were filed.

This is also due to the growing number of administrative acts issued by the Center, as well
as the growing awareness of the complexity of the consequences and the significance of the
nature of the findings recorded in the decisions issued by the Center.

Therefore, during 2020, the representatives of the Center participated in 307 court hearings
of administrative litigation, drafting 200 procedural documents necessary for an efficient
examination of court cases.

At the same time, we note that in 5 court hearings the Center was called as a public authority
that submitted conclusions, in accordance with the provisions of art. 74 para. (1) Code of Civil
Procedure.

Likewise, we mention that during 2020 the examination of 34 court files was completed, where
the judgements / decisions of the courts remained final and irrevocable, of which:

- 29 judgements/decisions of the court were issued in favour of the Center;

- 5 cases were unsuccesful for the Center.

Dynamics of court decisions 2020

@ decisions issued in favor

P e M unsuccessful cases
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Thus, we find that in 85% of the number of court cases examined, the actions taken by the
Center were considered legal and substantiated by the courts.

It should be noted that, based on the specifics of the issues addressed in the lawsuits, in
90% the object of the examination of actions in administrative litigation was the annulment
of decisions issued following investigations conducted by the Center on the finding / non-
violation of personal data protection principles, 9% was the annulment of decisions regarding
the refusal to register in the Register of evidence of personal data controllers, 1% is the cause
of the alleged damage.

Comparative dynamics of the number of cases and court hearings
in administrative litigation, for the period 2017-2020

350
300
250
200
150
100

50

2017 2018 2019 2020

2017 2018 il 2019 T 2020 |
[ Files in the court 35 76 105 126

W Number of court hearings 125 214 272 307

Regarding the representation of the interests of the Center in the administrative contentious
court, itis important to exemplify a judicial file, the judicial examination of which was completed
during the reference period, being a success for the Personal Data Protection Authority and
having a great impact on realization of the rights of an impressive number of personal data
subjects:

On May 20, 2020, the Supreme Court of Justice of the Republic of Moldova irrevocably decided
to maintain in force the decision of the Center of November 16, 2018, which found the
processing of personal data through the Automated Information System “Register of forensic
and criminological information”, made by the Ministry of Internal Affairs inconsistent with the
requirements of legislation in the field of personal data protection, the latter being obliged

to destroy information containing personal data on data subject targeted by this processing,
which were collected / obtained from the unrecognized authorities / institutions from the

Transnistrian Region.
In this case, during the examination of facts invoked in the complaint by the personal data

subject, the Center highlighted the vicious practice of receiving and storing the information
received from unconstitutional structures from the left bank of the Dniester by the constitutional
authorities of the Republic of Moldova.
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It should be emphasized that the automatic processing of personal data of the Republic of
Moldova’s citizens based on information received from unconstitutional structures, which in
fact cannot be considered authentic / truthful, as well as its use to the detriment of the data
subject concerned, is a serious violation of human rights and freedoms.

In this sense, the Decision of the Superior Council of Magistracy (SCM) no. 209/14 of April 10,
2012 “on the approach of Mr. Oleg Efrim, Minister of Justice, regarding the opinion on the address
of Mr. Eugen Carpov, Deputy Prime Minister, on approaching some legal issues”, by which the SCM
found: “that any act issued by the self-proclaimed authorities of the Republic of Moldova contravenes
the Constitution and are considered illegal. This fact refers equally to any decisions, sentences
handed down by the courts established in the region. Thus, the Council considers as unacceptable
any collaborations, legal cooperation and proposals for legal solutions with the structures from the
Transnistrian region. “

Consequently, in the jurisprudence concerning the Republic of Moldova, the European Court
of Human Rights in numerous cases (llascu and others vs. Moldova and Russia; Eriomenco
against Republic of Moldova and the Russian Federation; Mozer against Republic of Moldova
and Russian Federation; Catan and others against Republic of Moldova and Russia) found acts
adopted by unrecognized and unconstitutional entities on the left bank of the Dniester as illegal.

It should be specified that,according to the Declarations submitted together with the instrument
of ratification of Convention no.108 for the protection of individuals with regard to the automated
processing of personal data, the Republic of Moldova has not declared reservations on the
provisions of the Convention,regarding its application on the territory of the Transnistrian region.
Thus, the Republic of Moldova has the obligation to ensure the protection of the fundamental
rights and freedoms of its citizens with regard to the processing of personal data, especially the
right to inviolability of privacy, family and private life, throughout its territory.

In contravention procedure

During 2020, 125 minutes on contravention were drawn up, being ascertained 170 contravention
facts related to the violation of the legal provisions in the field of personal data protection, in
view of the provisions of art. 74! - 743 of Contravention Code, the contravention cases being
sent for examination in the competent court.

Dynamics of minutes on contravention drawn up
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In the diagram below we present the range of contraventions found in the light of the articles of
the Contravention Code based on the violations committed in the processing of personal data:

Contravention facts found

= non-compliance with the
requirements for ensuring personal
data security

= processing of personal data without
notification and / or authorization

1

of the control body

= non-compliance with the
requirements for ensuring the
security of personal data
violation of the rules of processing,
storage and use of personal data

= cross-border transmission of
personal data breaching the data
protection legislation

= refusal to provide the information
or documents requested by the
National Center for Personal Data

Protection

= lack to fulfill within the established
term of the decision of the Center

In this context, it should be noted that, despite the fact that during 2020, the access to the
courts was restricted for a period of time due to the COVID-19 pandemic, the Centre’s employees
participated in more than 470 court hearings on contraventions under examination, both in the
court of first instance and at the Court of Appeal.

It should be specified that, with the entry into force on 01.01.2020 of the new provisions
of the Contravention Code, the courts resort to the application of the written procedure in
examining the contravention cases, in accordance with the provisions of art. 464 and 4642
of the Contravention Code, a practice considered by the Center applicable to the settlement
of contravention cases of reduced complexity, not requiring the physical presence of the
ascertaining agent during court hearings.

It should be noted that out of the total of 125 contravention cases sent for examination in
court during the reference period, in 30 proceedings examined the Center won the case, the
court acknowledging the guilt of the persons in respect of whom minutes on contravention
were drawn up, establishing sanctions in the form of a fine. In addition, it should be noted that
another 124 proceedings are currently pending before the courts, including on some of the
infringement cases initiated in 2019.

For information, the number and dynamics of the minutes on contraventions drawn up during
the period when the Center acquired the quality of ascertaining agent is reflected in the
following table:
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Period of reference Number of minutes on contravention Dynamics
2012-2013 4-26 1550%
2013-2014 26-34 131%
2014-2015 34-24 129%
2015-2016 24-33 138%
2016-2017 33-52 157%
2017-2018 52-92 177%
2018-2019 92-105 114%
2019-2020 105-125 119%

ACTIVITY OF REPRESENTATION IN THE COURTS
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ACTIVITY OF SURVELLANCE OF PERSONAL DATA
PROCESSINGS

The activity of registration of controllers and personal data filing systems

During 2020, the Prevention, Surveillance and Evidence Department of the General Department
for Surveillance and Conformity examined 1472 notifications submitted for registration in the
Register of evidence of personal data controllers, both personal data controllers and filing
systems kept in automated and / or manual form in which personal data are processed.

We remind that the provisions of the national normative framework in the field of personal data
protection, especially art. 23 of the Law on personal data protection imposes the obligation of
personal data controllers to notify the Center (personally or through processors) prior to the
processing of personal data in an automated or manual filing system, with the presentation of the
information that justifies the processing of personal data, as well as ensuring the implementation
of the organizational and technical measures necessary for personal data protection.

During the examination of the notifications submitted to the Center for authorization and
registration, 995 preliminary verifications were performed.

As a result of the examination the notifications submitted during the reporting period, 504
personal data controllers and 710 personal data filing systems were registered.

The information regarding the registration in the Register of evidence of personal data
controllers of controllers and filling systems where personal data are processed is shown, in
dynamics for the years 2016-2020 in the following table:

Total . Number of Number of contested
Number of Number of registered R . .
number of . . filing systems refusal decisions
Year . . registered  personal data filing . . . .
notifications refused to be in administrative
. controllers systems . .
examined registered contentious
2016 850 386 761 89 1
2017 1046 500 843 203 0
2018 1388 639 938 451 1
2019 1652 654 944 708 1
2020 1472 504 710 762 2

Out of the mentioned information, the number of notifications submitted for examination at the
“One-Stop Shop” of the Center during 2020 was in a slight decrease. Thus, also in this chapter it
is observed that, due to the pandemic situation caused by COVID-19,which imposed restrictions
on the activity of all public and private entities, personal data controllers were less active in
notifying the filing systems managed compared to previous years.

The main aspects examined thoroughly and primarily in the evaluation / analysis of notifications
and the related documents,submitted for registration in the Register of personal data controllers,
as in previous years, were the following:
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e Correctness of determining the status of personal data controller or processor, in relation to
the notified filing systems;

e Existence of the legal basis for personal data processing;

e Compliance of the organizational and technical measures necessary for personal data
protection declared by the personal data controller with the provisions of the requirements
for ensuring the security of personal data when processing them within the personal data
information systems;

e Existence of instructions provided by the controller for processors by a contract or other legal
act which will be binding on the parties and which will establish the object and duration
of processing, the nature and purpose of processing, the state in which personal data will
be processed, the type of personal data, the categories of data subjects, the obligations and
rights of the controller and processor, etc .;

e (Conditions under which personal data cross-border transmission is carried out taking
into account their nature, purpose and duration of the proposed processing, the state of
destination, its legislation, as well as the professional norms and security measures in the
state of destination etc.

At the same time, in 2020 there is an increase in the number of notifications refused to be
registered / authorized, the most common reasons for refusal being:

1) indication in the notification form of fake information regarding: the categories of personal
data, the purposes of processing, the method of collection, as well as the term of personal
data processing, that do not correspond to those established in the acts annexed to
notification;

2) failure to indicate in the notification form the information regarding the processors in case
of personal data processing in the name and on behalf of the personal data controller;

3) establishing in the security policy and in the documentation related to it some organizational
and technical measures necessary for the protection of personal data that do not correspond
to the provisions of the requirements for ensuring the security of personal data when
processing them within the personal data information systems;

4) video surveillance of spaces / goods that do not belong to the personal data controller or
non-compliant surveillance of workplaces, especially of employees’ computing techniques,
including their means of data entry (keyboards), which leads to possible cases of violation
by the employer of the provisions of art. 91 para. (1) let. f) of the Labor Code, as well as
the security and confidentiality of personal data, when through video images is possible to
view the introduction of authentication credentials by internal users in the filing systems
managed by the controller.

As in previous years, the auxiliary filing systems most often were notified and registered, which
do not constitute / reflect the basic activity of personal data controller, such as: accounting,
human resources, video surveillance, correspondence, etc., systems which certainly contain
personal data and are also to be notified to the Center.

Furthermore, in order to provide methodological and advisory support to personal data
controllers and / or processors, regarding the procedure of notifying the filing and registration
systems as a controller in the Register of evidence of personal data controllers, during 2020,
the employees of the subdivision responsible for the registration of controllers / personal data
filing systems, offered 2030 consultations and instructions by phone or e-mail. Based on the

specific situation caused by the COVID-19 pandemic, consultations provided by telephone or
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e-mail predominated during the reference period, without the physical presence of applicants
for consultations at the Centre’s headquarters, which had a significant impact on both the

uality of the notifications submitted and the documents drawn up by the controllers in order
to register in the Reaqister of evidence of personal data controllers, as well as on the number of
notifications submitted to the “One-Stop Shop” for examination.

The activity of preventing the non-compliance of personal data processing

During 2020, in order to prevent non-compliant practices of personal data processing, the
Center informed, including through the official website, personal data controllers in various
fields on the multiple cases of data security and confidentiality discreditation from different
states, which have resulted in the application of significant fines imposed to controllers who
have admitted the non-compliant processing of personal data.

Alsointhe contextofensuringthe prevention of non-conformitiesinthe personal data processing,
resulting from the constant increase in the number of complaints related to the personal data
processing through video surveillance cameras, the Center developed and published on the
official website the authority’s opinion on practical issues in connection with the installation
and management of video surveillance means, to be taken into account by natural and legal
persons intending to process personal data through video surveillance systems.

For preventive, informative and applicative purposes, during the reference period, the National
Personal Data Protection Authority issued recommendations / opinions in order to ensure the
conformity of personal data processing, regarding the following aspects:

e Personal data processing in the context of COVID-19 pandemic in the Republic of Moldova: The
Center emphasized the risks and challenges regarding the protection of individuals when
processing personal data in the context of combating coronavirus (COVID-19),in in particular,
health data of the patients.

» Aspects regarding the recording and live streaming of local council meetings: the opinion of the
authority regarding the registration and live streaming of local council meetings via Internet.

 Specification on the recording and live streaming of local councils meetings: in the context of the
reaction of civil society, as well as some local public authorities, who have misunderstood
the previous opinion on the recording and live streaming of local councils meetings, the
Center has made some clarifications that it does not intend to restrict the recording and
live streaming of local councils meetings via internet, as well as giving precise guidelines of
applicative nature to ensure the proper processing of personal data in the context addressed.

The information mentioned above can be viewed in full on the Centre’s website www.
datepersonale.md under the heading Legislation / NCPDP Recommendations, (by accessing the

link: https://datepersonale.md/legislation/ncpdp-guidelines/).

At the same time, in the context of the realization the Center’s attribution on monitoring the
compliance with legislation on information protection and verification of its application, in
particular the right to information, access to data, data intervention and opposition, as well as
not admitting / preventing violation of the subjects’rights whose personal data have been / are
processed by the law enforcement bodies of the Republic of Moldova, entities that, in exercising
their powers, process a huge volume of personal data, the Center intervened in relation to the
latter on the following issues:

e Fulfilment of the provisions of art. 15 of the Law on personal data protection and the measures
taken to ensure compliance with the rights of personal data subjects:
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It is noteworthy that the free movement of personal data between competent authorities for
the purpose of preventing, detecting, investigating or prosecuting crimes or the execution of
punishments, including protection against threats to public security and their prevention within
the jurisdiction of the Republic of Moldova, must be facilitated while ensuring a high level of
personal data protection.

The Center strongly advocates for conciliation between the legal aspiration of the personal data
protection and personal data processing in the crime prevention and investigation actions, the
execution of convictions and other actions in criminal or misdemeanor proceedings according
to the law.

According to art. 12-14 of Law no. 133/2011 on personal data protection, the data subject
has the right to information, the right of access to personal data and the right to intervene on
personal data, based on which the subject may request from the data controller, information
regarding: the purposes of the processing, the categories of data considered and the recipients
or categories of recipients to whom the data are disclosed; personal data subject to processing,
as well as the origin of such data; the principles and mechanisms through which the automated
processing of data concerning the personal data subject is performed; information on the legal
consequences generated by the processing of personal data for the subject of these data;
information on how to exercise the right to intervene on personal data, etc.

In the light of the provisions of Law no.133/2011, the controllers have the obligation to respond
to the requests of the data subjects, without unjustified delays, unless the controller applies

limitations established by law in relation to the rights of the data subject.

Thus, according to art. 15 of Law no. 133/2011 (entitled “Exceptions and restrictions”), the
provisions of art. 4 para. (1), art. 12 para. (1) and (2), art. 13, 14 and 28 shall not apply if the
processing of personal data is carried out within the actions provided in art. 2 par. (2) let.d) and
to art. 5 par. (5) let. g), for the purpose of national defense, state security and maintaining public
order, protection of rights and freedoms of personal data subject or other persons, or if the
application can harm the efficiency of the action or the objective pursued by public authority
when exercising the legal powers. The processing of personal data for the purposes established
in par. (1) may not exceed the period necessary to achieve the objective pursued.

In accordance with article 15 par. (3) of Law no. 133/2011, after the cessation of the situation
that justifies the application of par. (1) and (2) of article 15, the controllers will take the
necessary measures to ensure respect for the personal data subject’s rights provided in art.
12-14 (informing the subject of personal data, the right of access to personal data, the right
to intervene on personal data).

In the same context, according to article 15 par. (4) of Law no. 133/2011, the public authorities
keep record of the application of the exceptions established in par. (1) and informs the Center,
within 10 days, about the personal data processed under the conditions of this article.

In view of the above, the Center requested the General Prosecutor’s Office, the Ministry of
Internal Affairs, the Ministry of Defence, the Intelligence and Security Service, the National
Anticorruption Center, the Customs Service to provide, within 30 days, information on the
following issues:

- The total number of cases in which exceptions and restrictions were applied pursuant to art.
15 par. (1) of Law no. 133/2011;

- The number of cases in which the information of the personal data subject was made after the
cessation of the situations that conditioned the application of the exceptions and restrictions
regulated by art. 15 par. (1) of Law no. 133/2011 and the manner of informing the subject;
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- The number of cases in which the information of personal data subject was omitted after the
cessation of the situations that conditioned the application of the exceptions and restrictions
regulated by art. 15 par. (1) Law no. 133/2011, highlighting the reasons that conditioned
such an omission;

- The existence of some internal verification regarding the assurance of the observance of the
date subject’s right to information, subsequent to the lapse of the situations that conditioned
the establishment of the exceptions and restrictions established in art. 15 par. (1) of Law no.
133/2011.

It should be noted that the most of the mentioned entities presented vague information, not
providing clear answers to the guestions submitted both in terms of some statistical data

and in terms of the possible existence of certain organizational and technical mechanisms

and measures implemented to ensure the effective record of the persons in respect of whom
restrictions on the exercise of rights have been established, as well as of the persons in relation

to whom the rights have been / are to be exercised following the exhaustion of the purpose for
which these restrictions were previously imposed. However, the circumstances found indicate
the urgent need to establish the appropriate legislative mechanisms and levers, including the
undertaking of the necessary measures to ensure and streamline the realization of the rights of
personal data subjects, by the entities concerned, which unfortunately, were not achieved.

* Legality of processing of personal data stored in state automated information resources

Following the analytical activity performed in relation to the information gathered from the
Public Services Agency, the statistics of the operations for accessing personal data stored in
various state information systems was systematized per institution: State Register of Population,
Real Estate Register, State Register of Drivers, State Register of Transports, Register of Law Units,
separated by years, performed by users: Minister of Internal Affairs, National Anticorruption
Center, General Prosecutor’s Office, National Authority for Integrity, Ministry of Defense,

Customs Service, State Tax Service, entities that were identified as having made the largest
number of personal data accesses.

In this context, we highlight in the following table the information on the number of operations
for accessing personal data in the mentioned state information resources, performed by the
authorized users of the authorities indicated above:

Number of accesses made in state information systems: RSP,

The institution concerned RBI, RST, RSCV, RUD via SIA «Web Access» and 10C
2018 2019 2020
Ministry of Internal Affairs 3541231 20887797 11213170
Information and Security Service 93897 78939 65180
National Anticorruption Center 96017 112235 86891
General Prosecutor’s Office 20109 24611 19985
Customs Service 28509 25551 12381
Ministry of Defence 347 2050 1002
National Authority for Integrity no information was 20740 17217

requested for 2018

State Tax Service 3541231 3535927

Thus, in order to ensure compliance with the legislation on personal data protection, the Center
requested those entities to submit, within 60 days, information on some aspects related to the
operations of accessing personal data stored in the aforementioned information systems,and namely:
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- The category of subjects whose personal data stored in the information systems indicated in
the approaches, are likely to be accessed and the type of personal data that are accessed by
each category of subjects;

- The factual, legal grounds and purposes that usually underlie the operations of accessing
personal data stored in the indicated information systems;

- Operations that are carried out in relation to personal data stored in the indicated information
systems (consultation, printing and subsequent storage, copying, disclosure, combination,
transmission, including cross-border transmission, etc.);

a) In case of subsequent printing, copying and storage operations, we request to specify the
details of the measures implemented and aimed at preventing unintended actions, which
may lead to destruction, unauthorized copying, loss or damage of the material on which
the personal data are stored or taken off from the indicated information systems;

b) The terms of personal data storage that have been taken off from the indicated information
systems;

¢) For what purposes is the operation of taking personal data from the indicated information
systems;

d) Confirmation / refutation of the information regarding the detection / identification of
some security breaches triggered as a result of accessing, printing, copying and subsequent
storage operations, of the personal data stored in the indicated information systems;

e) Measures implemented in order to prevent, overcome, combat and escalate security
incidents and remedy security vulnerabilities;

- Existence of a record and evidence of persons performing operations to access personal data,
stored in the indicated information systems;

- List of authorized persons who have the right of access to information systems;

- Whether accessing through the IOC provides the possibility to identify the persons performing
the accesses;

- The reason for avoiding accesses through the SIC application “WEB Access” and the massive
use of 10C

It should be noted that even in this case, the entities concerned either offered vague and
incomplete answers or did not respond to the Centre’s request, the latter had to intervene
repeatedly in order to gather the necessary information, fact that proves, unfortunately, the
inefficiency / insufficiency of the measures taken by the concerned controllers in order to ensure
the efficient keeping of the records of the operations for accessing personal data, stored in
various state information resources, carried out by their authorized users.

Additionally, in the context of ensuring the prevention of non-compliant personal data
processing,the Center reiterates that the lack / insufficiency of implemented measures to ensure
the security and confidentiality of personal data, in practice, and the lack of rigorous control over
the correctness of processing operations of the personal data carried out, may lead, imminently,
to non-compliant processing of personal data of the data subjects concerned, ultimately leading
to possible civil disputes with reparation of material and moral damages, imposing the Center
to issue suspension decisions and / or cessation of personal data processing operations.

At the same time, it is necessary to mention the obligation of personal data controllers to

review the personal data security policy and related documentation, at least once a year, as
a result of changes or reassessments of its components, taking into account the evolution

information technologies used for the processing of personal data, the legal regime of personal
data protection, and the need to ensure the implementation of the principles of personal data
protection, implicitly, till the development and functioning of automated information systems.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

CHAPTER VI

APPROVAL AND ELABORATION OF THE
DRAFT NORMATIVE ACTS

Approval of normative acts

Following the provisions of Art. 32 paragraph (2) of the Law n0.100/2017 on normative acts, the
draft normative acts related to the field of personal data protection are transmitted for approval
to the National Center for Personal Data Protection.

As a result, during the year 2020, 65 drafts of national / international normative acts were
submitted to the Center for approval, which were examined in terms of respecting the principles
of personal data protection, as well as ensuring the rights and freedoms of individuals in relation
to the processing of personal data, of which:

- 9 draft international agreements / treaties;
- 3 draft normative acts on amending laws, codes;

- 53 draft normative acts of the Government and other authorities.

The percentage of opinions offered by the Center during the year 2020

Draft international
agreements/treaties
14%

Draft normative acts
of the Parliament
5%

Draft normative acts
of the Government

and other @ Draft international agreements/treaties
authorities
81% @ Draft normative acts of the Parliament

@ Draft normative acts of the Government and other
authorities

It should be mentioned that the issues regulated by the normative acts submitted for approval
were diverse, each act dealing with distinct areas and procedures that required careful study in
order to ensure the objectivity and legality of the opinions provided. Even in these conditions,
in most cases, when approving the draft normative acts, was determined that it is necessary to
complete and revise the texts of those acts, being submitted objections and proposals in view
of the need to comply with legal regulations on personal data protection.
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Therefore, in relation to most of the draft normative acts analyzed, recommendations for their
adjustment and harmonization with the legal provisions on personal data protection were
made.

It should be noted that, compared to previous years, during the reference period there was
an increase of about 15% of the opinions submitted to the National Authority for Personal
Data Protection for the approval of acts corresponding to the implementation of automated
information systems in which personal data are to be processed.

Below we present some of the most relevant drafts of approved normative acts:

- Draft Government Decision on approving the Concept of the Governmental Platform e-Learning
and the Regulation on its use and administration, in relation to which it was proposed to link
the concept to the regulatory framework in the field of personal data protection and inclusion
in the text of the prescribed project of the new provisions that would ensure the observance of
the rights of the personal data subject.

- Draft Regulation on the use, administration and development of the citizen’s government
portal, where it was proposed to revise points 5, 7,9, 11, 13, 19, 20 and 24 of the mentioned
draft Regulation, based on the need to ensure security and confidentiality of personal data for
all participants in the data exchange on the interoperability platform.

- Draft Government decision on approving measures necessary to ensure cyber security at
government level.

- Draft Government Decision on the approval of the Concept of the Government Electronic
Notification Service (MNotify) and the Regulation on the operation and use of the Government
Electronic Notification Service, where it was proposed to revise the deadlines for personal data
retention and their automated deletion in S| MNotify.

- Draft Government Decision on the approval of the Regulation on the organization and
operation of the automated information system “E-Integrity”, where it was proposed to link the
technical and organizational measures necessary to protect personal data against destruction,
modification, blocking, copying, liability, as well as against other unlawful actions in accordance
with the Requirements for ensuring personal data security when processing them in the context
of personal data information systems.

- Draft Government Decision on the approval of the draft law on the amendment of some
normative acts, by which was proposed, including, the amendment of the Law on personal data
protection, more exactly art. 23, 24 and 25, by which was intended to replace the obligation
to notify personal data processing controllers with other procedures, such as: assessment of
the impact on personal data protection, prior consultation, appointment of the data protection
officer. Thus, in the light of the considerations set out in Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data and repealing
the Directive 95/46 / EC (GDPR), which sets out the reasoning behind the need to repeal
the obligation to notify the processing of personal data and replace it with certain effective
procedures and mechanisms, the Center considered the proposal as being appropriate.

At the same time, due to the fact that the changes proposed by the author of the draft law did
not cover all the procedures to be implemented by the controller and the processor, following
the exclusion of the notification, the Center came up with a series of proposals to improve the
draft law.
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Number of requests for approval received from other institutions in 2020
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Environment
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Ministry of Internal Affairs _
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B Number of requests received for approval

Development of draft normative acts

During the year 2020, the activity of the Center on the legislative line

Modification of was focused on the development of the draft law on amending and

t. 27 of L.
ar133/;01:w supplementing art. 27 of Law 133/2011 on personal data protection,

which was approved by the Parliament of the Republic of Moldova on July
9, 2020 and entered into force on August 24, 2020.

The essential condition that backgrounded the initiation of this draft law was also the urgent
need to optimize and streamline the procedure of conducting investigations / controls on

compliance of personal data processing by the Center, in terms of regulating a deadline to be
proportional to the complexity of the procedure for verifying the conformity of the processing

of personal data.
Thus, by this draft law it was proposed that the deadline for examination and resolution of the

complaint submitted to the Center to be 3 months, having the possibility to justify an extension
at every 30 days, depending on the complexity of the case, the volume of information to be
obtained and analyzed, the behavior of the participants concerned, the conduct of the relevant

authorities and the importance of the administrative procedure for the interested parties, but
not more than 6 months.

On the other hand, this draft law included amendments aimed at informing the personal data
subject on the situation of examination of his complaint, at the request of the latter or every
extension, indicating the objective reasons for extending the examination period. Respectively,
provided that personal data subject is not satisfied with the way of examining his petition, will
have the possibility to contest the actions of the state controller who is examining his petition,
in court or at the Center.

Another condition that preceded the development of the mentioned draft law was the urgent
need for separation and clear organization of the responsibilities of the Centre’s employees in the
process of examining complaints and conducting the procedure for verifying the conformity of
personal data processing, to streamline the work process and avoid internal institutional shortages,
as well as to regulate the possibility of delegating responsibility for issuing / signing decisions of
the Center, besides the director, deputy director of the authority, and the authorized staff with
control functions of the Center, according to competencies assigned by the order of the Director.
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CHAPTER VI

INTERNATIONAL COOPERATION

The establishment and development of international cooperation in the field of personal data
protection continued to be one of the key elements in strengthening the functional capacities
of the Center in 2020.

Even though 2020 was a year of challenges, arising from the global epidemic situation, the
Center sought to focus on strengthening bilateral and multilateral relations with external
partners both within international organizations and individually. In order to achieve this goal,
Center's employee participated in the working meetings of the European and International
Committees. It should be noted that due to the global pandemic situation, 2020 was a limited
year in terms of international meetings in the format in which they took place previously.
However, some progress has been made. During 2020, the Centre’s representatives participated
in various conferences, meetings, and workshops.

. /—-O’_ ~
/
* *
» 252
il

European Data Protection Board

 Plenary meetings of the European Data Protection Board

During 2020, representatives of the Center participated in the plenary meetings organized
by the European Data Protection Board (EDPB) held in Brussels, Belgium. Among the most
important meetings are the plenary meeting of 28-29 January 2020 and the plenary meeting of
18-19 February 2020.

These meetings are valuable in trying to develop mechanisms for international cooperation
to facilitate the effective enforcement of personal data protection legislation, providing
international mutual assistance in enforcing personal data protection legislation, including
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

by notification, assistance in investigations and exchange of information, subject to adequate
safeguards to protect personal data and other fundamental rights and freedoms. They provide
the opportunity for the involvement of relevant stakeholders in discussions and activities
aimed at enhancing international cooperation in the field of enforcement of personal data
protection legislation, and allows for the promotion of mutual exchange and documentation
of data protection legislation and practices, including in relation to jurisdictional conflicts with
third countries.

The globalization of data flows requires the international strengthening of people’s rights
to data protection. To this end, strong principles for the protection of personal data must be
adopted, designed to facilitate the cross-border flows of personal data, while ensuring a high
and coherent level of protection, free from gaps and unnecessarily complex. Thus, one of the
functions of the plenary sessions of the EDPB is a structured collaboration with the other
personal data protection authorities, which the Center’s representatives are trying to achieve.
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CONVENTIA 108 a CONSILIULUI EUROPEI

¢ Plenary meetings - Council of Europe

Consultative Committee of the Convention for the protection of individuals with regard to automatic
processing of personal data (Convention 108)

Data protection is a fundamental right protected since the 1980s by international treaties, the
first international convention to enter into force was drafted by the Council of Europe. Data
protection is undergoing a rethinking process not only in the European Union but also within
the Council of Europe. Here the reforms are characterized by the protection of the citizens of the
Member States according to the development of technology. Discussions on the modernization
of Convention 108 have started since October 2011, with the Consultative Committee (T-PD)
reaching the adoption in 2012 a text of the protocol of review. The Committee of Ministers
decided to establish an ad hoc Committee on the protection of data composed of representatives
of the Member States of the Council of Europe with a mission to complete the modernisation
of the Convention 108 through formal negotiation of the text of the Protocol of amendment.

The process of modernisation of Convention 108 has as purposefulness its transformation into
an international legal instrument with a universal value applicable also to the States outside
the Council of Europe. We note that, according to the situation at the end of 2020, of the
47 member states of the Council of Europe and 8 non-members (55 in total), the Amending
Protocol to the Convention for the Protection of Individuals with regard to the Processing of
Personal Data was signed by 33 states out of the total number and ratified by 10.

During the reporting period, the Center participated in two plenary meetings of the Consultative
Committee of Convention 108, which held via videoconference. These meetings focused
primarily on the Secretariat’s presentation on major data protection activities and developments
in 2020, in particular on the publication of the compiled text, which contains updates provided
by delegations, but also on the three Joint Statements issued by the Chair of the Committee of
Convention 108 and the Data Protection Commissioner of the Council of Europe:
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a) on the right to data protection in the context of the COVID-19 pandemic (published on 30
March 2020),

b) on Digital Contact Tracing (published on 28 April 2020) and

c) on “Better protection of individuals in the context of international data flows: the need for
democratic and effective oversight of intelligence services (published on 7 September 2020)”

These presentations/statements made by the Secretariat or experts come to explain and clarify
some aspects in the field of personal data protection which can be resolved only through
effective international cooperation. In general, in view of the fast technological development
of information processing and the development of the international data flows, it is desirable
to establish mechanisms at the international level and to develop existing ones, which would
allow States to inform and consult on data protection. In this regard, the plenary meetings of
the Consultative Committee of Convention 108 come as international instruments of a regional
nature that contribute to the development and evolution of the field of data protection.

Alsoduring thereporting period,the representative of the Center participated in the international
meeting on cooperation with electronic service providers, which took place during 26 -28
February 2020 in Tbilisi (Georgia). The meeting was organized as part of the Cyber East project,
as a follow-up to the Cybercrime @ EAP projects, which aim to support Eastern Partnership
countries in building and maintaining partnerships with private sector entities, mainly Internet
service providers, to strengthen mechanisms for cooperation and trust between the private
sector, citizens and criminal justice authorities.

¢ Implementation of the provisions of the RM-EU Association Agreement

In this regard, it should be noted that during the reporting period the Center prepared and
presented to the Ministry of Foreign Affairs and European Integration and the Ministry of
Economy and Infrastructure the final general report on implementation of actions in the
National Action Plan on Implementation of the Association Agreement 2017-2019. Also within
the limits of this chapter, was made the approval of the new Association Agenda 2021-2027.

e Cooperation with European Union agencies

In accordance with the provisions of Article 19 (2) of the Cooperation Agreement between the
Republic of Moldova and Eurojust, according to which the Data Protection Officer of Eurojust
and the Data Protection Authority of the Republic of Moldova shall report to each other, at
least once a year, on the implementation of the provisions of the Agreement, was send to
Eurojust the information regarding the activity of the Center and the implementation of the
legal provisions of personal data protection, as well as the collaboration with the General
Prosecutor’s Office.

We mention that the cooperation with Eurojust represents a key point in the development of
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

relations of international legal assistance in criminal matters in compliance with the European
standards and in the sense of European integration vector of the Republic of Moldova.

This allows Eurojust to support, through the various modern mechanisms at its disposal, efforts
to prevent, counter and prosecute a number of serious violations, as well as to support the law
enforcement agencies of the Republic of Moldova.

¢ Cooperation with European Data Protection Authorities

During 2020, the Center requested the opinion and experience of several Data Protection
Authorities of the member states of European Union such as Romania,Austria, Belgium, Bulgaria,
Italy, France, Germany, Greece, Spain, Portugal, Netherland, etc., on the use of video surveillance
cameras in prisoners’ cells. This request occurs as a result of multiple addresses regarding the
legality of the use of video surveillance cameras (CCTV) installed in the cells of detainees in
penitentiaries and / or in pre-trial detention facilities under the auspices of the police. The
purpose of this approach was to take over the good European practices, as well as to apply the
legal normative framework in solving the problems related to the video surveillance installed
in the cells of detainees. To this end, the DPAs were asked to share their experience on the
following topics:

- Is it allowed to use video surveillance cameras (CCTV) installed in detainees’ cells in prisons
and / or in remand centers?

- Which normative / legislative acts regulate the legal basis of their use?

- What are the stated purposes of using video surveillance cameras (CCTV) in these cases?
- What is the allowed period of storage of the information held?

- Under what conditions can CCTV images be disclosed to third parties?

- If the rights of the data subject concerned may be restricted, in this case, the rights provided
by Convention no. 108, GDPR and / or Directive 680/2016, in particular, can data subjects
object to the personal data processing via CCTV?, etc.

The information already received from DPAs on the exposed topic, as well as the one being
received by the Center, is / is to be systematized in order to study the good practices and to
decide further on their applicability at national level.

International Projects

During 2020, the Center applied and received support in several international projects, as
follows:

Programme Erasmus+

NCPDP participated in the Call for Proposals 2020 — EAC/A02/2019 Erasmus+ Programme
Key Action 2 (KA2) — Cooperation for innovation and the exchange of good practices Capacity
building in the field of higher education. Within the above-mentioned call, it has proposed
to carry out the following Project:_EU digital career opportunities via data protection training
for people with disadvantaged backgrounds. The overall objective of the project is boosting
entrepreneurship of people with disadvantaged backgrounds via tailor-made approach, based
on best practices for demonstrating compliance with the EU data protection legal framework.
Under the Erasmus + Program, the Center participated as a member of a consortium together
with partners from Bulgaria, Italy, Greece and Poland.
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TAIEX project - the Technical Assistance and Information Exchange instrument

Mass media

« “The right to freedom of expression and personal data protection in the context of
possible global challenges! (COVID - 19 pandemic) ”

Public health

 “Processing and protection of personal data in the field of public health in the context of
possible global challenges! (COVID - 19 pandemic) ”

In the context of a global pandemic, namely the fight against COVID-19, appear more and
more legal questions regarding the use and disclosure of health data by media representatives
in accordance with the provisions of GDPR. To this end, the NCPDP has planned to organize
an international conference “The right to freedom of expression and personal data protection
in the context of possible global challenges! (COVID - 19 pandemic)”, for media representative’s,
the purpose of the conference being to present information, examples of good practice and
innovative solutions for the purpose of establishing the right balance between freedom of
expression and the right to privacy, as well as to exchange experiences between the parties.
The application to the mentioned project was made through the online platform TAIEX, but in
the end, the project was not accepted.

In the field of public health, Center applied in 2020 and received support
from the TAIEX project in organizing the workshop ‘Processing and

protection of personal data in the field of public health in the context of
possible global challenges! (COVID - 19 pandemic)”.

TAIEX

project
obtained

The aim of the workshop is to strengthen and enhance the skills of public
health representatives on possible challenges that may arise globally
(in the context of the pandemic COVID - 19), while respecting the fundamental rights and
freedoms of individuals on personal data protection when the processing is necessary for
reasons of public interest in the area of public health as well as the adoption of good practices
based on relevant case law; setting a balance between the processing, storage, and disclosure
of health data and the right to privacy; promoting clarity and specialized analysis, oriented
towards the provisions of the law on data protection in the specific field of application - that
of health; familiarization of medical representatives with the new challenges related to the
processing of personal data.

The event will be organized for representatives of the Ministry of Health, Labor and Social
Protection as well as medical institutions, the Ministry of Justice, the Ministry of Internal Affairs
and the General Inspectorate of Police. Personal data protection experts from Croatia, Slovakia
and representatives of the Center, will moderate the event. Based on the global situation of
the SARS-COV - 2 pandemic, the event will take place online at the end of January 2021 for
approximately 300 people, from three different regions: Central, North and South.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

CHAPTER Vi

TRAINING AND AWARENESS ACTIVITIES

In 2020, the Center continued its training and awareness-raising activities. The reference period
was marked by the COVID-19 pandemic, which influenced the number of training activities.
For the same reasons, in 2020 most of the training and awareness-raising activities took place
online.

In 2020, the trainings were organized for both the public and private sectors, especially in
Chisinau. Even if these activities took place online, the participants showed an increased
interest in the desire to strengthen their knowledge in the field of personal data protection and
to comply with the activity related to the processing of personal data to the legal provisions in
the field.

Raising awareness actions

The main information and awareness-raising activities of the society on the importance of
personal data protection field carried out by the Center
during the reporting period:

- On January 17, 2020, representative of the Center,
trainer certified by the European Union Twinning Project,
promoted a dialogue of free discussions with the students
of the Law Faculty of the Free International University of
the Republic of Moldova, third year, on the topic “Personal
data protection for the young audience: awareness, principles,
necessity, risks and challenges”. About 50 students
participated in discussions.

- On January 28, 2020 - for the Data Protection Day, the
Center organized, for the first time, a public
event for parents and children entitled
“Protect your child in the online environment”.
The event was organized in collaboration
with General Police Inspectorate,
“Moldcell” - mobile network operator,
Public Association “Solidary Parents” and
General Department for Education Youth,
Sport and Culture. The event gathered
about 60 parents, including children, from
the parent committees and students from
primary, secondary and general educational
institutions, Botanica sector.

- OnJanuary 29, 2020 - The Center continued the round of events dedicated to Data Protection
Day, by organizing the information event for students - “The right to access of information
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and the right to privacy” with the
participation of students of the
Faculty of Law, ULIM and Faculty
of Journalism, SUM, including, with
the participation of civil society
representatives -  Promo-Lex,
Center for Legal Resources, Center
for Journalistic Investigations, etc.
The event was attended by 14
participants.

In the context of awareness-raising
activities on the importance of
personal data protection, with
support of the EU Twinning project
“Capacity Building of the National Center for Personal Data Protection” funded by the European
Union, various information materials were developed for different categories of data subjects
(including minors, parents) as well as personal data controllers. The informative materials
were used during 2020 in the multiple activities organized by the Center, they aim at both
the information about the rights of the data subjects and their responsibility for the compliant
processing of personal data, as well as the legal assurance of personal data processing by
controllers. Some models of information materials can be viewed in the appendix section of

this report.

Training activities

During the period January-December 2020, the Center held 7 working meetings with
representatives of public and private institutions on issues related to: assistance in developing
codes of conduct in various areas of activity, examination of sectoral laws, guidance and
consulting, etc. TR

Atthesametime,therepresentatives
of the Center organized 4 trainings
which were attended by about 500
participants from Chisinau and
districts of the Republic of Moldova.

- On February 27, 2020, at
the invitation of the Center for
International Police Cooperation,
the employees of the Conformity
Department of the Center held a
training meeting of the staff of
the Center for International Police
Cooperation.

- On June 4, 2020, at the invitation of the Congress of Local Authorities of Moldova (CLAM)
leadership, the representatives of the Center had a speech at the webinar for secretaries of
local councils, members of the Network of Secretaries of CLAM, on “Development of security
policy and the Regulation on the processing of personal data under the LPA”. About 85 secretaries
of local councils attended the webinar.
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

- OnJuly 27, 2020, at the request of the Training Center in the Field of Labor Relations, the
representative of the Center participated as a trainer, moderating a seminar on personal data
protection.

- On November 17, 2020, the Center organized a training on personal data protection at the
request of the Training Center in the Field of Labor Relations. About 150 people - from schools,
kindergartens, gymnasiums, but also employees in the medical field, attended the event. The
training took place online.

Center activity highlighted in the media

At the beginning of 2020, the new website of the Center was launched www.datepersonale.
md, which is an important achievement for both the institution and society in general, or it
is an indispensable source of information that facilitates users’ access to all the information
regarding the activity of the National Authority for the control of personal data processing, as
well as the news related to the field of data protection at national and international level.

The Centre’s current website is innovative and meets all current technical and organizational
requirements and needs. It should be noted that this achievement was

49034 possible thanks to the support provided by the EU Twinning Project
Views on the “Capacity Building of the National Center for Personal Data Protection of

NCPile;\(/)vzegsite the Republic of Moldova” funded by the European Union.

During 2020, were developed and published on the Centre’s website
www.datepersonale.md. - 80 media articles. At the same time, during the
reference period, the Center developed and published four quarterly newsletters, including
statistical information about the Centre’s activity, as well as useful and current information at
national and international level in terms of personal data protection.

During the reference period, about the activity of the Center was mentioned in about 70 media
articles. The figure has halved from the previous year amid the pandemic crisis, which has led
to the suspension of several events of the Center. Among the media sources that covered the
activity of the institution were: Agora, Moldpres, TVR Moldova, Moldoval,

14712 Bizlaw, Sputnik Moldova, privesc.eu, Agentia de stiri - Info Prim Neo,
Views on Curentul.md, Noi.md, tribuna.md, Radio Chisinau, democracy.md, Ziarul
Moldova Suverana, publika.md, TV8.md, jurnal.md.

Facebook/
NCPDP in 2020

The increasing interest of the citizens towards to the activity of National
Authority for personal data protection is also deduced from the online
environment. In context, the official Facebook page of the Center - www.facebook.com/CNPDCP,
according to the posts, it registers about 1500 visitors, monthly. The number of followers it is
also on the rise = 2338 with 37% more in 2020 compared to 2019.
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CHAPTER IX

HUMAN RESOURCES MANAGEMENT

The staff is the most valuable resource of the Center, which actively contributes to increase the
efficiency and effectiveness of the institution. Thus, the support, stimulation and appreciation
at the fair value of the employed staff are the essential factors for maintaining a positive
organizational and psychological climate at work.

The National Authority of personal data processing carries out its activity through the staff that
ensures the achievement of the public interest in the field of competence, namely, officials of
public dignity, civil servants and auxiliary staff.

The director and the deputy director exercise functions of public dignity that fall under the
incidence of Law n0.199/2010,and the activity of civil servants is requlated by Law no.158/2008
on the civil service and the status of the civil servant. The rights and responsibilities of auxiliary
staff are set out in labor law.

When performing the tasks, the staff of the Center takes into account the public interest in the
field of personal data protection, in accordance with the provisions of the Law on personal data
protection no. 133/2011.

According to Law no. 182/2008, the
structure of the Center consists of 8 The staff status of the Center
structural subdivisions, and the limit
staff is 45 units which are distributed as

follows: = functions of office
) ) holders
« 2 functions of office holders (director
. " management

and the deputy director) ; fucntions

e 42 public functions; including 11 * execution
- management functions and 31 - Junctions
execution functions; auxiliary staff

o 1 - Auxiliary staff (driver).

Thus, on December 31, 2020, the total
number of the Centre employees
constituted 35 staff units, with an occupation rate of only 77, 8%, of which:

¢ 2 functions of office holders;

e 32 public functions; including 11 - management functions; 21 - execution functions of
which 16 are inspector (main state inspector - 4, senior state inspector - 4, state inspector
- 8), 3 consultants (main - 1, senior — 1, consultant — 1) and 2 main specialists;

e 1 - Auxiliary staff (driver).
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Position held within the Center
according to the situation of December 31, 2020

 execution functions

® guxiliary staff

Thus, compared to the previous reporting year, the occupation rate of positions increased by
approximately 3.8 percentage points.

Degree of employment with staff in the period 2018-2020

Year Approved units Effectively, employees Share, %
2018 45 32 71
2019 45

33 73

The Center has advocated and continues to advocate for a policy of gender equality and equal
treatment between men and women in the process of recruiting and managing human resources.
However, out of the total number of employees, at the end of the reference period, the share of
men was 40%, and that of women, respectively, 60%.

In this context, the diagram below shows that the share of women is higher than that of men,
both in the performance of executive and managerial positions.

14
12
10
8
m Men
6
= Women

T 1
Functions of office Management  Execution functions  Auxiliary staff
holders fucntions
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The staff of the Center is relatively young, and the average age of employees in 2020 was 36
years. As in the previous year, in the structure by age categories, the highest share of people
aged between 35-45 years (40% of the total) and those aged 25-35 (31.4% of total).

The employment of young specialists within the Center is a continuous phenomenon, positively
influencing the structure of the age profile of the staff, and only this fact, unfortunately, does
not bring a positive influence on the activity of the authority. Thus, there is an increase in the
share of employees under the age of 25, which is 5.7% of the total number of employees, being
twice as high compared to 2019. The other age groups had lower weights.

Center staff by age categories

Year 2020 Total effective Functions Public manage- Public execu-  Auxiliary

persons of office holders ment positions tion functions staff
Number of persons 35 2 11 21 1
e < 25 years old 4 - - 4 -
e 25-35 years old 11 - 1 10 -
e 35-45 years old 14 1 7 6 =
» 45-55 years old 4 1 2 1 -
* 55-63 years old 1 = 1 - -
e 63 years old < 1 = = = 1

The youngest employee in 2020 was 24 years old and the oldest corresponding - 65 years old.

The recruitment policy of the Center aims to ensure the optimal need for staff based on the
principles of open competition, transparency, equal opportunities and professional merit. These
principles are necessary for the recruitment of staff who will achieve the objectives proposed
by the authority in the future.

During the reference period, were organized and held 8 contests for filling the vacant public
positions, out of which 2 extended competitions.

Here it should be underline that 4 contests were suspended for a period of more than 2 months,
in connection with the establishment of the state of emergency situation in public health,
in the Republic of Moldova, based on the epidemiological situation both in the country and
worldwide, as well as in order to implement measures to prevent and control new type of
Coronavirus infection (COVID-19), after being resumed.

In 2020, 11 vacant and temporarily vacant public positions were put up for competition,out of which
1 management position and 10 executive positions, such as: 1 position of Head of Information
Service,Media Communication and e-Transformation,4 positions of state inspector in the Conformity
Department, 2 positions of inspector in the Prevention, Surveillance and Evidence Department, 1
consultant position in the External Relations and European Integration Department, 1 consultant
position in the Human Resources Service, 1 position of main specialist in the Documentation
Service and Archivist and 1 position of internal auditor in the Internal Audit Service.

For participation in competitions were submitted 68 candidates’ files. In order to ensure the
transparency of the contest organization process, the information on the organization and
conduct of the contests was published on the institution’s website (www.datepersonale.md)
and on the government website (www.cariere.gov.md).
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NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF THE REPUBLIC OF MOLDOVA

Therefore, as a result of the competitions held, 9 people were hired, of which 7 were civil
servants debutants. During the reporting year, 3 civil servants debutants were confirmed in
public functions, obtaining the qualification ‘good” when evaluating the activity spend of the
probationary period, at the same time being awarded the qualification degree “‘counselor of the
class 111 “. It should be mentioned that the other 4 civil servants debutants are to be evaluated
and, as the case may be, confirmed in the public positions held, in the first semester of 2021.

As in previous years, the Center faces the problem of the lack of an internal auditor. Already
for several years, starting with 2017, the internal audit function was permanently exposed to
competition, but without results, due to the lack of candidates, due to the disproportionate
correlation between the salary level, related to the workload and responsibilities requested in
the job description.

At the same time, it should be mentioned that the competition for filling the vacant public
position of consultant in the Human Resources Service was canceled, because the winner of the
competition refused to enter the public position, the reason being the unattractive salary. In
2021 this contest will be resumed.

At the same time, it should be specified that, on the basis of merit, 4 employees were promoted
to senior positions, 2 civil servants were transferred to other subdivisions of the Center, for
service purposes and 2 civil servants ensured and continue to provide up to currently the interim
of 2 management positions, during the suspension of the service relations of the incumbents.

In 2020, there is a lower staff turnover compared to 2019, the number of people whose
employment relationships ended was 6, compared to 8 in the previous year, of which 2 persons
transferred to other public authorities, and the other 4 resigned upon request.

It should be mentioned that the staff turnover with tasks and control attributions within the
Center are maintained this year as well, thus registering a share of 50% of the total number of
resigned. This increase was caused by the level of irrelevant pay in relation to the complexity of
the activity of verifying the legality of the personal data processing.

Fluctuation phenomenon at a very high level, which increases the risk of loss of institutional
memory and distortion of the work of the institution, is determined by shortcomings in
legislation on wages. Thus, the reference salary of the Centre’s employees is approximately 50%
lower compared to the salary granted within other entities in the budgetary sector with similar
activities and competencies.

Moreover, after investing considerably in the good professional training of employees, in raising
the level of knowledge, skills and job skills required, especially in the field of competence,
employees decide to go to other public authorities for a more attractive salary. As an example,
currently, 3 of the former employees of the Center work within the National Integrity Authority,
a much more attractive entity in terms of salaries offered to its employees.

An important element in the human resources management policy is the trend of continuous
professional development of employees. In this regard, the annual professional development
plan was developed, according to which the employees of the National Authority for Personal
Data Protection attended 5 internal training courses and 17 external training courses. Thus, the
number of training hours of the participants was 474 astronomical hours.

The continuous professional development of the civil servants within the Center in the reference
year was mainly achieved at the Academy of Public Administration, through training activities
carried out less normally than in previous years, in connection with the situation caused by the
COVID-19 pandemic.

Thus, the professional development courses took place in different formats:
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e In the classroom (off-line);

e Remote (online);

« mixed: distance through the ‘e-Learning Platform”, as well as with the physical presence on
the last day of the course at the Academy of Public Administration.

At the Academy of Public Administration, which is the provider of training services and the
center for promoting state policy in the field of professional development of civil servants of
all levels, 18 employees of the Center participated in 16 professional development courses,
obtaining professional development certificates in the following competencies: Professional
integration in public office, Professional ethics and integrity, Efficiency of professional activity in
public administration, Development and coordination of draft regulations, Conflict management,
Public service management, Strategic and operational planning in public administration, Effective
management of stress at work.

At the same time, 2 employees of the Center participated in the Workshop entitled “Cyber
Incident Management”, organized by P I.“Information Technology and Cyber Security Service” in
partnership with I.P.“Electronic Government Agency” and the Estonian e-Government Academy.

www.datepersonale.md 117

HUMAN RESOURCES MANAGEMENT




-
z
Ll
=
w
o
<
=z
<
=
%]
Ll
&)
@
)
o
(2]
w
o4
=z
<
=
=)
T
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A strong emphasis in 2020 was on internal employee training. Thus, in the context of the global
pandemic,the Center's management periodically trained staff on key measures in the prevention
and mitigation of COVID-19 infection in the workplace. In this regard, has been developed a
guide with concrete rules to help employees to maintain their health and safety at work.

Similarly, it should be noted that general introductory training in occupational safety and
health, including new employees, was also provided. Likewise, during the reference period,
other internal professional development courses with various topics were carried out, such as:

9 6

“use of electronic signature”, ‘use of the Centre’s website (www.datepersonale.md)”, etc.

During the reporting year, for the efficient exercise of the attributions, special merits in activity,
manifestation of the spirit of initiative and special contribution in accomplishing specific tasks,
for long and impeccable activity within the institution, as well as on the occasion of the Civil
Servant’s Day, an employee of the Center was awarded the Government Diploma.

In order to ensure an efficient management of human resources in 2020, 391 internal
administrative acts were elaborated, related to the labor relations of the employees, as well as
a series of internal documents that requlate the activity of different commissions, such as: Gift
evaluation and record commission, Discipline commission, etc.
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CHAPTER X

ECONOMIC-FINANCIAL ACTIVITY

The budget of the Center was elaborated according to the provisions of the Public Finance Law
and the budgetary-fiscal responsibilities no. 181/2014 and the rules established by the Ministry
of Finance. According to the Law on the State Budget 2020 no. 172 /2019, for the Center was
approved the total budget of 7 907, 9 thousand MDL, the general resources component.

At the same time, by Government Decisions no. 854/2020 and no. 896/2020 on amending the
Law on the state budget for 2020, the Centre’s allocations were increased by 70.0 thousand
MDL and, respectively, with 200,0 thousand MDL, in order to partially cover the expenses for
the implementation of the provisions of Law no. 270/2018 on the unitary salary system in the
budgetary sector, in the chapter “labor remuneration”, as well as for paying the annual award to
the staff from budgetary units for activity results in 2019, established by Government Decision
no.811/2020.

In addition, they allocated to the Center financial means in the amount of 208.0 thousand MDL
for granting the single allowance to employees infected with COVID-19 during the exercise of
their duties, in accordance with Law no. 69/2020 on the establishment of measures during the
emergency period in public health, according to Government Decision no. 895/2020.

Thus, the specified budget of the Center for 2020 constituted 8,385.9 thousand MDL.

Analysis of budget allocations for 2020

Distribution of the approved Distribution of the specified
budget 2020 (thousand MDL) budget 2020 (thousand MDL)

.. -i

m Staff expenditures

u Staff expenditures

# Goods and &
PRERES 1091,7 Gty
u Non-finacial assets | 5989.2 services

» Non-financial
assets

Social payments
RAvEL Social payments

As of December 31,2020, the Centre’s budget was executed in the amount of 7 583, 3 thousand
MDL, which constitutes 90, 4% of the specified budget, being increased compared to the period
2017-2020.
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Budget execution in the period 2017-2020
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W Share

The financial means allocated from the state budget were directed to cover the expenses
necessary for the maintenance of the activity of the National Authority for Personal Data
Protection in the following directions:

Execution of expenses in 2020 (thousand MDL)

Approved Approved Specified Executed Executed compared to specified (%)
Staff expenditure 5719,2 5989,2 5946,3 99,3
Goods and services 1586,7 1091,7 775,6 71,1
Social payments 60,0 253,0 249,1 98,5
Non-financial assets, inclusive:  542,0 1052,0 612,3 59,0
fixed assets 217,0 807,0 413,1 51,2
stocks of circulating materials 325,0 245,0 199,2 81,3
TOTAL 7907,9 8385,9 75833 90,4

In the structure of expenses, the largest share is held by “staff expenditure”, but it should be
specified that the financial means allocated in the amount of 5,719.2 thousand MDL were
insufficient to remunerate the work of employees, as well as to pay the annual award for the
results of the activity from 2019. Thus, as a result of submitting the corresponding approach to
the Ministry of Finance, the specified allocations amounted to 5989,2 thousand MDL.

The budget specified in the chapter ‘goods and services” amounted to 1 091, 7 thousand MDL.
The expenses executed in this category were of 775,7 thousand MDL, forming an unused balance
in the amount of 316, 0 thousand MDL. This has led to savings in rental services, business travel
and other services.

In the chapter “social payments” were initially approved allocations in the amount of 60, 00
thousand MDL. However, following the allocation of financial means from the Government’s
reserve fund in the amount of 208, 0 thousand MDL (payment of the single allowance to
employees who became infected with COVID-19 during the exercise of their duties), the specified
allocations increased to 253, 0 thousand MDL.

With the change of the structure of the Center and the increase in 2017 of the staff limit, there
was a need to expand the workspace, which was achieved only in the middle of 2020.
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In this sense, the Center received in use additional space located on the fourth floor of the
headquarters where it operates, in order to ensure the optimal conditions for the proper conduct
of business and the performance of basic duties. Thus, goods (furniture, computer technology,
etc.) were purchased, expenses reflected in the chapter “non-financial assets”.

In accordance with the Government Decision no. 1419/2016, the public procurement Plan for
2020 of the institution was developed and published on the website of the Center: https://
datepersonale.md/wp-content/uploads/2020/02/Planul-de-achizitie-2020.pdf.

In order to carry out this plan, during the reference period, 35 public procurement contracts
were concluded, of which:

- 34 low value contracts for the purchase of goods and services;

- 1 contract through the negotiation procedure without prior publication of a notice of
participation, related to the technical administration services of SIA “Register of evidence of
personal data controllers”.

It should be mentioned that, point 11 letter f) of the Government Decision no.883 of 25.11.2011
regarding the approval of the Technical Concept of the automated information system “State
Register of personal data controllers”, stipulates that S.I. “Special Telecommunications Center”,
currently I.P. The “Information Technology and Cyber Security Service” has the quality of an
entity that will provide the assistance and technical means necessary for the implementation
and operation of the Register, will represent the entity that will take over the IT solution and

will assist the implementation and administration of this IT system.
All contracts were registered with the State Treasury.

It should be noted that, at the conclusion of low value contracts, factors such as: the timeliness
of expenditure and the lowest price criterion, together with carefully established technical
requirements, were taken into account, which led to the efficient use of financial resources
allocated to the Center.

The application of public procurement procedures ensured the contracting of qualified and
experienced economic controllers in the field of execution of public procurement contracts.

All procurement contracts concluded to ensure the needs of the Center were executed in full
and on time.
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PROBLEMS AND OBJECTIVES

Problems faced by the Center

Regrettably, over several reporting periods already reveals the same spectrum of concerns /
issues faced by the National Authority for Personal Data Protection. It should be noted that
the major concerns reflected from year to year, including in the activity reports of the Center,
generate increasing impediments both in the institutional and organizational activity and in
the development of personal data protection field at national level. However, given that solving
the pressing problems facing the Center is largely beyond the competence of this authority, it
becomes even more difficult to ensure the development of the area of competence.

In this sense, the legal, institutional, perception and applicability issues, which require a rigorous
solution in order to overcome the stagnation of personal data protection field at national level,
are the following:

« disparity between the national legal framework in the field of personal data protection and the
new regulations existing at European level, namely, Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC and Directive (EU) 2016/680 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA.

» discriminatory salary level of the civil servants within the Center as compared to the one provided
to other supervisory bodies, with similar status, and taking into account the specific activities
that undoubtedly presume the processing of personal data, are subject to verification of
legality of data processing by the Center. As example may be mentioned the following entities:
Security and Intelligence Service, Ministry of Internal Affairs, Prosecutor’s Offices, National Anti-
Corruption Center, National Integrity Authority, Anti-Money Laundering Service, etc.;

e the small number of employees of the Center according to the staffing of 45 units, in relation
to the increasing workload, especially in the basic subdivisions of the authority: the General
Department for Surveillance and Conformity, the Legal Department, especially in the context of
investing recent years with multiple additional responsibilities (for example through: the Law
on electronic communications, the Law on the prevention and combating money laundering and
terrorism financing, the Law on the prevention and combating of terrorism, etc.), without being
created / assured and reliable institutional mechanisms for carrying out the prescribed tasks;

e staff turnover and insufficiency/lack at national level of qualified specialists in personal data
protection field;

* the inefficiency and insufficiency of the coercive levers for the unlawful processing of personal
data, the reason being the double, contradictory and susceptible character of the procedures
for examining the findings resulting from the checking lawfulness of the processing of personal
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data, manifested by doubling examination in court, in the same period, the same documents and
findings issued by the Center, both in administrative order and in contravention procedure. Or,
the decisions issued by the Center according to art. 27 of the Law on personal data protection,
which establishes a violation of the legal provisions in the field of personal data protection,
on the one hand are subject to challenge in administrative litigation order, and on the other
hand, they serve as a basis for establishing the contraventions facts and the preparation of the
minutes regarding the contravention, which is sent for examination in the court. Thus, besides
the fact that for committing the same act / violation, the controller is subject to liability /
sanction 2 times - circumstances contrary to the principles of individualization and subject to
liability,there are also situations in which,same controller,for the same offense,in contravention
order the controller was convicted by the court, while, in administrative contentious order, he
was declared innocent, with the annulment of the Center’s decisions or vice versa. However,
the situation described is even more bizarre considering the fact that in both cases (the
contravention procedure and the administrative contentious procedure) at the base there was

the same decision to find the infringement committed in the processing of personal data. In
this context, the existence of such contradictory procedures led, in some cases, in determining

the inefficiency of the actions taken by the Center to counteract non-compliant data processing
and to prevent the committing of other violations concerning the right to the inviolability of the
intimate, family and private life of personal data subjects. However, the circumstances described
are even more bleak and disarming for the National Authority for the control of personal data
processing, taking into account the number of employees of the Centre sub-divisions, which is
minimal in relation to the excessive volume of work.

* abusive use, in particular by representatives of public authorities, of the legal provisions in the field

of personal data protection, the alleged argumentation of the refusal to present the requested
information through the realization of the right of access to information;

e lack of mechanisms, procedural guarantees and effective control in the case of law enforcement
bodies when carrying out special investigative measures, which would ensure a fair balance
between the interest of the prosecuting body to accumulate certain evidence and the rights of the
personal data subjects concerned. For example, there is no record of the fact whether personal
data subjects who have been subjected to special investigative measures have been granted
the right to be informed in this regard or if it was restricted informing them and the reasons
that led to the postponement of informing, etc. However, at present there is no mechanism for
post-factum information of personal data subjects on their telephone interception or on the
conduct of other special investigative measures against them, or the obligation to exercise
the rights of personal data subjects, once with the exhaustion of the purpose for which these

rights have been restricted (the right to information, access to data, etc.) is provided both by

art. 15 of the Law on personal data protection as well as by the legal provisions specific to
the field of activity (Criminal Procedure Code, Law on the special activity of investigations,
etc.). In this context, it is worth mentioning the non-existence of an electronic register of
telephone interceptions, electronic communications or other special investigative measures,
such as wiring, etc., the establishment of which would be an effective solution to overcome the
deficiencies indicated above. The more detailed information on the given topic is highlighted
above, in the section Activity for the prevention of non-compliance of personal data processing;

e the huge number of personal data access operations stored in state automated information
resources, carried out in the absence of a legal purpose and basis, in particular by employees of
law enforcement agencies, as well as the lack or insufficiency of measures necessary to implement
in order to keep efficient records of personal data processing operations. More information
regarding the aspect of tests is reflected above, in the section Activity for the prevention of
non-compliance of personal data processing.
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Objectives for the year 2021

The basic objectives of the Center for the year 2021, but without limiting those described
below, will focus on:
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ensuring compliance of the national legal framework in the field of personal data protection
with the new regulations at European level, by approving by the Parliament of the Republic
of Moldova in final reading two draft laws: on personal data protection and on the National
Center for Personal Data Protection. At the same time, following the achievement of the
objective, it is necessary to elaborate and implement the normative and internal framework

related to the implementation of the new legal provisions;
ensuring the salary increase of the Center’s staff, linked to that provided for other control

bodies of similar status, which, having regard to the specific nature of the activity, are subject
to verification of the data processing legality by the Center;

increase of the staff limit of the National Authority for the control of personal data processing,
in relation to the workload and competencies assigned to the Center, or, based on the current
specifics activity, for a good development of legal competencies it is necessary to increase
staff up to 150 units;

further fulfilling of the Action Plan for the implementation of the Association Agreement
Republic of Moldova - European Union;

continuation and enhancement of actions to raise awareness of the importance of personal
data protection, both from the point of view of respecting the rights of the data subjects
and from the perspective of ensuring the implementation of the obligations related to the
personal data controllers;

contributing to raising the level of correct interpretation and compliance with the legal provisions
in the field of personal data protection by the actors involved in the processing of personal
data, including by ensuring the balance between the legal provisions related to the rights of
access to information, the freedom of expression and the personal data protection;

contributing to the creation of an uniform judicial practice on the application of provisions of
legislation on personal data protection;

raising awareness the development partners in carrying out joint projects, in order to ensure
the adequate level of personal data protection in the Republic of Moldova.
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